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'MA BELL IS 'IT'' 

Phone Crooks Play 
Game With Blue Box 

BY EVAN MAXWELL 
Tlmtl SI•H Wrtlor 

lt'ot• years, the first step 
in many .criminal investi­
gatJions bas been to secure 
a list of toll calis made by 
a suspect. In drug and por­
nography cases, particu­
larly, the list can lead to a 
suspect's colleagues and 
his connections. 

But in recent months, 
p o 1 icemen investigating 
such cases have found an 
increasing number of toll 
lists which contain notil· 
ing, or perhaps only a few 
innocuous long- distance 
conversations witil rela· 
tives; 

The reason, investiga­
tors have been discover­
ing, is. a small metal or 
plastic box which, regard­
less of its color, is called a 
''blue box." 

The device, sometimes 
as small as a package of ci­
garets, has up to 13 but­
tons, each of which emits a 
squeal or squ~wk when 
pressed. Attached to a 
telephone, it can give the 
user free rein to make 
phone calls all over the 
world. No charge is made 
for the calls and no record 
is made of them. 

There was a time, in the 
past decade, when the 
blue boxes were the sole 
possession of self.dubbed 
phone freaks, who gam­
boled at will through the 
i n t e grated communica­
tions system that ties the 
world's telephones togeth­
et·. 

"'!'hey liketl to see how 
many circuits they could 
tie up across the country," 
said Howard Mountjoy, se­
nior security agent for Pa­
cific Telephone Co. in Or­
ange, Riverside and San 
Bernardino counties. "It 
was a huge game and Ma 
Bell was 'it.'" 

Phone Crooks 
But the discovery by 

criminals of the box's abil· 
ity to wipe out long-dis· 
tance tracks has meant 
that phone freaks have 
been supplanted by phone 
crooks. 

"In recent monU1s, we 
have seized boxes from le­
gitimate businessmen and 
from crooks of all kinds, • 
said Walter Schmidt, se­
curity chief for General 
Telephone Co. "But por­
nographers and drugs dea. 
lers seem to be the most 

· c o m m o n sorts to u s e 
them.• 

'l'he box duplicates the 
tones used to activate tele­
phone switches and cir­
cuits inside the system. 
They are different from 
the ones used in dialing or 
in touch-tone phones. I 

A skillful manufacturer 
can even devise boxes 
which can gain access to 
computers tied into phone 
lines, thus posing a poten­
tial avenue for criminals 
intent on in <1 u lit ria 1 

espionage ot· computet· 
fraud. 

"With a blue box and 
some inside knowledge; a 
crook can milk a computer 
of everything it has, or he 
can rearrange or wipe out 
information, • sa 1 d o n e 
faud investigator. "The 
box is a very dangerous 
tool in the wrong hands." 

In addilbion to C1'ilmlinals, 
'llhe boxes ve llinding their 
\\'!i!Y moo illhe hlmdiS of legi· 
timate b1.11S!..nessmen .mtent 
on n'O'tlhiirng more .tii1aal. 
avoiding tiheir phone bi:Hs. 
Schilniat sa~ tA1at il!he de­
V'ices ha-ve been seized 
from a rock music pronio­
ter and from other busi­
nessmen. 

The discovery of the va­
rieds uses of the boxes has 
created a grow.ing de­
mand. Mountjoy sa.id that 
Paci!Jii:c Telephone has re­
cenJtJiy nwved aga>l..nlst sev· 
er><rl lQCa:l ma'IliUfu.eturers, 
including one who was a-~ 
:rested witil 50 boxes in hi~ 
possession. 

Prices Inc:rease 
Increasing sophistlicalt:ion 

it1 equipment and the in­
creasing de m a n d have 
raJ•sed tihe prlices of tlhe H· 
lega•l deV'ices, too, MounJt­
joy says. One recenJt:ly ar­
l'e.;ted mall'Uf!a'Ctul!'el' was 
a<>king $1,500 apiece for 
the de\'l~ and !!he a'Ver· 
a-ge price has risen to 
about $750. 

A market has also been 
generated for sever-,l'! o!th­
er "box" devices, Jncluiling 
ilie "brown box," W'hioh si­
mwkttes tihe sound of Il1.'011· 
ey being dropped i•n'tlo a 
pay phone, a:q.d the 
"cheese box," a swilldhing 
deV'ice used by booklies 
and the ldke to .so.v1iltldh an 
incomiin'g can from one lo­
cart.ion t1o another autloollll!t-­
ica\lly. 

"When tlhe oops raid a 
pl:ace, a0.>1 :tlhey ilillld is the 
box, and no w~y of t.?.'acing 
it t~ the second number,'' 
ro1d Tom · Abdeef, an in~ 
'"estigator for the Omnge 

'BLUE BOXES'· ':"'Two of "blue box." devices held by the county DA's office. 

Coun~y Dk>lriot Avt.'Orney's 
o~JliiCe. 

Mountjoy :pojin'ts out !!hat 
the use Of various tyq:>1:s of 
telephone chea!lllng de­
vices .Is a ~ng concern. 
Hls office has seized a dw;­
en blue boxes in tlhe past 
six mon'lihs, a;oo Paciilic 
Telephone is devisi1l'g new 
methods, involv.ing t h e 
use of .tJhe toR·free 800 
area code rrumlbem, to 
ca!Vc'h boxes lin opm!ltll.on. 

He said Pacific is also be­
gi:ml!iing to edn.l.wte . loca~ 
law enlfareemen.t officers 
lfX) detect use of the de­
V'ices, and to reoogn!ize 
them. 

"In t'he past, office1'5 
conducting a seatth in 
other ·ca·s es, have run 
acl'OS6 the boxes, but did­
n't know what they were," 
he said. "If the officer 

recognizes them, he can 
m a k e an arrest imme­
d~a-tely, since mere posse&­
sion is a crime under the 
pena-l rode." 

The Dist.rid!: Atf.Qrney's 
office, too, has begun to 
proceed vigorously 
against such phone crimes. 
Abduf said that two cases 
are presently in the court 
in which the DA is alleging 

Tlmosl>ltoto 

grand the(t in ilie use of 
blue boxes, thus treating 
the matter as a felony rath­
er than a misdemeanor, If 
upheld, the cases could sig· 
nal a new, tougher system 
of nenalties for the use of 
such devices. 

As Mountjoy pUlt it, "We 
are trying to teacll these 
people tihat lit isn't nice t'<> 
fool around witih Me. Bell." 


