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Secret g.overnment
phone lines can be
tapped for just $60
HOMEMADE devices that can
cheat the phone company on
long-distance calls can also be
used to tap into top-secret gov-
ernment lines, a confidential
federal study reveals.

The devices, called Blue Boxes,
are capable of penetrating the
phone systems of senators, con-
gressmen, the Pentagon, the CIA
and even the White House.

Federal investigators say for as
little as t~, a competent techni-
cian can construct a working Blue
Box that will tap most govern-
merit phones.

For about $1,000, a Blue Box
can be built to penetrate the gov-
ernment’s classified computer
system. And for ~Z~0,0O0, top-se-
cret satellite communications can
b~ intercepted.

The vulnerability of the govern-
ment’s communication network
was first revealed by a convicted

.Blue Box user.
He wrote Congressman Paul

McClaskey (D-Calif.) : "Phone
freaks have acquired a complete
listing of every working WATS
number in the Washington, D.C.
area, including computer access
numbers. One is believed to be
the National Crime Information
Computer.

"The ~pecial hot line for the
White House has been discovered.
Phone freaks have been able to
~netrate this system and talk toy government officials, includ-
ing the President. Special CIA
call-in numbers have also been
discovered.

"Communication    satellites
could very easily be ~ceessed and
information picked up. Equipment
to pick this up is extremely ex-
pensive, but definitely wi_thin the
price range of organized crime,
groups and underground radicm
groups."

McCloskey told THE STAR he
turned the letter over to the Gen-
eral Accounting Office.

He said he became convinced
the letter was not a hoax after a
member of his staff dialed a se-
cret toll-free number that was
mentioned in the letter. The num-
ber was to a Secret Service agent
inside the White House. The GAO
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conf~’rms that the phon~ and com-
puter systems are vulnerable to
penetration techniques.

"A perpetrator with adequate
technical knowledge and proper
equipment can access govern-
ment systems and interpret some
communications," the agency
says. "The difficulties for pene-
tration and detection vary among
the government systems.

"The system normally does not
have security features to protect
against either loss, or error in or
inteTception of information."

F.J. sharer, director of the
GAO’s logistics and communica-
tions system, commented:

"Separate computer access
controls should be established by
the user when computers and as-
sociated remote terminal equip-
ment are interconnected through
telephones, regardless of the pro-
tect]on i,~revided by the telecom-
municahons system.

"Such access controls would in-
crease the difficulty in gaining ac-
cess to computerized data base.
Most government telecommunica-
tions systems do not provide the
degree of security necessary to
protect information."

McCloskey, who would not re-
veal the name of the convicted
Blue Box user who alerted him,
said the man has offered to he.lp
the government solve the problem.

He said the man wrote: "I
hearby wish to cooperate with
Congress and experts in the field
of computers and commuuica-
tions in possibly tightening up the
leaky, insecure national telephone
network and computer networks."

So far, the government has not
taken up the offer, McCloskey’s
office reports.


