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(VANA BEAL)
by A. Craig Phonephreak

The safehouse had  peen urder
survellunce for some nme Shdltered
by mowaiains, more than a hundied
nules froo the Ing cies, the ienunis
Selt thev'd safetv distanced themsel ees
Srom the survedlance

But the authorites
waifing.

Fnally, when the dissideat waeir-
tors n the howse felt they were fur
enaugh alovts with their compuier pro-
Ject, they had a housewermung pariy
ty-—grst the evense fochtes und con-
puter freehs need 1o vet togcthet and
compare notes.

At abowr 1030w the wmwually
warm, Indwn Sununer duv, the hou
tozether with S or 6 early arrivals
decided o take a walk thri the woods
down 1o a water full. The folage of the
mountams was aflane wiith gutun n
reds and orqnees—o.Ler-run wirk Jdeer,
ducks, hawks a-curclng and Jdivane,

Ay they were salking budh up the
road 1oward the howuse, an unmarhed
car pulled up, and the diner, i
placdothes, panped out and desrand-
od ddeniity papers

When the invertor adnatied he was
Jrom the nowse, the other man i the
car saud, CHes the one we want! " Ina
mave that netted a whole rutg " —ten
nonconformme computer it is, about
6 or 7 curlouds of crimnal police,
asseseed by a heliopter that cirdled
overhead the wnole time, had comn-
pleteiv sealed the envicans.,

In the munners of piore subile, wp-
to-dlate  totaliaan revimes,  most
evervone wus merely detaned, ques-
toned, threatened and then released
when sufticently terrorized. But i the
mudst of the crumnal polee were the
ruthlessy officeent ageniy of Sceuriiy,
wha directed evervilung, and ook
pussession af exery notebook, phone
book, siray pece of equapment and
compuier component. TlHey also sez-
ed both wain compuiters in the house,
which comained the proeram for the
dissident’s uaention—d luser switdh
which would obsolete the ofpicd,
state-sanicnioned  Telecommunications
Monopol—-and ordared the two ac-
tual nveriors arrested by crimnal

were  only

police for “thett of industral
seero '
hd it happen m Rusaa?  lrag?

Brazil? America 10 yeary from now?
No. as a nestter of Tact, it happened
in Ponowhannia, in the Foconos,
Sefurdny, Ot 220 10 John Draper,
a.k.a Caprain Crunch, and a col-
feague. Besides the taser switelt and a
number of ather secrets Teleo was
after, they got the fraits of the hich-
stahes contract to compuicrize a cahle
Iy compamy 1aat brought Drapa to
the Poconos in the tiest place.
Crunch  was  arrested by Teleo
Secunty and held on 5 Juirges

wioch 2 have been dismissed-
$20,000 bod. Joha languished i a ool
fuor almost 2 month before had was
cedeced caough o be raised. Yo,
b i Amenea, Onee agam, a loae
scientst-inventor is being sacribiced
a bivated, inhwman monopoly.

Behind closed doors—wibun i
Yred zonay’ momant Beli swndhung
centers that wre ofb-bnts 1o all bucse
lecrod Toeo emploveos, insaae eqreodis
clado tine plhiene phirech
safehory «oa Woae g o oy
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Gals

and spy  thrdlers—but  nonetbeless
both stdes are demanding Uncondi-
nonal Surrender,

s a baule for the fute of
telecommuunictnons— a strugale over
whether there can actually be such a
tiung as private eleutronme wonversa-
tion, or whether the phone in your kit-
chen or bedicom will become the
ulhmate apparatus of Bz Brother
Surveillance.

Y ou will rot, 1in any Telco publicity
about thar phenomeunal 43 Million
Dollar Netr Profi i 1977, hind much
menton of thar fastest-grommg See-
tor—seiling  “‘privare security  ser-
vices'', 1 e manldy o the vovernnient.

With more than 7,000 agents (250%%
more than the DUECAL), Bell Sceuriy
maininns one ot the largest pohee
forces 1n the country, with a semr-
officral status umguely different from
ather private secanty forces

They have somctinng ¢he po one
clae has: the capability bult-into the
system' 1o tap any phone wm the coun-
try. Sasn Frvan’s Senate Povaes Hear-
mgs foatured tedimony by Yelco A lL-
CLO umon rep . about “abver bowes”
thai could lontor 10 hmesmthe D €,
area drom one cansele. But with
Yeleo's new eletrome toll switching
equipnient, the »amie cipability can be
programed oz will sysreme-wde-—as
caoftware e cotaputer T, L ehivdd,

Fhey are now ready (o place at the
dispay oot any povanment bere &
Catac iy 10 serddy vat and monitoran
teresiing phiones that vouid make the
Oesapo ateen with envy o ospoaaldiv
inasmuch o one adaion g moddea-
non o vour loval condhung o e
eneblon Secdrey o aarn any phone o
to i bup by av phityime the belb coang,

whether s on the hook or off?

This 15 a permanent nvestigative
capabilny that s compleicly oulside
the  government—not  subject to
restramis of court  orders (feleo
Security actually implemenis all court-
ordered taps, unsuperased, and then
halls Uncle Sam for the tapes) with no
Tty except o scan tor phones which
are bemg used by “interesting parnes”
which Telco Security, a. ex-I'RI and
such, know they nught be having to
vet a legal tap on.

The bateh s that this whele capatili-
v s an, aasim v o matier of sotteare
m g compuier, and they've ngyed the
law so that even looking for 1ty a
crime, That's why they gor Crunch.

Coatrary 15 pop myih, phone-
phreehmye o nob, pomanly, a way to
mahke free calls. The cheese-boy, the
blue-box—all the broak-thrus ot
phreeting mvolved trving 1o get o
secur »hine Making a free calt was and
i secondary.

The red boy was developed ufrer the
oluchoy,

Calling from paypnoues to elude
taps, ponacy-lovees used Llueboxes 1o
accens excess ldl-tree trunks, Dypass-
HE PEVI operatons whose aitenuons
are feserved for Hie pav-cucuits

But the dea of  thonsamds  of
phrecks boviny drom random
payphostes padsdud Teleo o puttimg
mo lasananng new  technological
weapons (o ferret out and pumish wire
outhiws,

In 1977 they completed v ailation
At a computenized Uhluebosy alar™”
winch wall net you ol back from
Terdoo Seeurtty waithun M mirtes of sy
al the churdciery e 2000 f1 ] bluchoy

totie on any phone [See June/July ish,
7).

Thar maost recent response (o the
development by phone phireaks of
security-conscious calling systems 1y
an innovatiun that allows them 1o tap
into any phone with notlung but the
number, another touchtone phone,
and two aceess codes.,

In the past stx months news of this
new REMote Olbservanon {REMOB]
faciity has swept the phone phreeh
undergtound

Apparendy, a number of phrecks
have gotien into the new system by
scanning, [vee accompanying article],
but have hesitated 1o pubbcize w
because of Telco's feud breath on
their necks.

The system wis first demonsnated
to Crunch bv aronymous tehecon-
municabon apsters at 400 AN one
mormig  when he was asleep in
Calttornia. John awoke to find
himsell on a conference call, with
some phireek touchtonmg a series ot
numbers that tapped them o the
“requests” line of  a radio station in
lowa—-except that no one 2t the sta-
thon suspected anyone was lstening,

The system, 1 was explivned, w0t
fully operatonal vet, but when it is it
will be possible to dial in 1o the seret
number of REMOB i lowa or some
place, and by using @ touch tone
phone, aecess the phone nosaber oie
wishes to tap without the rapee hear-
ing so muchasa beep or cick,

This new system of Lapping a phene
differs from evsimg cut-in methods
such as silver boxes cap ible of observ-
g service on any phone line ma cer-
tain exchange or auto-verdyv cireunts
the operator uses 10 go 1w on some-
one's hine in an emergeney. This s a
fairly new and sophisncaied way of
observing Iimes at random without ac-
twaliy ‘chipping i’ from the centrad of
{ice ar <xehange,

Now the existence of a “*Silver Boy™
is  public record, conbirmed in
testimony before Sam Frvin's Scnate
Privacy Hearings.

Ma Bell danms the Sifver Bos s be-
ing used to {1] observe plione company
cmiplovees 1o imsure they tollow e
well-established procedures et down
tn the Bell practice manual, {2] prevent
fraud— whete Teleo cops can dial mto

a suspected phoue freabs hine, or
anyone che’s for thai marier, and
keepup with what's happeiog.

Stce silver  boves  connect to

thousands ot hines itas pretty hard {or
the phone company to deny their ey
istence or 1o convenientfy move dhem
from cxchange to exchange However,
with the new £5S {t lectrome Switen-
ing Systems} type of nhone wachanges
the phone company can proaram the
same  thang  through g computer,
Sometipes called nenenes, these pro-
grams are physically snviable and
hnown only to the lighest cebelon
phone dicks,

Thmk of the applicanton tor Teleo
Seeurnty, coordinanng with special

aperators,  shagowing  someone (o
Listen m on wonvervons  theylie
dehberately making trom

payphones-—bemns able ta cowe v o
the line seconds upier a cali s finally

mude!
Sihee most Telco cops are ex B
Agenis or some how pave deen rejected
continued on nexl page
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following contest rules:

Short of direct expropriation, about the only way lfeft to gnaw
away at Telco's billion-dollar profits is mass consumer action.
We all know the so-called Public Service Commissions are
creatures of the Tascist Bellmonster. This is why the new credit
card code is a favorite feature of our readers cach year.

So great has been the demand, that we have decided to ex-
tend an opportunity to participate to one and all. YIPster Times
is proud to announce the first annunal Credit Card Contest.

This contest gives you a chance to see what the phone
number of your most deserving landlord, govt. official, corporate
fatcat or local narc would look like as a credit card number.

To be eligible for the unbelievable first, second, or third prizes
(which we can't even mention in print), or at lecast get your entry
tisted in the honorable mentions in the next YT, observe the

1.) Take the offending number, which consists ot 7 digits, and al-
fix the corresponding RAO number (sce table-—it's like a secret
area code for the operator, but it goes last, not first: the White
House at 202-456-1414 becomes 456-1414-032-A))

2) Next, match the 7th digit (4561411-032-A) with the ap-
propriate Telco cryptograph-letter (A), using your Captain
Crunch Secret De-coder, to get the final character:

1 2 3 456 789.0
QZMAHXFTLR

3.) Be sure to include a brief explanation ot what the people at
the number have done to deserve this,

4.) Employces of the Telephone Company, their ageats, or
agents of Telco Sccurity are prohibited from entry.

3.) Send Entries no later than midnite, April Fool's Day, to:
Credit Card Contest
Box 392 Canal Street Station
New York, New York 10013

‘This contest offer is open to altl, but void where prohibited by
law. No purchase is necessary, and there is no Blue Box top to
send in. All entries will be judged on the basis of originality, uni-
queness, and validity by & panel of stoned judges, dredged from

our editorial stalf.

Secret RA

Code

Now Jersey 091,084 | Hebraaka 08 237] Toronto 517
Oist of Columbla 202 032033} Chlcago 312 097,088,234 Misalsslpppl 801
Harttord 03 020 {Michigan n3 $13,098} Arlzona #02 084,065
Seattie 08 181 | Datroit 3 083 183} Vancouver 604
Stockton 208 254 St touls au 177| Madizon . 808
Froano i 200 289 [Goorgs 404 022 083 | Minnespalis 612
New York City- 212 012,017 |Atlanta 404 035 [ Onawa 813

918 021 023,| San Joss 400 293| Nasnville 08

024,072 074 | Pittaburgh 412 030] Memphis s
108 Angeles 213 048,182,184 | Milwaukew 4 088 | Boston 87

184,167,332 | San Franaisco 415 128 Massachusatis 817
Bants MonlcalVenics 213 537 |Berkaiey 495 187 | Neveda 702
Pniity 03 041,043 {Totonto 418 o AT8|Virginia 03
Akron 218 050 [Arkansas 0% 47| Cherototts 704 -
Cloveland 218 082 {Kentucky 502 550 | Houston 713
Duluth b3t 126 Orogon Lo 131| San Diego 714
Marytand 310 011 ]|Louisana 504 044 | Utaly 801 1
Cotormso. T X 153 [New Mexico 08 105 ] Tampe'St Petenaburg 813
Misni 308 044 |Bpokans [ 128 Peanaylvania 814
Wyoming w0t 137 {Cayron 513 188 { New Yorx State 30}

o

This is the first of a series of articles
basic phone phreeking techniques

Qver the years phone phreaks have
amassed a huge amount of knowlege
through the technique of scunmng.

Scanning is simply sequentially dial-
ing every phone number in a given ex-
change (an exchange is the first three
digits of the seven-digit number).

The trick 15 to know which ex-
changes to dial. Good places to start
are the local government exchanges.
To find these exchanges, just consult
your phone directory. Look under
fistings such as the Post Office, US
Magistrate, Army, etc. In most cascs,
almost all of the numbers will be
under one exchange Closer inspection

may reveal that all of the numbers are
between certamn ranges (such as
264-7000 10 264-9000, assunung that
264 is your local exchange).

So, to start scanning, you would
dial 264-7000, 264-7001, 264-7002 and
so on. Let the phone ning two or three
times before trying the next number,
Naturally, onec should have a touch-
tone phone.

If the number should answer with a
strange tonc or something wierd,
record that number. The important
thing is to keep careful records of

what you are doing. Another impor- )

tant thing to remember s that 1t will
probably take a few weeks of scanning
an hour or so a day before you find
any useful numbers,

Once you have tried about a thou-
sand numbers (8 or 9 hours work cnce
you get the hang of it), you should go
back and try to figure out what you
have found. At first the best thing to
do is to consult an old-time phone
phreck (if you know onc), who will
know how to exploit what you have
found better than you can.

If a number answers with a dial-
tone, you have probably found a
remote access Lo @ government tie-line.
This will let you call out long distance
and be billed for the local call. Try
diahng 9 first when trymng to get
through. )

Usually a high-pitched beep goes to
some computer. This needs a data ter-
minal, and if you can break the

5 for Phun (& Prophet

password you can gain entry into some
government computer.

There are also interesting recor-
dings—the ¥BI! has a number that its
agents can call for all the lastest news

In D.C. {(and certam other big cinies)
the network audio for ABC, NBC and
CBS arc carried over phone hnes n
case of a breakdown in standard ser-
vices,

If you are really lucky you may find
something really heavy like REMOB.
Watch out.

A few phreeks in NYC are tying to
start a scanning hot-line you can calt
in for tips on scanming or advice on
how to use numbers you may have
found. Waich this space for further
developments.

conttnued from previous page

from other law entorcement agencics,
naturally the Telco cops do favors for
their friendy and ex-sidekicks at the
I'BI, NSA, DEA cte. by handing out
REMOB access codes, so they tou can
amuse themiselves by listening to some
yipptes rap on the phone.

Besides constantly passing mfo to
regular law enforeement, Teleo agents
have become adept at ‘‘laundenng”
such info to make of look hke it came
from a *‘confidential informant®, and
imtiating prosccutions by clamming
they stumbled across *‘evidence of a
crime”” while *‘service-observing®’.

Proving such a para-prosccutorial
set-up  enists can be a  problem,
however.

In the beginning of Qctober, when
Draper took the computer job i Pa.,
he approached the Yippies for advice
on where his informanon would do
the most good. But the closer Tohn
has gotten to formally testifymg to
Congress, the more dose encounters
e has had with the faw

On Dec, 27, atter a hard day of
making the rounds among New York

medapeople  evpected 10 be sym-
patheue, John was busted again. This
time 1t was New Jersey cops. He was
charged with misdemenor possession
of electronic parts. Like Lenny Bruce,
tocal law enforcement are now com-
petng to see who will jail the famous
Crunch.

Meanwhile, Crunch was able to get
mmunity from prosecution from a
grand jury in lowa interested i his
testimony about the REMOB facility
there, References to the new system
occur 1 protesstonal journals.

Last summer one such box was
discovered by West Coast phone
phreaks when a magazine published
boasts by the local phone compuanv
that such a thung existed 1 the area.
The phreaks simply dialed  every
number it the exchange until they
found it.

The REMOB number and access
code stayed the same for weeks,mon-
the— as rumor flourished and pubba-
ty mounted, About a month ago, just
as the story of the persecuton of John
Diaper appaared an the Villuge Vouwce,
1 was changed.
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