it Exploding The Phone db186

o®%0 .

www.explodingthephone.com

99e%"

Bibliographic Cover Sheet

PHIL LAPSLEY

Title Phreaking into the system

Publication Nation Review (Australia)

Date 1972-09-01
VI/I/IP p. 1308
Abstract Overview of phone phreaking in Australia circa 1972, with

descriptions of the three prevalent methods. Also discusses the way
that the Australian phone system differs from the US system.

Keywords phone phreaks; Australia; step-by-step exchange; crossbar exchange;
Ramparts; AT&T; mute box (black box); blue box; Australian phreaking

Source An anonymous phone phreak

The following pages may contain copyrighted material. We believe that our use of this material for non-commercial educational and
research purposes constitutes "fair use" under Section 107 of U.S. Copyright Law. If you wish to use this material for purposes that
go beyond "“fair use," you must obtain permission from the copyright owner, if any. While it will make us slightly sad to do so, we
will nonetheless comply with requests from copyright owners who want their material removed from our web site.




g

o — ) ot W} em b "

e W ey Ty ¢

7
YRR Ydy
! P
W 3’151
e 2

J

u’:‘: AR ’R‘(\#\l
: 5 U

.\".? . -.". 3 ,.-g»“ Ry ﬂq H
oo oyt Timve o

« 3
Ny o anymandihs pess o s
DNEIE L,J)L.;v;r&uudvulbuwﬁ&,a

SEVEN DAYS aweek. fifty twoweeks a year,in a peak hour
siot between seven and eight pm, the ABC disseminates one
of 1ts intellectually most dubious products: the weather
forecast. Half an hour’s conversation with an honcst
meteorolegist will convince unyone that while the observa-
tions have been mude with dne care and at great cxpense, the
nredictions have hitle certainty and the tiack record is
notluns o boast of,

In this, of course, Ausiralian weather forecasters do not
differ from thair coilenpues abroad. But the dubiety of
meteorolorical predictions 18 not disclosed to the ABC’s
Jedicatedviawers, Fred the fanmer tikes to be assurcd that the
scientinis up ihere are doing thenr b come iain come
sunshime and announcess weaing smites and short buck and
oid oy aie there toreassuie lim pightatter mght.

This charade, needless to say, is politically unbiussed.

The swme lack of intemal criticsm and investigative
repocting, permedtes vist wastelands of ABC television time.
Wher have the cdvcatonal programs taken a havd ook at the
vev s tate educattond isystean” Likewine, the ABC's reluctance
o cnree hnowledpeable wund  aitical jounalists have
mtermittently made 1t the taget of public relations firms
pluzetir dubious numing compantes (films pedhaps for fiee),
and have made at rely on the US Information Agency for
sarcace Nl wihneh by edict of congress and because of thein
Poavy pro ednunbtiation slant, are not to be shown within
the United Siates,

When dosaestic science affaus are to be discussed, as they
were in the notonous Nuelear game program last year, the
ABC’s own scicnee experts are precluded from tuking part.
By the latest decree, TV science is to be taken away lrom the
science uint and haaded to the features department.

For these fonestanding, institutional reasons, it has come
Sbout that vintaddty all the probing journalism on the sereen,
A1t i catizeine reporung, is fitted into the cunient affair
picrams of wheeh 707 and Four corners, because of their
unung, are the best known.

Andso ovenvhiody wants these two progrmms to be pertect,
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© This article is published
o by way of a public service

a { and dedicated to the post-

7 ¢ master-general, sir Alan
&, ‘ 4 Hulme.

‘ ' Sw Alan, until you read

' - % this article, you will not

o~ have any idea of what

: ! intricate methods are

being used to cheat your-
self and the public purse
of valuable revenue. This
is your time to act, sire:

M when you learn in detail

L the depths to which these
FR fiends have stooped.

S After careful consider-

i i ation and knowing some-

thing of your past perfor-
mance, we felt there were
no other means we could
N use that might stir you to
i action. Now that the en-
emy appears to have your
: ABC, please save our
K phcnas.
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EIGHT DAYS ago, the officials of two of thg coumry’s
16 postal unions lifted a corner of the curtain hanging
over one of the country’s growing and, to its devoteces,
intensely absorbing cults: phone phreakery.

‘The unions were on the eve of a week’s lobbying
expedition to Canberra where they hoped to explain
how the postmaster-general was reducing postal staff
while spending vast sums of moncy for the services
rendered by outsiders and for equipment bought in
order to save labor. In order to dramatise the case, the
unions disclosed that their own members had
developed a device which prevented calls from being
registered on a meter, ata cost of 75 cents. They added
that for the cost of another 25 cents, this device can be
made undetectable by the PMG.

The point the unicas wanted to stress was that sums
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employ top grade technicians, but lower paid “clecir
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protessional engineers, The union has now jo

" alunee : ~ the campaign against high-cost mechanisatic
o e progam to go on the gip. o Eh 10 bulunce —xpansion of the phone system has been presented as outside contracting, It can’t have taken it many y
an Improvement in service, enabling them to make to perfect the hreak devices
{ | T“,'-‘ P“};PCF )’ﬂbf d&fic(‘f f<!))f Cl;jrcm ;lr fﬂijrs beogfﬂms Isnot | trunk calls between localities by direct dialling. This is b p )
that they be “unbigsse ", but first, that the Caccurate in | . X Y 2y S »
the case lhc_y draw up and hyt they allow lh)clz right of reply, knmr;asisthfhi’rll’)l\zlgtizlable to say how much was TP&Q @ﬂdu&l‘;’ 1[:.,322'0&!?.'23
‘f”(i)ghllac:;coll ()‘:)r;(};d()tl[ng’r lﬁ:gl tcﬂc;(x;:y;:gxrs(gdylslleﬁ)lrcgglo;)flf‘:g actually spent on the STD system? It came into being as Meanwhile, the outside phreaks have been
prosecuting Altorney and the judge ynd 5 public defenderjy | PArt of an overall scheme o replace the traditional Unlike acid dropping, gay lib, or organically
the cuse of hoverty. When public institutions themselyes are step-by-step telephone e.\fchanges‘(as they are t?ﬁh' food, Australian Phreakery owes little but the'}‘
in question, the taxpayer foots the bill for both the royal | nically known) by the present crossbar exchanges. The its American counterpart. Being largely nf Sy
Commissioners and for counsel assisting 4 commission, advantage of the crossbar system is that it takes up less design, Australia’s telephone exchanges, and th
The ABC's current affuirs proarams have had their uota ohacy and needs much less skilled labor to maintain it in th{it communicate with i.t'. work on quite dif]
of erross, (‘o'mpurc them howcpvcrc,’lo their commerciy) ?ivals good .order. Ho’w much’ of the crossbar system should. principles from the Us facilities.
such as the one whicl; (’runsmitlcd that mixture of facy and be assigned to STD hasn’t been worked out, . Local phreaks have t}}eyeﬁ_)re had to use
fiction, Alan Rejg's budget forecusi. Or compare them 1o Phone phreaks are now: demonstrating that the Ingenuity and possibiy their inside contacts to de
NEWSpaper reporting, checked against (e letter columps, automatlon. of the exchangos makes the sysiem highly its workings. The suggestion made by one union of
which set oyt corrections or burported corrections to articles vulnerable in a way operator-connceted systems are that phreal:s constitute an Internationa} underar,
day after day., not. This vulnerability may have been known to the that exchanges jtg technology is an overstatement,
If the public js everto know the fyl score about these ABC clectronic manufac_turers forat least two or threc years, A good example is _the design of the US “mute |
prograins, 1t would iequire to be told something about (e but there is no ev1denc§> that they have ever told.th.e which reached Australia some two or three monthg
Proposals turned down egeh day and the projects stopped [ Australian PMG about jt, It Is fair to ask whetheritis oy, design had been bublished in the Berkley-b
after the researcl, briefs have been drawn, It would algo need the manufacturers or the phreaks who are hijacking monthly Ramparts, ang 1ts effectivenoss vy insta
10 have u cateful recorq of the canning of finisheg programs the PMG, recognised by the American Telephone and Telepy
Y management, a mayer on which it doeg get occusiony] The uniong have been a little slow in making this Ompany, who obtained 3 court order for the pul}
leaks. h’§ this canning which givcs rise to a Suspicion of the djscovery, The devices that their own members haye of Ramparts june issue, Some suhscription coy
AI)Cleumngovcrm please thcmcumocntgovcmmen!. now developed, however, with the help of inside however, reached Austrulia, and the design outlj
Agaiist the Anr management’s apparent record, before knowledge of the System, are possibly a litt]e ahead of  thope was instantly tried out.
PIORIALs cone on the gy, the happenings of 1o pPast ten days what the phreaks are doing, The result was a totul failure, The “mute by
have the clemenys of abad farce, Sir Alan Hulnye throws a pie The uniong’ delay in turning their attention to the described by R

amparts was intended to be attackec
the telephone of the person called. On hearing the }
and picking up the receiver, the subseri ber would thy

in the face of (e cutrent affairs personnel, who can’y throw jt
hack, but gre called in by thut honest, bewildered soul, sir
Robert Madawick, wivo wants then 1o byek the inanagement

phreak Phenomencon has a relevant history. The
introduction of crossbay exchanges, designed ip

56 that the Coitmissione, g might be relieved from e harg tﬁuweden b}{ the L M.Ericss’on Eroup, and manufactured the switch of the mute ng, previously attgchod to.
worh of nrcvic\m)ﬁ current ;:ffui:s Programs. Meanwhite }n.‘t’\ustraha by Erlcssop s local sub_Sdeary, was'not phqne, thereby Suppressmg an outgomg signal whj
m;:;::g:x.n‘hti.ss;:os edicrs about which Cartoonists — from the xmu.xally followed by statf redundancies among skilled activa.tes the meter monitoring his caller’s set, I
vuttide ~ mustn’t be ygog 4nd sounds watnings of another maxqtengncer men, creanised by the Postal Telecom- melering, no Charge. o
sheat of memoranda i (he pipelines. munication I‘echgxcx:’ms Union. In the smaller, rura But Australian sets have no such outyoiny sign;
I another month. i anothier year, you woui 0 away er?ichanc;ges,’t_he )\{xruon srmemfaels_were able to enjo:'y the When you lift the receiver, Lh‘e AC current which rin
and laush, or yuwn.‘But his time yu'u know it ail really fec U.CC n?‘untgl..‘ance labor le'ql.nred of them. In some the bell changes over to DC Current angl a ccmplo
atout the ceitons. You ko it the curreng alfaire of the capita) Cities, the technicians were brought in to circuit between callor and called ig established, With,
i FIUE dms oncL Iu\!:c.n. off ap:l l‘hcir bL‘Jid'v('ls diSP('.-'s'ed von’t leok af'ter L.he nqtonous .“Ietter‘shredders”, the the circuit lurks a relay, and it is this relay whic
1 Son?-c Back SO quickly. You know, too, fhnt this ll;n'ca’t hangs dulomatic mail sorting machines Wwhich kept on going activates th? caller’s meter. The technology of the U
over the jobs of several doyen People involved, many of wrong. o phreuaks was irrelevant, ‘
them on contruct 1o (e ABC, not permanently employed. This year, however, the Pastal Telecommumcatxon Recent investigationg show that Australian phreak
You svmpatuse wir, them gpaimst charges whicli the Technicians ang Other unions have become aware that have developed af leust three deviees for making fre
[ CoBlext ard thie politics of (e speakers, tell you are eleiory] their members are pot being replaced ag they retire and calls. Although different in structure, two of tihem ar
£ T s ciraton, You wich you could even give two cheers that the “lettor shredders” are being complemented by analogous in function to devices used in the Unitec
i for a;'.c AEC bat yau just about MAnage one ~ becguee new Jupanese sorting Machines, made by the Toshiba States, They are therefore called by the sumo names
f there’s littte eise 1o eerabout on that jdjoy box. Company, on which the PMG no longer Proposes to “mute box™ ang “blue box ", The third device i simply
Page 1308 — Ng TION REV 1L W, august 26-september 1, 1972
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“ring of some types of public phones, which then
wlonzdistance calls for the price of local ealls

Foa e

et
e .

-2 R eCaR 2w

RS T O S

S PR

i

universally available parts are purchased:

tone signals are far less common. One indicated use is in
multicoin public telephones, where the coins inserted
on a trunk operator’s instructions release tones when
they drop through the set into the money box, Only
three tones are believed to be used to signal the
amounts of money, bul they are permuted to convey
the message setting out the money put down the slots,

The simplest way of simulating tones without
actually putting money into the call box is to
taperecord the sounds generated by a call which has
actually been paid for, and and thereafter to play back
this signal into the microphone. This kind of simulation
applies ouly to calls of a similar cost. Genuine phreaks
tend to reject the tape recorder, because it doesn’t

Jnvolve the intellectual effort of decoding the system of

signals, nor the electronic circuitry that they admire.

The genuine blue box is a tone generator, a device
which phreaks state can be constructed by any
middling to competent electronic technician or
engineer. A tone generator for PMG frequency signals
cannol be purchased complete, but phreaks think an
underground markei might develop. Besides the usual
circuitry (transistors, capacitators ele), the blue box
requires an amplifier which emits the tones. The
amplifier held against the microphone into which the
caller later speaks.

In view of the possibility of marketing the blue box,
phreaks have been unwilling to disclose its detailed and
most economic construction.

L S P . " g W
Jeemzilo Do triel

For the past two or three years, it has been common
knowledge in the student underground that, through a
small number of public telephone boxes in Sydney and
Melbourne, free calls could be made interstate for the
price of local calls.

Most users do not understand how this happens. It is
possible that some kind of defect in the exchanges may
have developed.

But phreaks claim that this breakthrouph can be
reproduced in public booths having a junction box. To
discover whether a booth has a junction box, you
follow the wires leading downward out of the
telephone set. They may lead to a small, plastic box,
technically the iunction box. Phreals elaim that thev
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"The function of this device is to deactivate the
“Ir.relay’ in the circuit between caller and called. It is
jomned on to the set of the called.

‘In order to beat the system, by freeing the caller
from charges, the mite box can be worked two ways.
First, the person with the mute box can use an agreed
:mznal or time to call the person he wants to talk to;
his friend doesn't lift the receiver, but instead calls
back. Where- people call each other regularly, both
parties may install 2 mute box.

For one known design of a mute box, the following,
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wire 1 wire 2 wire 3
E, oA \
B {SWITCH v 2 SWITCH S/J

A. CAPACITATOR

B.) RESISTOR

C. TRIPLE-THROW SWITCH

D. REVERSE BREAKDGWN DIODE

C. One only 6-pole, triple-throw switch
D. One only diode with 400 volt reverse breakdown
E. Insulated wire,

Total price for parts A-D is $3.65. The wire is likely
to be in possession of anyone capable of putting this
device together. The diagram below sets out the circuit
in which these parts are connected.

The mute box once constructed, the next step is to
connect it to the telephone. This is done by opening up
the set. The screws that hold the cover to the base plate
are first undone. It will be found that the set is
connected to the exchange by two wires which may
vary in color and exact position according to its model.
Typically, the red wire in the set is removed first and
Wire 2 shown in the circuit diagram is connected to the
board in its place. Wire 3 in the diagram goes to the
other terminal in the set. Wire 1 then connects to the
terminal from which the wire has been removed. An
operative mute box has been installed.

How is it worked? When the phone rings, switch X is
pushed to the mute position. The receiver is liffed and
the ringing signal should be heard through the amplifier
that is pressed against the ear. Switch Y, the large
switch in the box, is then thrown through its thre
positions. You are talking. :

Using this device, a free call will last for 90 seconds.
At the end of this period, an automatic test signal will
emanate from the crossbar exchange to test the relay. If
the relay isn’t activating the meter (and the mute box
sees to that) it will break off the call.

If the talkers have more to say, they will have to go
through the procedure once more.

Automatic detection of the mute box operation is
not possible with present devices. The only way of
catching mute box users is by random monitoring of
lines by human testers —a measure which would defeat
the labor saving inventions of the automatic STD
system.

Lrnal .18, 3
Boon Lhce boss

The function of a blue box is to simulate the
frequencies of tones which are used in a telephonic
system to open entry to certain circuits. The popularity
of blue boxes in the United States derives from the
widespread use of tone signals.

In Australia, on what is so far known to phreaks,

evoalon AN

pricing ol jocal culs,”
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The three devices explained appeal to phreaks with
proletarian sympathies. Some of them exercise their
ingenuity by applying themselves less to the saving of
money and more to pitting their minds against the most
difficult parts of the communications gadgetry.

While US callers can dial through automatic
exchanges to places like Paris and Moscow, most
overscas calls out of Australia go through human
operators. Some phreaks, however, believe they might
be able to by-pass the human operator and get directly
on to the switchbourd that makes the overseas calls. On
inquiries made last week, phreaks may have pushed this
ambition a certain way, but they haven't yet crossed
the ocean.

A second phreak ambition is to decode the PMG's
internal call system by locating the numbers of free

_ lines. If you have ever had a telephone repair man come

to your house, you will have noticed that he calls
directly to ceriain exchanges and then asks to be put
through to elsewhere. These calls are {ree. Since the
free numbers involved could casily get into general
circulation, either through technicians telling their
friends or through their leaving their jobs, the PMG
changes them frequently. Phreaks accordingly don't
worry much about this kind of inside knowledge, but
they believe thai internal numbers operate over a
closed range which holds other opportunities.

The most ambitious phrcak aspiration — and one
which is truly international — relates to the many
unused communications saicllites now circling the
earth. The satellites are believed to be operating on a
band of reserved frequencies and to require a narrow
beam which can be generated by a transmitier with
relatively low power. Fciiow phreaks who have re-
ceivers taking the relevant bands could then tune in to
the signals stored and retransmitted by the satellites.

Apart from the initial cost of constructing the
transmitter and recciver, phreaks would incur no
further cost in talking to each other round the earth.
There may be problems in computing the positions of
the satellites as well as in ascertaining the frequencies
on which they would operate.

At this point, phreaks join the oldest of electronic
hobbyists — the radio hams. They are on the verge of
becoming respectable.
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