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{ene recent arrest of an MIT
student for “‘fraud by wire" or
phone hacking (The Tech Octo-
ber 17) has arroused a great deal
of interest in the MIT commu-
‘nity as to what is and what is
not phone fraud; and what Telco
intends to to about it. The fol-
lowing article, which appeared in
the August 1972 edition of
IEEE Spectrum is authoritative
and informative. It is reprinted
here by permission. — Editor)

By Marce Eleccion

Staff Writer, JEEE Spectrum

As if the telephone utilities
didn’t have enough to worry
about, it seems that a new breed
of defrauder has emerged over
the past decade to intrude upon
a particularly vital part of the
telephone system — the toll net-
work. Armed with hardware that
ranges from the shoddiest of
devices to the newest in inte-
grated circuitry, these ‘“‘phone
phreaks” are able to call virtu-
ally around the world via the

‘ephorne network, without pay-

- The methods that are cur-
rently being used exploit an un-
fortunate vulnerability that ex-
ists in the present toll dialing
tclephone system: the inclusion
of control signaling within the
voice-frequency band.

What is basically causing con-
cern among the telephone util-
ities is the fact that the single
frequency (SF) and multifre-
quency (MF) toll-traffic signal-
ling tones, which are presently
being carried within the voice
transmission band, can be gen-
crated directly from the more
than 100 million telephone in-
I struments within the easy grasp
. of practically the enure US pop-
ulace. Although the economic
and technological considerations
that led to the eventual decision
to install such a system a few
Jdecades ago may have been justi-
fied at the time, telephone com-
pJanies are now beginning to re-
gret ever having opted for such
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an obviously fallible method of
toll signalling.

The probiem of course arises
when individuals out to beat the
phone system attempt to initiate
SF and MF signalling on their
own, thus preempting the roll of
the toll operator who normally
directs these network control
signals. The device that these
defrauders (who, like most crim-
inal elements, represent only a
small percentage of the popula-
tion) use is called a “blue box,”
supposedly because the first
such unit discovered was that
color. Essentially a tone genera-
tor, the blue box has been found
in all forms, shapes, and dis-
guises (some even designed to
self-destruct). The only unit that
this writer has seen (at AT&T)
was clandestinely constructed in
a Navy shipyard and represented
magnificent craftsmanship on
the part of the builder —
somewhat dubious tribute to lhe
ingenuity of some of these
phone defrauders.

Actually, this type of phone
phreak — the MFer or blue-boxer
— belongs to a larger category of
phone defrauders, all practi-
tioners in the art of “‘ripping
off” the phone companies. In
the recent literature publicizing
these ‘phone phrauds”
accurate epithet), the implica-
tion is that they are a loosely
organized but glamorous camera-
derie. Nothing could be further
from the truth. Rather than the
anti-establishment avant-garde
these defrauders pretend to be,
they are is essence violaters of
the public faith, since their
crime is directed at the tele-
phone community as a whole —
the user as well as the carrier.

Certainly, such sobriquets as
Captain Crunch, Dr. No. the
Snark. and Midnight Skulker
contrihute a colorful image to
these supposed modern day
Robin Hoods. When one consi-
ders the fate that befalls them.
however, the color begins to
Captain Crunch (derived

from the whistle found in the
breaktast cereal of the same
name that generated 2600 Hz, a
, traffic signalling tone), one of
the original phone phrauds, was
recently arrested by the FBl and
faces prosecution under Federal
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statues. Individuals said to have
built fraud devices for elements
| of organized crime have either
" disappeared or died violently —
serious deterrent to those con-
templating making such devices
for others.

The extent of phone defrauding

Although the increase of
phone fraud since 19635 has been
estimated as high as 700 percent.
there are indications that the
phone companies are beginning
to win the battle against of-
fenders, mainly because of an
aggresive toll-fraud program they
were wise enough to institute
carly in 1971 and the develop-
ment of highly effective and
sophisticated detection tech-
niques.

In the arca of fraudulent
credit-card  and  third-number
calls (billings to a third number
at the calling party's request).
the Bell System has succeeded in
lenalting a spiraling trend in reve-
nue losses, as can be seen in the
following:

Credit-card and
Third-number Fraud

Year Amount
1968 $3.5 million
1969 6.9 million
1970 28.3 million
1971  22.2 million

Not only were revenue losses
appreciably reduced in 1971,
but there was a marked increase
in prosecution — 330 arrests and
255 convicitons (with many
cases still pending in the courts)
— as compated with 215 arrests
and 207 convictions in 1970.

Another area where losses
have been substantially reduced
is coin telephone larceny. In
1967, Bell System losses from
this type of crime reached an
all-time peak of $3.5 mullion,
which includes equipment dam-
age and destruction. By 1971,
these types of losses were re-
duced to about $2 million,
which was largely due to wide-
spread use of armored coin
telephones with sophisticated
locks, metal-clad cables.
heavy-duty dials and handsets.
and single-slot coin telephones
that detect and resist “stuffing”
as well as slugs.

Unfortunately, the losues th
are sustained due to blue-l¢
toll frauds are ditticult to ev:
mate. Bell representinives han
been quoted at a conscrvati
figure of between SS0O.000 .t
S100,000 o year, bui indep-
dent (L‘lL‘phOﬂC company rep
sentitives gIVE ¢ulimates a~ hi.
as S150 million. The urrest o7
conviction record is a hittle mo
encouraging. u«lthough the
were only six ariests and =
convictions in 1970, there we
45 arrests and 35 convicnio:
(cases still pending) in (v 7|

Although the extent ot hiu
box activities has been thou::
to be somewhuat restncted. t-
recent experience of a few B
Laboratories investigators nig
prove to be a more uaccur:
indicator of the numbers 1!
are actually involved. In visit.:
a large euastern enginecr:
school (unnamed in the artic..
to query three students w!
were active MFers, the Ex
group was informed that apprc
imately 100 blue-box devic
were in use at this one scho
alone.

If one can believe the liter
ture, the ramifications of biu
boxing exceed the ability to ju
make free calls. According to
least one source, phone phrut
are also able to intrude upon ti
privacy of time-shared comput
banks that are accessed throu:
the common cuarners. [nguerya
the director oI engineering o
major software corporation, ti:
writer was informed that i
indeed possible to do so. esp
cially if one learns the contr
format of a particular system |
a former or present user of ti

computing service. Howeve
even if ap .ntruder is able
breach the top two levels «
security, there are additionul ie

els within the file system itse
that are known only to the us
himselt, making it an exceed.:
ly difficult feat to achieve actu
intrusion. As 1t that weren
enocugh. truly cntical data can
stored in a scrambled forin.
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with the chances of deciphering
the algorithm scheme virtually
nonexistent.

Given the undaunted spirit of
a resourceful intruder, however,
it is feasible that he will contin-
ue his attempts at cracking the
code. If this happens, the abnor-
mal access condition is easily
detected by error-signal analysis
and corrective measures may be
taken by the computer firm. In
addition, any line access to a
computer port must be accom-
panied by suitable signaling con-
ditions or it will be shut off;
hence a phone phraud must also
be in possession of expensive

data equipment. Of course, the -

use of leased lines and full dedi-
cated file areas pre-empts any
nonphysical access to a compu-
ter bank.

Another blue-box intrusion
that has been reported is that of
wire tapping. The truth of this
claim seems to be in doubt,

ever, although it is possible
tur a verification operator using
a verification trunk to intrude
upon a subscribers phone con-
versation in an emergency, a
situation which many readers
may have experienced.

Other blue-box variations
that have been speculated upon
include the more expensive tele-
phone-answering  devices that
can be queried for messages re-
motely by the user after signal-
ling with a tone blast. Without
direct information, however, the
chances of selecting a single mul-
tifrequency tone from the tele-
phone transmission bandwidth
of 200-3200 Hz are pretty slim.

Detection, apprehension
and prosecution

Not suprisingly. the detection
methods that are being employ-
ed by the telephone companies
are not being divulged to the
general public (this writer in-
cluded) An area of obvious great
importance. the detection of any
criminal activity is dependent on
~wny factors: defrauder error.

spicion  based on caleulated
hunches or calling patterns. bil-
ling analysis, or even informants.

Specific and extremely spe-
cialized equipn ent may Jdlso be
used. such o+ that need for
SE;MF detection ona telephone
line. What this device does s

detect the presence of an unusu-
ally long burst of 2600 Hz on a
line and trip a vounter that
records the length of the call, as
well oo other data. Such data
might .nclude date and time, the
legitimate toll number that is
dialed (usually @ charge-free
number), the SF and MF signals
illegally entered onto the line,
and the conclusion of the call.

According to Bell Labs ex-
perts, the SF/MF method of
evidence gathering is only one of
a great number of devection
tools that are at the disposal of
security and law enforcement
agencies, with many techniques
displaying a high level of sophi-
stication.

The countermeasures prob-
lem confronting today’s tele-
phone utility are enormous, és-
pecially with the increased avail-
ability of modern electronics
gadgetry. Tom Powers of Bell
Labs has. summed it up in this
way:

“‘Whenever information as to
how a system is intended to
work comes out in any fashion,
a few people very quickly find a
way around it. It seems that, no
matter how -smart we are, it
doesn’t take long until someone
figures out a way to break the
code and the losses start going
up again... We're very much
concerned about tipping our
hand and giving away the com-
bination to the safe.”

The temptation to defeat the
phone system at this counter-
countermeasure game may seem
irresistable to some; if so, theu
would be wise to consiuicr both
the penalties that mus: be exact-
ed and the undaunted resalution
of the phone companies. Joe F.
Doherty, _director of corporate
secunity for AT&T has stated his
position in prosecuting phone
defrauders most unequivocally:

*“We are prosecuting aggres-
ively and without any exception.
We have a federal felony statue,
we would like felony laws in
every state, in addition to exist-
ing laws that make fraud a vio-
lation that is other than just a
misdemeanor ... We're getting

| more interest out of the FBI and

we're getting more felony pro-
secutions. So when these people
are convicted of a Federal fel-
ony. they've got the stigma for

covrn o

What Doherty was referring
to was Title 18 of the US Code,
specifically paragraph 1343 en-
titled “Fraud by Wire, Radio or
Television.” The wording of the
pertinent sections of this statue
may seem like legalese to some,
but the meaning of the penalties
for those prosecuted for this
type of fraud come through loud
and clear — a fine of *‘not more
than $1000,” imprisonment for

. “not more than five years,” or

both.

Concerning the actual print-
ing of written material advoca-
ting (as some of the noncon-
formist magazines and - under-
ground newspapers have been
doing with increasing frequency)
the defrauding of telephonu
companies, the statues that have
been passed in California,
Georgia, Kansas, Maryland, and
Virginia (Gov. Rockefeller re-
cently vetoed a similar law in
New York) prohibiting this are
expected to be court tested
within the next few months.
Organizations that advocate sim-
ilar disruption of the telephone
system will probably fall under
this jurisdiction.

The Solution

This examination of the tele-
phone defrauding problem has
turned up various answers -
some of which may very neatly
apply to the general problem of
system defrauding. Aside from
specific, short-term solutions,
such as the installation of tam-
per-proof phones and the imple-
mentation of detection devices
to monitor the illegal use of
telephone traffic signalling, any
long-term solution must be ap-
proached from three vantage
points: those ‘ot the carrier, the
user, and the Government.

From the point of view of the
telephone system itself, it seems
imperative for the system design-
er — the engineer — to examine
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the societal implications as wel
as the cost-benefit factors. Cer
tainly the present  blue-bo
dilemma would not have arisci
if the system designer had no
included traffic signalling witnt
the voice-frequency band,
inviting fraud. On thz oifhe
hand, there will always be (2
there will always be tae tempt.
tion to ‘‘beat the system' n
matter what its degree of sopn
stication. So the engineer mu.
choose the right tradecfis t
tween system complexity &n
user cost, and system vuinerac:
ity and system cost.

For the user, the “solution
to system defrauding of ar
type lies in greater moral resp2
sibility. Rampan
anti-establishment feeling ™.
be partly to blame (althou;
persoual gain should not be a
counted as part of the detraud
“psyche™).

The Government's role
halting telephone fraud has be:
one of vigorous apprenens.
and their strong desire to act
witnesses for the prosecution.

In the face of such a tor
pronged assault, there is go
reason to expect a victory in i
war against the “blue b
bandits.”
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