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Unforlun,ttcly, Ihe lo,:.n rh.
are sll~lained dlle 10 blue·1 (
1011 frauds are lIlI fj, ult lu t";
mate. Udl repl,·,enllll"" h.1I
been qUt'led .It a CIlI1,,·I\.JII1
fl~urc of b,'! \\"'':11 ~().lllJO.,

510u,uOU .I Yl'JI. blli il1-':,':'_
denl lekphonl' ':"1:1p.ll1· r':i':
~enlltiv,,~ give t:'.[llnJle~ .h hi.
as S ISO nullian. fhc JrrC~1 :-.
cOllvi~lIon r~l'ord I a lilt!.: n.'J:
encouraging; .JIlhoL:gh lll~:

were only SIX .Iii ~',b ,II1J ['.~

convictions In 1'1";'0, :hce v.·...
45 arreSls anu 35 ,·L;I:\i,·tl":
(cas(s still penulng) In I';;' I.

Although thc e"relll 01 ,,!.,
box adlVIIIe:s hJS bcen lhou':
10 be sOlllcwhal r~ 1II.Ied ,.
recent experlcnce of a Ic\~ H_
Laboratories ill\c,ll~alors r.:"
prove to Ile a marc accur,:
indicator of the nUlllber~ tl
are aclually in\'oIH:d. In \I~I:.:

a large eastern englncer'.
school [Ii/I/l01/1('U i/l the artlL.,

to query three stuJenls "I
were aCliv:: ~I Fers. the E,
group was Inlormed Ihat appre
imatcly 100 blue-box de\'I':
wert: in usc: "I this one: scho
alone.

If one ~an bdkve Ihe liler
ture, the ramification.; "f l ill
boxing cxct:eu lhl.' all'!ll Y III JlI
make fret: calls. AC"ording 1O

least one source, phone phraul
are also able to inlrllJe I:pon II
privacy of time-shareJ compw
banks lhat art: :ll'cesse:J I.hrol:~

lhe common ,·arfl,·rs. In ljUl'r~T

the dire<:lor of eni!ineeri n~ 0:
major soflware LorporaltOl1. ti:
writer was informed lhat II
indeed possible to do so, e~p

cially if one karns the <.:onlr
format of a parllLular syslem .
a former or prese:!t use:r of ti
computil1g se:rvlce. Howe\e
even if an ·ntruder is able !

breach II ..· top lwO levels (
securily, lhere art: addllionJI k
ds Within lhe file syst~!11 Ibe
that Jre known only 10 Ihe \1,'

himself. maklll!! II .In eXl'ee..:,:·
ly dlfficull feJl to al'hlcw J':I~;

Intrusion. As It lhJl \\,'rt':~

el1l'u~h. lruly crlllca! dJl.J 'J:l '
stored in a sl'rdlllblcd forl:~..t

Amount
53.5 million
6.9 million
28.3 million
22.2 million

Credit-card and
Third-number Fraud

Year
1968
1969
1970
1971

Not only were revenue losses
appreciably reduced in 1971,
but there was a rna rked increase
in prosecution - 330 arrests and
255 convicitons (with many
cases still pending in the courts)
- as compated with 215 arrests
and 207 conVIctIons 10 1970.

Another area where losses
have been substantially reduced
is coin lelephone larceny. In
1967. Bell System losses from
this type of crime reached an
all-time peak of S3.5 nllllion.
which includes equipment dam­
age and destruclion. By 1971.
these types of losses were re­
duced to abOUl $2 million,
which was largely due to wide­
spread use of armored ,'oin
telephones wilh sophlstlcaled
locks, metal-dad <:a.bles.
heavy-duty dials and hdndsels,
and single-slot ,'oin telc:phones
thaI detect and resIst "Sluffing"
as well as slugs.

'talUes. IndiViduals SJid to hav,·
built fraud dcvl"c~ ior elemenl'
of organized ,'lIme ha\'e ell her
disappcared or died vlOlc:nlly - a
SCflOUS delerrenl 10 lhose con·
lemplating making such de:vice~

for others.
The extent of phone defrauding

Although lhe increas( of
phone fraud since 1965 has been
estimaled as high as 700 percen!.
there arc indicalions lhat the
phone companies are beginning
10 win lhe baltle againsl of­
fenders, mainly because of an
aggrt:sive toll-fraud progra m they
were wise enough 10 inslilule
e:arly in 1971 and the dc:velop­
menl of highly effeclive and
sophislicated detection te~h­

niques.
In the area of fraudulent

credit-card and third-number
calls (billings to a third number
al the calling party's request l.
the Bell Syslem has su<.:ceeded in

I. Halting a spiraUng trend in reve­
nue losses, as can be seen in the
following:

By Marce Eleccion
Staff Writer, IEEE Spectrum
As if the telephone utilities

didn't have enough to worry
about it seems that a new breed
of defrauder has emerged over
the past decade to intrude upon
a particularly vital part of the
telephone system - the toll net­
work, Armed with hardware that
ranges from the shoddiest of
devices to the newest in inte­
grated ci'rcuitry, these "phone
phreaks" are able to call virtu­
ally around the world via the

',=phorie network, without pay­
..... The methods that arc cur­

rl'ntly being used exploit an un­
fortunate vulnerability that ex­
ists in the present toll dialing
telt-phone system: the inclusion
of control signaling within the
voice-frequency band.

What is basically causing con­
"l'rn among the telephone util­
ities is the fact that lhe single
frequency (SF) and multifre­
quency (MF) toll-traffic signal­
IinS tones, which are presently
hcinS carried wilhin the vOice
transmission band, can be gen­
nated directly from lhe more
than 100 million telephone in-

I struments within the easy grasp
, of practically t he enure liS pop­

ulace. Allhough lhe economic
and technological conSiderations
that led to the evenlual deCision
to install such a system a few
tk,'Jdes ago may have been Justl­
fll'd at the time, telephone com­
r,lnies arc now beginning to re­
t~ret (ver having opted for such

:, .FL7lb/f.~,~r~~.,~'n~ 1'!':~cl~~7z JbE/i7/'5~e:/' .•~_~.!;..,v&..u.~~IM~ .t.:.~_~ ~

~ " lie reetnt arrcst of an MIT an ob\'iou~ly fallible method of
studcnt for "fraud by wire" or toll sll!nalling. .
phone hacking (The Tech Octo- The pr.o~lcm of course aflSC:s
bu /7) hes arroused a great dcal when individuals out to beat the
of interest in the MIT commu- phone system ~llc:rnpt to Initiate

,nity as to what is and what iJ SF and MF Signalling on their
not phone fraud; and what Tdco own, lhus preempting the roll of
Intends to to about it. The fol- the toll operator who normally
lowing article, which appeared in directs these ne.t'Nork control
the August /972 edition of sienals. The devl~e that th~se

IEEE Spectrum is authoritatil'f defrauders (who, lIke most cnm­
and informatil'e. It is reprinted ina I elements, represent only a
here by permission. - Editor) small percentage of .!he popul~:

tion) use is called a blue box,
supposedly because the first
such unit discovered was that
color. Essentially a tone genera­
tor the blue box has been found
in 'all forms, shapes, and dis­
guises (some even designed to
self-destruct). The only unit that
this writer has seen (at AT&T)
was clandestinely constructed in
a Navy shipyard and represented
magnificent craftsmanship on
the part of the builder - a
somewhat dubious tribute to the
ingenuity of some of these
phone defrauders. .

Actually, this type of phone
phreak - the MFer or blue-boxer
- belongs to a larger category of
phone defrauders, aU practi­
tioners In the art of "ripping
off' the phone companies. In
the recent literature publiciZing
these "phone phrauds" (a more.
accurate epithet), the implica­
tion is that they are a loosely
organized but glamorous camera­
derie. Nothing could be further
from Ihe truth. Rather than the
ant i -establishment avant-garde
these dofrauders pretend to be,
they are is essence violaters of
lhe public faith, since lheir
crime is directed at the tele­
phone community as a whole ­
the user as well as the carrier.

CC:rlainly, such sobriquels as
Caplaln Crunch, Dr. ~o. the
Snark. and ~1iunight Skulker
contfloUte a colorful image 10
lhese: supposed modern ddY
Robin Hoods. When one consI­
ders lhe fate that befalls lhem.
howe\e:r, the color begins 10
fade. Caplaln CrUll' h Iderived
from the WhlSlk found in lhe
Ilreaklasl cereal of the same
narn,' lhal generalcd 2600 III, a

I traffl" signalling lone), nne (If

Ithe \lriginJI phone phrau~t" was
rl.'ccnlly arrested by the HH and

I fa~t's prllse"ulion undt'r r\'dnal



the societal implication, a\ wd

a~ the: l'osl-be:ndit fJdUr~. en
lainly th... pre:st'nl blut'-bv:

dilemma would nul hdve .. i; el

if t'he: system dcsignn hJU (,0

indude:d traific slgnJI 109 "'1[;'1;

the voi..:e-fr ...que:n.:}' band. I~,:"

inviting fraud. On th~ o,ht:

hand, there will <Ilw;,ys be: 1:-.
there will always be: LIe: te:m pI,

tion to "beat the: syste:m" n

matter what its d ...gre:e oi so~r.

stication. So the e:nglOe:er mu:

choose the right tr2de:cifs t I

tween system complc:xity :!i

user COsI, and syste:m vulnenol

ity and system cost.

For the user, Ih ... "solution

to system dc:frauding of :1:"1

type lies in gre:ate:r m0~31 re's;.'.)

sibility. RampJn

anti-establi~hment ft'ding r;",

be: parlly to blam... (a:thou;

pe:rso.lal !!ain should not be: .. ,

counte:d 3S part of the: de:trauj

"psych;:"). .

The Gove:rnme:nt's role:

halting te:kphone iraud h.lS tt'.

one of vigorous a ppre: r,e n>.(

and the:ir strong d ... Slre 10 a.:t

witne:sse:s for the: prose:O:UlIon.

In the fa'· ... of slI..:h .l t~r

prong...d assault, th.'re is f.,)'

reason to expect a "I':lory In i

Wdr against the.' "blu... b.

bandits,"

Concerning the actual print·

ing of written material advoca­

ting (as some of the noncon­

formist magazines and' under­

ground newspapers have been

doing with increasing frequency I

the defrauding of telephone

companies, the statues that hav.:

been passed in California,

Georgia, Kansas, Maryland, anu

Virginia (Gov, Rockefeller re:­

cenlly vetoed a similar law in

New York) prohibiting this are:

expected to be court testell

within the next few month~.

Organizations that' advocate sim­

ilar disruption of the telephone:

system will probably fall under

this jurisdiction.

The Solution

This examination of the telt'­

phone defraUding problem has

turned up various answers .­

some of which may very neatly

apply to the general problem of

system defrauding. Aside from

specific, short-term solutions,

such as the installation of tam­

per-proof phones and the imp!.:­

mentation of detection devict's

to monitor the: illegal use of

telephone traffic signalling, any

long-term solution must be ap­

proached from three vanta~e

points: those '01' the carrier, the:

user, and the: Government.

From the point of vie:w of the

telephone system itself, it seems

imperative for the system design­

er - the engineer - to exa mine

· ., .
COJZ7Jepat'"7ly IS CZ2Clf:117.g

dovl7n en ycu
What Doherty WAS referring

10 was Title 18 of the US Code:.

specifically paragraph 1343 en­

titled "Fraud by Wire. Radio or

Television." The wording of the:

pertinent sections of this statue:

may seem like legalc:se to some.

but the meaning of the penalties

for those prosecuted for this

type of fraud come through loud

and clear - a fine of "not mor...

than S 1000:' imprisonment for

. "not more than five years," or

both.

d ... te:..:t 'he: :>re~en..:e of all unusu­

<Illy 101:!! 11Ir~t of ~600 Hz on a

line <Il1d trip a ..:ounte:r that

recont- tl\l' I<ngth uf the: ..:all. as

well ;" olher dala, Su..:h data

might ,,,dude uat ... and time:. the:

lc:gitim.lle: loll numbe:r that is

uialed (lbually a charge:-frec:

numbe! I. the: SF anu MF signals

:Ilegall~ e:llte:re:d ontO the line,

and th,' l'Olldusion of the call.

A":",lrulng to Bell Labs ex­

perts, I~e: SF/MF me:thod of

eviden, e: gJt hering is only ont' of

a great number of d~l:tion

tools t hat arc at tho daposal of

securit y and law enforcement

agencies, with many techniques

displaying a high level of sophi­

stication.

The countermeasures prob­

lem "onfronting today's tele­

phone utility are enormous. es­

pecial1y with the increased avail·

ability of modern electronics

gadgetry. Tom Powers of Bell

Labs has· summed it up in this

way:
"Whenever information as to

how a system is intended to

work comes out in any fashion,

a few people very quickly find a

way around it. It seems that, no

matter how - smart we are, it

doesn't take long until someone

figures oui a way to break the

code and the losses start going

up again,., We're very much

concerned about tipping our

hand Jnd giving away the com­

bination to the safe."

The temptation to defeat the

phone: system at this counter­

countermeasure game may seem

irresi\lable to some; if so, theu

woulu be wise to consi~cr both

the penalties that mus~ be exact­

ed and the undaunted res<Jlution

of the phone companies. Joe F._

o.0hcr!¥.,,_ director of corporate

secuflty for AT&T has ~uted his

position in prosecuting phone

defrauders most unequivocally:

"We are prosecuting aggres­

ively and without any exceptIOn.

We have a federal felony statue,

we would like felony laws in

every state, in addition to exist­

ing laws that make fraud a vio­

la tion t ha t is other than just a

misdemeanor. ,. We're getting

more interest out of tlie FBI and

we're getting more felony pro­

secutions. So when these people

arc convicted of a Federal fel­

ony. the:y've got the stigmJ for

with the chances pf deciphering

the algorithm scheme virtually

nonexistent.
Given the undaunted spirit of

a resourceful intruder, however,

it is feasible that he will contin­

ue his attempts at cracking the

code. If this happens, the abnor­

mal acce~s condition is easily

detected by error-signal analysis

and corrective measures may be

taken by the compule:r firm. In

addition. any line access to a

computer port must be accom­

panied by suitable signaling con­

ditions or it will be shut off;

hence a phone phraud must also

be in possession of expensive

data equipment. Of course, the

use of leased lines and full dedi­

cated file areas pre-empts any

nonphysical access to a compu­

ter bank.
Another blue-box intrusion

that has been reported is that of

wire tapping. The truth of this

claim seems to be in doubt,

ever, although it is possible

hJ1 a verification operator using

a verification trunk to intrude

upon a subscribers phone con­

versation in an emergency, a

situation which many readers

may have experienced.

Other blue-box variations

that have been speculated upon

include the more expensive tele­

phone-answering devices that

can be queried for messages re­

motely by the user after signal­

ling with a tone blast. Without

direct information. however. the

chances of sele~ting a single mul­

tifrequen~y tone from t he: tele­

phone transmission bandwidth

of :!OO-3~OO Hz are pretty slim.

Detection. apprehension

Ind prosecution

Not suprisingly. the dete:..:tion

methods that are: being employ­

ed by the: tdephone ..:ornpdnie:s

arc: not he:ing lIivulge:lI to Ihe:

, ... n ral publi..: (Ihls writer in-

dud dl An ilrea of ohvlOus gr ...at

importan..: .... the: J ... te:,·llon of Jny

niminal a,·tivity is Jepe:nllenl on

"1any fa..:tors: d<'frauJ.:r error.

,spkion ha\"d on ,·akulat.:J

hun..:he~ or ,'ailing patterns. t>11­

ling analy~is. II' even informants.

Spc.'l:ifk and e:xlremt'ly ,pc­

daliud ,'qull'n ent m<l)' Jlso be:

IIs\'d. sudt ,h I h<lt nc:c:d for

SF/~IF u,·t,''':l'oln ona tekphone:

Iin~. WhJt th:s lll:vi..: ... does IS


