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Telephone security officer, James Yaughan, demonstrates g "blye box"
designed fo bypass telephena company billing equipment,
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Phone company solves
blue box fraud cases

By RUTH EYRE
Staff Writer

James M. Vaughan Jr. has become
very familiar with “bluc boxes"—and
they are not (o his liking.

The former FBI agent who is secu-
rity  manager for Southwestern Bell
Telephone in Dallas must contend with
the “blue boxes” designed to bypass
long distance billings.

“Blue boxes,” Vaughan said, “were
primarily usced by bookies at first.
They were fivst discovered when quiie
a few were recovered in gambling
raids in the East,”

The multi-frequency  clectronic de-
vices were named “blue boxes” be-
cause the first one discovered was in a
blue box, according to Vaughan, And
their use has grown in areas where
there is a high concentration of clec-
tronic knowledge.

Today they come in various colored
boxes and in varions sizes and degrees
ol sophisticntion,

Vaughan demonstrated one which he
said contained only $65 worth of equip-
ment but sold for $3,000.

He said, “The user first gains ac-
cess to a toll free network. Then he
uses the blue box to disconneet the
nimiber he used to gain aecess to the
network. He is then free 10 dial the
number he wants.”

But, according to Vaughan, the tele-
phone company is installing safeguards
against  blue boxes as new equipment
is being installed. The new cquipment
will deteet blie boxes.

Plus the company alrcady can lo-
cale blue bozes through several diffor-
ent compuler checks which are con-
stantly  being run to delermine the
quality of service.

“While the computer checks do not
tell us definlicly thut a blue hev e

being used.” he said, “it indicates
there may be a blue hox being used
and we can then check it out.”

Last  week  eight persons  were
charged in Dallas federal court with
fraud for using (he blue boxes.

Vaughan said his seeurily officers
had been working on the case since
last December.

“We received information about sev-
eral of the bluc boxes from an FBl in-
former,”” he added, “but we had al-

ready located several of the blue box-

€s.

Besides the multimillion-dollar blue
box fraud, the felephone company esti-
maltes it loses another $34 million in
other kinds of fraud,

Vaughan has to deal with all kinds
of frand agains! (he phone company.

“The largest fvpe of fraud is credit
card fraud,” he said.

He also has to conlend with prank-
sters and vandals af pay phones, "Pay
phones,” hie  said, “would he a gold-
mine if it weren't for viindalism."

At the end of Tast month Vaughan
said his stall had 351 acijve investiga-
tions under way.

So far this year there have heen 500
arrests and 100 convletions for various
types of telephone fraud, a Bell tele-
phone spokesman said.

This compares to only 330 arrests
and 255 convictions for all of 1971,




