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Dy .lOHN r.1. 1\tcGUlRE 
. Of the P!>st-Dispatch Staff 

---· 'Etght years ago, out of 1he 
h 2ll; of the Massachus't- tts Insti
tute of Technology, came an in
s i d i o u s device known as the 
"blue box." 

Thr. elec•ronic gadget got its 
.'name from ti1 e rather ornate 
·(·be:~uliful", in the or·it.ion of 
one secu rit y r1a n) ca rry ing 
case used by the in vento r. 

lt was invented by an MIT 
el ectri ca l engineering student, 
·since proseclitcd , cllld has found 
its w a y -t h r o u g h sub rosa 
ch anneis-into bu~ iness oif:ccs, 
hot;sehnlds and student dormito
ries . The "blue box" is used to 
c h e a· t on long-dis tance tele
p hone t ails. 

Of cou rse, Ma Bell is mad 
a bou t the boxes. The tcl0phone 
system, includ ing Sl!Curi;y men 
w i t h Sonthwts te rn Bcil Tele
phone Co. here, arc steppi ng up 
investi ga tions into the Ub::! of 
the illegal device. 

A "blue box" has an exten
s ion wh ich attachs to the .~peak
er of a tel ephone and e mits an 
electronic t o n e th .tt prevents 
the phone comp;:ny's b i I I i n g 
mechanisms from working. 

The entire p iece of equip
"m cn t, including ba tl cr ies. bllle 
'bldck buttons and solid state 
ci rcuitry, can fit in to a plastic 
pl aying C"ard r.:1.~e . 

T. Edwa rd U m ph r i e s, rc
liplenrlcnt in his red s hirt a nd 
mat c.h in~: lie, is the man most 

· T<' ~ rnnsih l t for keeping "blue 
boxes" off -of tel ephones in this 
area. He has had some success. 

. Umphri es is security m anager 
fr,r Southwestern Bell in the St. 
'Lou is region. 

. So~thwestct'n Bell operates 
in Missouri, Arkansas, Kansas·, 

Other Devices Plague JJ!a B~U 

Tr:<as , Okl:lhnma and a section 
of the Il linois siJc of the St. 
Louis metropolitan area. 

Rccenlly, Umphr ies and his 
three men caught a c u I p r i t 
here, an electri cal engint:er who 
works fer a large firm in St. 
Louis County . 

He was using his "biuc box" 
device at home. And most or 
the illegal long·distance calls 
were made by his wife. 

The erran t electrical engineer 
l e~rned how to as~emble the 
"blue box" from a I i b r a r y 
'book, Umphries said . He was 
not prosecuted, despite a new 
te lephone company p o 1 i c y to 
1the co.ntra ry, beca use he made 
full restitution ~nrl cooperated 
by turn ing in Ids box. 

(The m;' n had a scr rct gov
ernment clearance and would 
have lost his job if the .:ompa
ny had pressed the matter, says 
Umphr ie:<). 

But he is quick to emphasize 
that J\lla Bell is no longer a ma
tern::tli s tic mother when it 
comes to defrauding the compa
nv. either throu nh " 'blun hnx'' 

Wrongdoers ha·•e us u a II y F ederal authflrilirs said the 
tinkered with the long-distance "blue boxes" were assembled 
telephone system in the false for I e s s than S!OO each and 
'belief that the big, cumbersoone were beinr; snld for POOO, with 
Bell company would forgive an ass urance to the buyer that 
and forget, explained the secu- author ities had no way or de-
rity manHger. tecting the equipment. 

Now the company is vigorous- Southwestern Bell engineers 
ly prosecuting those c a ugh t discovered the operation after 
making i 1 J ega I long-distance finding out t ha t a long-dista nce 
c a II s, a growing phenomenon circuit was bring used with no 
that has cost the company mil- record made of the billing. 
lions of dollars. Probahly the most common-

There have been about 15 ar- pl ace form of long-distance she
res t s at Wa shington and St. naniga ns is the ficlicious name 
Lou is Uni versit ies this sciwol code, a system freq uently used 
year involving fraudeulcnt cn~d- by businessmen, said a Bell of
it card use, said U m p h r i e s. fici a l. 
Last year, illegal Iong-dist01 nce Traveling salesmen, in partie
calls at Wa shi ngton University ular, u~e code words to call 
alone cost the company $23,000, their hom~ offic e pe rson-to-per
he s ~ id. son and relay essent ial informa-

(The Ou tlaw, an underg round tion without incurring a charge. 
newspaper, per iodically publish- The code is the name of a non
es a how - to- do - it article on ex1s te nt person . 
phony credit cards s y s t e m s, "They may say, 'Is Hiram 
usually under the heading of Jones there?' And the home of-
''Tapping Ma Bell ." 

1 1 fi c.e will say, 'I'm sorry we 
The compa ny has had itt e don't have a Hiram .Tones.' Hut 

succe!:s in stopping the publica-
tion of such articles". but has the code word llir<1 m .Jon e~ ac
tricd to counter this by run ning tually means t h_a t the salcsma_n 
notices in student . newspapers mad~ the sale m Om~ha a.':n 15 

. f . c ·ed vt'ot' I·once 010\"1116 on to Des MOIIlCS, ex-' wa rmng o tn reas ., .. , 1 . i h T 
by the. phone company, There P •1 111"' I c ull tty company ex-
have been a few s u s p e c ted ectt!ll'e. 
c a s e s of "blue boxes" bl!ing Some salesmen carry I i t ll e 
used at universities here. not ebooks with code words for 

Southwestern Bell employs a ·;"a ll types of situation~. he said, 
variety of technical methous in Umphrics sent a pI u me of 
its efforts to uncover "blue bnx- smoke from h1s p1pe toward the 
es." Most of these in volve what ceiling and s ;li d something 
the phone company calls clec- about the a ltitud es of people to- . 
tronic survcilla 11r e, "' form of ward th!' phone company. 
snooping condoned by the Fed- It . ca n <111 be_ put under the 
era! Communications Commis- ·he ;.:d111g of bea ttng the systet_n, 
si on. he said . The same gu:,• who 

The sp~cifi c.s or these various would use a " !)lue box" wol!ld 
m e t h o d s are a closely-kept neve r think of stealing some
c<> mpany secret. But Southwest- thing off a retailer's rack, he 
ern Bell's "blue box" crack- said . 
down has met with notable sue- "That would be dishonest," 
cess. he added, with a chuckle loaded ; 

Fourteen business executives with irony. · 
in Dallas and Houston were ar-
rested for conspiracy to de- · 
fraud the phone company ln 
September after a "blue box" ' 
m;,: nufnr.tu rfnrt r inrr W!lc .. ,,..nu_ i 


