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By JOHN I'i. McGUIRE
,Of the Posi-Dispatch Staff

—— "Eight years ago, out of the

hells of the Massachusetts Insti-
tute of Technology, came an in-
sidious device known as the
“blue box.”

. The electronic gadget got its
‘name from tie rather ornate
‘(“*beautiful”, in the opinion of
one securityman) carrying
case used by the inventor.

It was invented by an MIT
electrical engineering student,
since prosecuted, and has found
its way—through sub rosa
channeis—into business oifices,
houscholids and student dormito-
ries. The “‘biue box" is used to
cheat on long-distance tele-
phone calls.

Of course, Ma Bell is mad
about the boxes. The telephone
system, including sccurity men
with Southwestern Beill Tele-
phone Co. here, are stepping up
investigations into the use of
the illegal device.

A “blue box’ has an exten-
sion which attachs to the speak-
er of a telephone and emits an
electronic tone that prevents
the phone company’sbilling
mechanisms from working.

The entire piece of equip-
‘ment, including batleries, lttle
black buttons and solid state
circuitry, can f{it inio a plastic
playing card case.

T. Edward Umphries, re-
splendent in his red shirt and
matching tie, is the man most
‘responsible for keeping *‘blue
boxes” off -of telephones in this
arca. He has had some success.

_Umphries is security manager
for Southwestern Bell in the St.
'Lows region,

Scuthwestern Bell operates

in Missouri, Arkansas, Kansas,
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A "CLUVE COX" cenfiscated by Southwestern Bell Tele-
phene Co, is held by T. Edward Umphries, security man-
ager for the utility here. The small electronic device is
used to cheat on long-distance telephone calls. (Post-Dis-

patch Photo)

Texas, Oklihorma and a section
of the lllinois side of the St.
Louis metropolitan area.

Recently, Umphries and his
three men caught aculprit
here, an electrical enginter who
works fer a large flrm in St,
Louis County

He was using his “biue box"
device at home. And most of
the illegal long-distance calls
were made by his wife.

%\

The errant electrical engincer
learned how to assemble the
“blue box" from a library
book, Umphries said. He was
not prosecuted, despite a new
telephone company policyto
the contrary, because he made
full restitution and cooperated
by turning in his box.

(The men had a sccret gov-
ernment clearance and would
have lost his job if the compa-
ny had pressed the matter, says
Umphries).

But he is quick to eniphasize

Wrongdoers have usually
tinkered with the long-distance
telephone system in the falsc
belief that the big, cumbersoine
Bell com p any would forgive
and forget, explained the secu-
rity manager.

Now the company is vigorous-
ly prosecuting those caught
making ille gallong-distance
calls, a growing phenomenon
that has cost the company mil-
lions of dollars.

There have been about 15 ar-
rests at Washinglon and St.
Louis Universities this school
year involving fraudeulent cred-
it card use,saidUmphries.
Last year, illegal long-distance
calls at Washington University
alone cost the company $25,000,
he said.

(The Outlaw, an underground
newspaper, periodically publish-
es a how - to - do - it article on
phony credit cardssyste ms,
usually under the heading of
“Tapping Ma Bell.”

The company has had little
success in stopping the publica-
tion of such articles, but has
tried to counter this by running
notices in student newspapers

warning of increased vigilance

by the phone company. There
have been afewsuspected

cases of “blue boxes” being *

used at universities here.

Southwestern Bell employs a
variety of technical methods in
its efforts to uncover “blue box-

s.” Most of these involve what

the phone company calls elec-
tronic surveillance, a form of
snooping condened by the Fed-
eral Communications Commis-
sion,

The specifics of these various
methods are a closely-kept
company secret. But Southwest-
ern Bell's “blue box" crack-
down has met with notable suc-
cess.

Fourteen business executives
in Dallas and Houston were ar-"

that Ma Bell isnolongerama- rested for conspiracy to de-’

ternalistic mother when it

comes to defrauding the compa-
nv. either throuoh *“*blun hax'

fraud the phone company in

September alter a “blue box"'
manufacturing rine wae t1mentr. |
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Federal authorities said the
““blue boxes” were assembled
for less than $100 each and
were being sald for $3000, with
an assurance to the buyer that
authorities had no way of de-
tecting the equipment.

Southwestern Bell engineers
discovered the operation after
finding out that a long-distance
circuit was being used with no
record made of the billing.

Probably the most common-
place form of long-distance she-
nanigans is the ficticious name
code, a system frequently used
by businessmen, said a Bell of-
ficial.

Traveling salesmen, in partic-
ular, use code words to call
their home office person-to-per-
son and relay essential informa-
tion without incurring a charge.
The code is the name of a non-
existent person.

“They may say, ‘Is Hiram
Jones there?’ And the home of-
fice will say, ‘I'm sorry we
don’t have a Hiram Jones.” But
the code word Hiram Jones ac-
tually means that the salesman
made the sale in Omaha and is
moving on to Des Moines,” ex-
plained the utility company ex-
ecutive.

Some salesmen carrylittle
notchooks with code words for

+all types of situations, he said.

Umphries sent a plume of
smoke from his pipe toward the
ceiling and saidsomething
about the attitudes of people to-
ward the phone company.

It can all be put under the
heading of beating the system,
he said. The same guy who
would use a ‘‘blue box' would
never think of stealing some-
thing off a retailer’s rack, he
said.

“That would be dishonest,”
he added, with a chuckle loaded
with irony.



