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By Robexrt Hollis

Ma Bell may be tapping
yor phone—though the tel-
ephone company doesn't
like to cal it that—if inves-
tigators think you're a
Phone Phreak.

That pay phone down the
street may be tapped as
well, if company sleuths sus-
pect someone is using his
“blue box’ there to defraud
Pacific Telephione out of
long distance toll charges.

It is a technological fact of

life that when the nation's

telephone system was auto-
mated more. than a decade
ago it became vulnerable to
electronic larcency.

With the disappearance cf
the long distance operator a
small coterie of usually
young electronic wizards
has been using the system’s
technology to outwit the bill-
ing computers.

They were dubbed Phone
Phreaks and Ma Bell’s gum-
shoes went afler them with
a vengeance.

~On Fric;ay, Marin County

sheriff’s deputies caught an
alleged Phone Phreaker.

The arrest, however, re-
vealed some of the telephone
company’s newest anti-
Phreaker techniques. Cen-
tral among these is the use
of tapping devices on select-
ed phone lines.

A Pacific  Telephone
spokesman insisted yester-
day that the new equipment

sn’t listening in on conver-

sation. Rather it keeps track
of calls—to whom and for
how long — from the phones
of suspected customers.

Not only that, butit’s legal

under both state and federal
laws, according to the com-
pany spokesman.

When deputies armed with
a search warrant walked
into Sanford N. Kosman's
San Rafael home Friday
morning, they found the
Phone Phreaker’s standard
tool: a “blue box” accord-
ing to sheriff’s Sgt. Garrett
N. McDonald.

It looks something like a:

transistor radio with piano
keys. It is essentially a vari-
able pitch sound generator.
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The user presses the i:{gj* tap his line.

to create tones identics! to
| the “bleeps” one hears v lien
a long distance call is bring
routed through the teleplione
company'’s automalie
switching equipment.

After dialing a toll-free
long distance number
such as information or one
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of the 800 area code serics —

the Phreaker punches out a
code on his blue box and re-
routes the call to another de-
sired number,

Phreakers became uadept
. enough to place calls aliiost
anywhere there are phcnes.
* McDonald said Kosman
made calls to India, Japan,
Salt Lake City and San Die-

~ go regularly.

There are two clues which
can lead to the arrest of
Phreaks, the phone com-
pany spokesman said.

First, Ma Bell’'s conput-
ers record every long dis-
tance call from every plinne.
When one person makes
what seems like an unusual-
ly large number of calls to

, toll-free numbers, telephone
company investigators may

The tap is activated by a
2600 cycle per second tfone.
“Your home phone isn’t sup-
posed to give out that sig-
nal,” the spokesman said.

The tone is used exclusive-
ly at major company switch-
ing centers and is the key to
breaking info long distance
circuils.

“The device,” said the
spokesman. ‘‘picks up pulses
and records the number
called and the duration of
the call”

Pacific Telephone — and
other companies in the Bell
System — ‘‘have ways to de-
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termine if a pay phone i -

being us-d" the spokenms
added. I tails, however, a1
siill contsdential, he added.

No estinate was mad '
yesterdoy of tl.e amount ¢
tolls lost fo Phene Phreaks
©1t has bLren a sufficientl:
large ennu :h less thatwe g
t a great deal of trouble t.
frack it down.”" the Pacifi.
Telephone spokesman suid.

Compauy officials agree’
that the taps will not eiadi
cate the Pireal er phenome
non.  “You can be sur
they're ‘orkimf on some
thing new rigli now. The .
enjoy the contest of outwit-,
ting the phone company.”




