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compulsive desire to know the telephone system Inslde out,

When Post Office investigators raided a

Hammersmith, London, flat in October 1972,

physics graduate who they found a "phone phreaks” conference in

was aquitted at progress with large guantities of telephone

the triat equipment, a computer printout listing sup.
posedly secret Post Office codes, and devices
for making calls. A Post Office installed mosi-
toring device showed that one man had spent
much of the day experimenting with one of
Lendon's international exchanges,

Nineteen men went on trial en 3 QOctoher
at the 0id Bailey. With advance promises of
nomina} fines, 10 pleaded guilty—one to
actually making calls, the others to con-
spiracy. Fines ranged from £25 to £100. The
other nine stood trial for "conspiracy to
defraud the telephone system. On 13 Novem-
ber, all were acquiited, in a trial estimated to
cost more than £100 060,

Most were men in their 20s kolding aniver-

" sity degrees, primarily from Oxford, Cam.
bridge, aad Lendon. Their interest had begen
in student days, usually from reading standard
texts such as Atkinson’s Telephony and
Inoving on to the Post Office Electrical Fngi-

‘neers Journal. Experimeats by exhaustive
dialking on local networks followed, Soon they
exhansted the possibilities of dialling and

Duncan Campbell
*is a receat Oxford

‘Typical phone phreaking equipment. Rear right—ar older style AC 9
simulator (Bleeper) with a telephone dial, Front—a newer push-batton
AC § simulator, with an acoustc couples {ax ordinary telephone carpiecs),
Rear left—a muttifrequency. simutator, A print-out of telephone codes lies
under the equipment.

Are telephohes addictive?

Nine “phone phreaks” were acquitted last month after a seven-week trial at the Oid Batley. The tr!ai.éa
considerable publiclly to the techniquas used by a small and determined group of intellectuals with g

_ control signais that the telephone: sy

0 required 19 pulses, it now only requi

, Buropean countries some years agd

New ‘Scientist 15 Deg

moved or te electronic aids. Their gif
was neatly summarised by the tria)
Neil McKinnon, QC, when he ' comsg,
“Some ‘fake to heroin, some take
phones.”* He, too, entered the spirit’
thing and asked for the codes use
own local exchange in south Londo:
Like scientists conducting experimer
phene phreaks repert results to one a
And they take a perverse delight in wi
te the Post Office to explain new aij
viously undetected ways to beat the telep)
system-—often the Post Ofice do
believe these suggestions until mu
The penetration of the Post Office’
has been massive, The investigation
to the recent trial was apparently
by the discovery that for some  yesi
Cambridge University Titan compn
heid complete and laboriously comp
detailing the entire trunk and local n
system, -

Imijtate control signals

‘Sclentist 13 December 1975

set of bleepers. One presented in evidence at
the trial was very elaborate, being capable
of simuiating seven different sigoalling sys-
tems, Nicknamed the Mighty Wurlitzer, it
was ramoured to cost £200 to huild. The Post
Office offered £20 for it.

As new MF2 centres are added to the net-
work—Newcastle, Hull, and Bradford last
month—the Post'Office is reportedly intenscly
worried about the vulnerability of MF2, Tt is
perhaps typical that the Post Office were
initially complacent, and did not believe the
Cambridge undergrad whe some years ago
told them that M¥Z conid be beaten,

One defendant revealed that he and others
had written a set of Ietters to the Post Office
explaining flaws in the system. His most
recent conribution—a dialling segquence
known as 9-1-11 which would give irregular
free STD service from small country
exchanges —was kaughtily rejected by a Post
Office expert with “it couidr’t theorctically
work", :

Biat direct

There is a second mafor way for the tele-
phone enthusiasts to get onto the PO
trunk network, As described kere previomsly
(vol 5B, p 23), some engineers had covertly
installed their own unauthorised links. As
these individuals had ample oppertinity to

' 5%

discover the secrets of the telephone network,
the only purpose of such circuits counld be
fraud, as was shown in the recent prosecution
of a Bristol engineer whe operated an Air
Charter Company on the side. Some other
accesses arose accideatally, cansed by carcless
or sloppy design., Their utility to telephone
enthusiasts had resulted In a large-scale hunt
for them, A list of these runk accesses was
eventually passed to the Post Office. Neverthe-
less, suggestions of “sahotage from within”

- are hotly denied by the Post Office. But a

recent example is an “engineers Bddle” fitted
to' the Chiswick exchange. It alfowed Nerth
Loaden Post Office staff whe knew it to make
free STD calls, guite illegally, from phones
alt over London, By dialling 995 for Chiswick, -
then 47, then any four digits to “unlock” the-
circnjt {since Someone, perhaps even an
investigator, might stumble npor 99547 by
aceident}), they would be enabled to diat free

-calls, This money saving device disappeared

earlier this year, when the code became
needed for new subscribers on that exchange
and the engineer had to take it put,

Two devices to aveid payment were dis-
played at the ¢rial. One, known as a black box
or non-charge facility, is simply a battery and
tweo simple components that can be fitted to
any teiephone ard prevent the exchange from
realising that the called telephone has heen

In general, telephone enthusiasts
court genteelly put it) work by imitatin

and the UK Post Office uses pulses of
frequency—2-28 kHz, As the signalli

an actual call, there is no way that tli
Office can prevent anyone from jmitatin
codes. Usually they use a “bleeper
puts the tone onto the line with an @
coupler, similar to that used for portablt
puter terminails, Details of using a bleeg)
make international calls are given in th
In the last few years, the Post Offi
begun the introduction of the Trunk
Netwaork to effect speedier transfer: of.
mation, Where the normal system uses:
of 2-28 kHz to represent numbers.{1
for 1, 2 for 2, etc, just like a telephone
the new Multifrequency System (MEZ
aix different tones, and uses twa. at:
permitting 15 possibie combinations (10
bers and 5 contro} signals). Thus, whe!

‘The Post Office hopes to introduce fulln
wide STD using this technigae by 1080,
goal was achieved in the USA aﬂge
ing the six tones required in the UK
complex than the traditional 2-26: KEE
invelves a six-frequency generator:;De!
many countries have their ewn sets
the international phone phreak will

Mount  that

odes or routings, he can then dial
feely about the trunk network. He
oulé dial to Tanbridge Wells (code
5) and threugh it to Cardifl (65) and
ondon Enternational (112), At this
int, by using other tomes he could
T ha wished eaperiment in any part
£ the world,

. Unlike STD codes, the trunk codes
e not the same througheut the
ntry—to get from Reading to Tun-
Hdge the code woutd be 35 rathes

Bleeping around the world

At the trial, the Post (HFce gave a
‘demonstration of thow international
calis might be made, nsing a bleeper.
The telephone enthustast first dials an
STD call to a destination which will
be charged ag lecal rate—from London
to Badger's Mount just north of Seven.
aks witt do, "Fhis call is routed auto-
matically through the London STD
centre and the trunk exchange in
Sevenoaks. When the call {which is
made to a4 nurmber known to be spare)
as gona through, he sends the “clear
crward” signal, which tells Badger's
the call is finished,
ecause the enthusiast's telephane is
till off the hoolk, the London equip-
meit betieves the call to be stll in
Togress. The result is an open fine
olng as far as the Sevenoals trunk
¥change,

He then sends ta Sevenoals a signal
nown as ‘'sejze” which wakes up the
evenoals end. He could then send
be digit 1" which will put him on
Abke outgolng trunk lines from Seven.
vaks, By dialling the secret trunk

than 15. Thus, the enthusiasts have
built up massive files of trunl codes,”
often produiced on contputer printouts.

Knowing the codes, however, daes
litile good because they cannot simply
be dialied—extra equipment is re-
quired, The clicks that an ordinary
telephone dial sends down. the line
are reaily DG pulses, 67 millisec (ms}
long, sent at the rate of 10 per second,
Long distance trupk circuifts cannot
handle DC, so the exchange autn-
malically converts these to equally
leng pulses of 2-28 kHz. This signal- down.
ling system is known as ACS. Having
already passed the lecai exchange, the
phone phreale must praduce his own
2-28 kHz signals, Some penple are
actualiy able to whistle the correct
tone, but most phone phreaks use some
sort of electronic simulator—usuatly
called a bleeper—made up of a tone

ward which is 700 ms of 2:28 kHe,
The geize signal is simply a “1".

One of the efects of the clear for—
ward signal is te accldentally generate
anotker signal which starts the egquip-
mest in Loadon charging for the call.
Thus, the user of a bleeper is then
paying for the . call whether or not
he ever completes it, But the charge
is always for a cail to rhe frst ex-
charge dialled {London always thinks
the call is to Badger's Mount) so the
bleeper user always starts with a cal
to a lecal exchange to keep the cost

The legal quesiion enfers ab this
point—the effeck of the recent
acquital would appear te ke that
using a bleeper is not illegal nnless
a call is actnally completed, in which
case the phone phreak is getting a
long distance call at local rates.
Simple possession of bleepers them-

generator and a telephone dial or a selves 15 apparently mot Hlegal,

more complex push button system.
The device must also produce at

least one other signal—the Clear ¥or-

althongh the Post Office has the riglt
to disconnect the phone of anyone
who uses one,

Tunbridge Cardir Londan
Wells trunk X international

London STD Sevenooks |,
<entre ronkX

s Trunk fine
T Locat (ine
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‘The Post Office goes to
great, but ansuccessful,
lengths to keep its
secrets, The centre
door (31-32 High
‘Holbora) is the
unmarked enirance to
the Kingsway exchange,
London's largest tranlc
exchange, located in
two deep level bomb
shelters under
Chancery Lane
underground station,

New Scientist 13 Hecembe 7y

these special circuits, and listen for as.
as he likes. The intended use for such cireuig
to interrupt a call to tell you that someong
is trying to call you from abroad, for instanes

The third is the euphemistically namg
“Call Check Cirenit"—this can be attacheq g
any phone in the country—and is undetegf
abie. It can be used with a tape recorder pg
record all incomirg and ontgoing calls
TdentiRable only by the type number painteg
on it, 60345, it Is now fitted as standard equip:
ment. -

The British Post Ofice is not the gnly
organisation with pranksters  prowling
through their system. In the USA, the vay
telephone network has been blighted for somg
years by the phenomenon, For technicq]
reasons, the Beil system is far more open tg
the possessor of the Blue Box, as a bleepei

w Scientist 13 December 1973

answered—ths no charge is made te the
caller.

The other was more amusing—a 2p plece
on a lepgth of thread. Its student owner had
not known that it ceuld be msed for tele-
phones, but a rzealous executive "engineer
studied the problem and showed the court
how, with a little legerdemain, it could be
retrieved from the reject slot of the ceinbox.

‘Telaphone tapping ?

‘As might be expected in Watergate year,
aliegations of telephone tapping were well to
the fore, and several Post Office methods
were exposed, The first, and simplest, is a
printermeter, which makes an automatic
record of whem you call, for how long, and
the exact time and date of the cali. The
second is the misuse of special test circuits
to lisien in to any call. The operator or
monitor merely has to dial your mumber on

is known across the Atlantic. Forty years ago
waorld telephone technologies diverged.. The
Bell system, which owns almost all of Nortl
America's 140 million telephones, started tg
use the crossbar system, while Britain stuck’
to the Strowger methed, invented by a Kansg
City undertaker in the 1090s. The effect o
crossbar on the trunk network was to enably
the same codes that are used for the nation
wide dialiing system o be used. for the
internat codes of the system, resuiting in far
greater reliability and faster operation. It als
uses a multifrequency signalling system, usin;
frequencies between T00 Hz and 1700 He
Because of the identical codes usage,:U
phreaks are spared the hard work of com:
piling and using special frunk codes as
Britain, :
The phreaks first appeared on the US scen
in the early 1960s, when a group of MIT
students were found to have conducted a Iat
night diailing experiment on the Defens
Department's secret  neswork, They wer

An Old Bailey anniversary

This year is the 20th anniversasry of another 0l4 Bailey felephone
conspiracy trial. In that year, & Mayfair chemical cempany director
and two Friends were accused of malking astomatic trunk cafls eround
Britain—almost 10 years befere STD was introduced. And all for a

" single charge of an old penny.

Their method was known as the Toli A drop-back, named after
Toil A, an exchange near St Paul's which routes calls between London
and nearhy non-London exchanges. The trick was to dial a number,
sach as Dartferd 21111, which was then aot allocated. Then, the
received rest would be “flashed" {depressed for 72 a second). This
wounld act in a rather similar way to the “clear forward” oa the a.c.
system, The caller would be Ieft with ar open line into the Toll A
exchange. .

The user could then dial a code, 038, which would take him on to
what was then the first trunk (long distance) exchange in Britain.
Once again with a Nst of trunk codes which he wounld have compiled

by “experimentation, he could dial around Beritain. The advantages’

of these methods in 1953 was immense. The delays on trunk calis
throngh the trunk operater; could often be several hours, and the
quality very poor, H

The methog is still available. One of the defendants in last month's
trisl was alleged to have made experiments by using a Toll A dropback.
He had diatied Caterham 41111, a number not in use. Then by flashing,
he could dial through the Toll A exchange, aud out through exchanges
around London Lo seme point where he would be able to dial up

onte the trunk network.

Ir May, a Landon chemistry student pleaded guilty to malking calls
to the US utilising Toll A dropback via exchanges in Surrey where
trunk accesses had been fitted at the time, He was fined £70 plus £10
costs and ordered to pay the Fost Office £350 for jast revenme,

rewarded with jobs when they explained their,
system to Bell investigators. The attitude was
a littie different a few year later when biind
Joe Engressia, sometimes acclaimed as th
“King of the Phone Phreaks”, was discoverel
mersily whistling down the line to fix up fre
calls round the world for his school friends
As a result of his widely-publicised prosecy

tion, many individuals who had been working:

in the dark, alone, across the continent ran

in to Blind Joe. The new technology SDi'Ead',

rapidly through the underground and names
lile.Captain Crunch and the Midnight Skulke!

became commonplace on illegally procared:

trunks. The name “phone phreak” identifie

the enthusiasts with the common undergroine:
usage of freak as somecne who was cool and:

used drugs.

Since then, the telephone system has beel:
a battleground between the phreaks and the
Telcos (as the telephone companies nickname.
themselves). Abbie Hoffman's Yippies,

Youth International Party, gave birth to:
Phreak division whose monthly, The Pariy
Line, publishes details of the latest and bes

in AntiTelco hardware. It has recentl):

diversified into wsing high-power magnets ©
parking meters in order to stay’ long!
cheaper, In June 1972, Ramparts carried 4
of step by step instructions on how to bed

Some optimists think that the North Seaisa
bottorniess well, with sufficient high grade energy to
supply all the country’s needs,

Some pessimists thinl that it’s probably another
proverblal bubble: that existing supplies will
quickly be used up: that there’s little future in it.

Neither has the right answer,

To be honest there is no certain answer. But
natural gas is certainty vital to Britain's well-being.

Here are some facts.

In only six years British Gas has already
obtained sufficient supplies to:

Converl over nine million customers to natural
gas, This has invelved converting over twenty eight
mzillien appliances. - -

To increase its sales by nearly three hundred
per cent. : ’

heating market to more than three miltlion
heuseholds.

Further, the amount of addifionat gas available
from the new Frige gas field alone by 1978 could
amount to as much as the total gas distributed by the
whole of the British gas industry just 10 years earlier.

How much is there down there?
Nobody knows for sure,

But though natural gas cannot solve all our
energy problerns it is already playing a key role in
our economy-—a role that will become even more

important with the advent of significant new

- supplies of natural gas from 1976 onwards.

So that British Gas will have
an even more vital role to play.

"o increase its share of the domestic central

BRITISHGAS
Cur Vital industry




