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Ch:~rlc-s P. Fo:-sbcq: 

~o:-thc:~st Elc:::t:-onics Cor1 •o:-:.:io:1 

Concord, N..:w H:unpshir-c C3301 

.· 
Summ~r-v. The toll r.c-twor-k is su:-pd~b~ly 

ea5y to dc!c:lt 0~ oillin~ but those gu:~~~ .. 0\::-e 

npt immune to being caught. 

lntrorh:ction 

The \.tse o! multi~rt>qucncy (~1F) tones in the 

telepho~c toll netYJ'o:-k allows a call to be completed 

quickl)· th:-ough any ty;>c of carrier srstc:n. I~ 'vas 

essentii\l to the development of the ci.-.1-;:myw·~crc 

system we _k.now todar. l:-1 effect the>ug!1 t~c:-c 

seems to be· a flaw since anyone w!:-1-o · can ~cnerate 

these same MF tones !ro= his telephone location 

may casi!y escape the billir.s system <'.:-!C C<lll 

·direct to ma:'ly distc:.nt points. Gat!1c:-int: e"l:id.cnce 

to discoura~e and prosecute those whc- wc-uld 

dcfr<n:d the tclepho:1e eom?;!nics borders on wire­

t a?pin; and can be troublesome all around. How­

ever,- if s~~!"icient dia!ing in! or matio:-1 could be 

recorded C:irectly as a pri:1te<! record, t!-ten listen­

ing o:- taj)ein; of co:we:-sation :1ced not be required. 

This approach has been approved by many courts 

,·..-itcout prio:- app:-o•,al. · The thinki:-tg here seems 

to be that th l! O?c:-ating tclcp!:tone compa:tics shoulcl 

not be h;,m st:n:n:; i!! legitimate n1ca:ts o~ o"!>taining 

c._·i:!c!'lcc agelinse :hose persons or 9::-ganizations 

·who woulti c.c::- at.:d t!~<:~a-

!ntor-o!'!ice Tol1 Si::~:iEn~ 

~ulti!'r-cc\tc~c..- Si::n;"lli:-t<:: 

Th~ -:najorit)• o!' intc::-o!i"icc toll sig:-taling is 

accon1;:>li ~hcd '·-rth a scq\te!1cc of ?:tir.::d tones, eac 

pair rc?:-escnti:1g a <!i;it o! the callt:d r.-;_:n=.c:-. It 

is the SO\mc tones o:tc o!te:t i:c::t:-s in ~he bac~gr-ou · 

before ;;:-cturn s\!pervisirm i~ he;,.:-d on a toll call. 

These ~'::? tones consist o! sb: !:::-ccpa·::-.cics i:-1 the 

range 70C to 1700 Hz, which ,-,hen t.:1kc:1 2 at a 

time provide 15 possible ccm:,ir:atio:-:s cf which li 

are required for interofEc:c ca!ls. A-:-. :i\~F c~ll 

group mi!;h~ "!>e KP 603 224 7~66 ST. The KP pul 

is usee to s!6na~ the fa::- C:'\C to p::-epa:-c to reccivt 

cHgits , . wh!lc ~he ST puls c sigr.ab ~!'le c:1ci o! digit 

pulsing. A:1 area coc!c rna}' o::- tna;• not be ::-equir­

b-:Jt t!1c KP and ST pulses must be used. Table I 

lists the tones used per each di;i.t. 

Toll Trun~~ 

All subscriber c}rCr!~s end u;> in a central 

/ f 



v" 'c"' o" 1c 1:~:-1:'' (IU, 000 lin .. •.;) or v.:rr sm:~ll. I! 
o:'h' s\lb:.;.;ri'.J'"·r wi:;:h::i to call ;mothL·r ;mel buth :~r~ 

,.- co:1:\'"•c:.·d t.:> ::.:?ar~t.: c.:ntr.;~l e>f!i.:cs then the con-
{ !. ~io:1 is m.1dc ov .. ·r ar. intcrtoll trunk. The con-
. .tio:1. lll:IV be ci:!1.::r a short h:\ul o:- .:1 1on; h;\Ul '- I . 

·d,·".:".!in·· on th'"· dist.1ncc :~nd ci:-cuit~:~ i:wolvcd. 
!\1;:-.y .::.:-;t::-:~1 oiiicc-:1 will h:1v.: dir.:ct trunk~> to 
t.m..;.,·nl oiiic.::< which :~rc C:l?;lblc o{ aut.;)O'l:lti.: 
routir.;: options to c:ompl.:tc: cvc:-y forward c.all 
rc~;~,rclcss of where d.:atincd.· Dut not every toll 
c:\ll will ~:o· throubh a t;mdcm office since the short 
haul m.:~y be a di:cct interoffice trunk and !o.'lF may 
not be used to com?lcte Lite call. .. . . 

· :: .: .-
Sln~le 1-'n•cuc:~cv Rcqulrcd ·<· 

. A !oCO Hz sinGle frequency (SF) tone ia pi.lt 
· on -. t:1nd.::n trunk to si;r.al the t:1ndem office t~at 
the ?anic:l;i.ar trunk is idle ;,.nd available to take 
a ccJ.l. Rcmovir.:; the SF tone zr.akes the trun~ 
busy. T!:.is !req\.:cncy is univusal a:~d at least a 
ah-:~rt . burst is required .before .each new c.all. 

Ope-rator Coccs 

' Ev~ry outward lon: distance operator bas 
at he~ sic!e a book o£ 3-cigit codes which. allow her 
fl<!x~bBi:y in placing a call. Her ~1F keyset will 
?::.: =•.::r right into a tand..:m of!ice and she cani 
read: ~::y dis~ant point directly. lithe overseas 
"o:~erct.:>r" codes a:-c available .to her she may p]~ce c<ills by satellite or cable and terminate 

( 
( .. a11 tn ;:11"~" ':'ffic~ c~ ~~b:::ribc~ .a· .... ~i1~ble. 

' \ .r,. ~~-- .:--~--:"':-" = ·:~:.;. :.:=..; ~.-:,~ &~-~~ ;.._,· ~y,,u • ..-
·-c;=-:ccc>: o?c:-ators a~d tel~phone maint~nance people. 

· Bh!e Boxe~ and Phone Phreaks . 

Obt?.i::inc the Blue-Dox 

The ~G· blue-boxC: can be ;t. simple device 
that will ope:-ate the toll swi!:ching netWorks to 
send the caller all around t.'le world 01.~.onymously 
an:! without a billir.• record. Such a device will 
ge::cro.te :..'le lZ paired tones aecording to Table! 
et,::ld .wo\Old j>re!erably· have a keypad t.'l:1t would 
procucc t?:le t\vo tones per digit by a si=ple kcy­
stro~(e. One addi!ionalo-01:y is necessary !or the 
ZoO(\ Hz. SF. Ac~ually · getting a ready made blue-box 
may not be too difficult b~t the cost is aj)t to be hig!:l. 

"'he Y.Fi:"l;; problem appears U."'lder both the 
criminal ar.d amateu:r hcadi:l~S- Whereas the 
criminal h;:.s <. means to avoid detcct~on an~ pay­
mer.t of ~.:>l!s the ama:cu'::- ?Ursucs the practice as 
a ho~b'l ;-r:-.;c~ like a "wir~:lcss ham" . . The threat to 
th~ lc:1;; E:1e3 network !rorn the am&~~ur may be 

"""he oriz~:. o! the euphe=istic term blu.::-box 
.l3'J be bcc:;).use the first O:>c CC1.p~11reci or built 

·~~_. • W:L~ ;> ."lint.cc! blue, bl:t other toll clcf..::lt::1~ bo~:cs 
o! ;, 'E!!,·:~:lt colt~r •l:-e :Uso kr..o,•::a. . • r. o.! y .... ~u­
a11y W'.:>rk!rcmthc.:c:l!lcci-p;.rty tv su;>?r.:ss . 
rc:u:-:1 ;:.~~wcr su;;ervi:.ioo to) the ori6:.;·,;.ti::;; er.:l . 
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the c"ccssh•c u,;c of c.•:> ."'city which n1i;:ht <.!.:l:l)" c-r 
e ;\usc ~· po<•• routi.n;.! oi •• l<:gitilllale c;.,ll. Quite a few of the ;,n,:.tcur p !:onc phrc:.:ts ;,rc l;liml ;,nclliH:y 
will st01~· up :~.11 night to do their c;.llin~. The 
motivation o! a {n·c C:Oill L not :lS cxcitin;: :lS play­
int with the :~witc:hin;; network !or liw:.e t;-pcs. 
The crin1inal p::-oblem could be a c:,ll of very lon~ 
duration or. a laq;e r:umhcr of short. c :.lls. Either 
way the atl~mpt is to :~void p:.ymcnt o! tolls anc!/or 
esc.:~pc detection. 7apjlir.~ &omconc el:;es line is 
not u:~c:ommon. Regardless of what they're called, 
phone iJ!lrc~ks · and olh~r s who MF arc <loins fraud 
and it m.:~y be expensive !ra\:d . .... 

' c .. pturb:! ~\C P!l;;ea!(S 

The SF Tra:l 

A prior knowlcd:;c o{ .anyo:1e gt:r:c:-ating SF 
· and MF si;;nals !rom a subscriber location will be 
hard· to come by. Almost always sor.u:one bas to 
become suspicious, an op.:rator, a switchman, a 
tattl~tale, etc'., and t!:i.S: will lead to further inves­
tigation· of a s~spect !i:::c. A simple ir.cx?e:tsive 
means of monito.rin:; a suspect line can be the use 
o! an "SF trap". This device will c!.::tect til~ pre­
sence of a long burst of 2600Hz and t=ip a counter, 
a light circuit or per!::::.ps switch to <.n i::t~ercept. 
The in·r:1sion o! privacy is only to the extent tha~ 
the p:::cs~nce o! an illi;;i~:.=::.te tone is ::>ccurri:r:g 
intentio::;-.lly or otherwise. On some speci~ t::-unk 
groupi::~;s (c. g., CA:V:A) i: may be possi::.l.:! to . 
cl"{ic.i,; u liy l.:.S-.! a scanni :1.!2, dcv:.cc to detect sr on 
a cail. Th1s fact mif;r.l be entered on the c.ccount­
ing tape. When s•.Jch a tone has occurred rcpeat­
ec!ly then more elaborate (z.:~d expensive) · equip­
ment can be put to good use. 

SF and ::V.F as a Permanent P.ecord 

This special equipment could consist of the 
blocks s~own in Figure 1. The signal processing . 
in a sirr:pli.ried fashion would consist oi a super­
visory circuit to cletec:t the o!i and on-hooo- con- · 
ditioos a:~d stamp a dale ar.d time- entry C!l. a paper 
strip. T.he first :lumber grouping a!tcr t!-:.e oi£­
hook ti:":"le er.t:-y will be a lc:;:itima~e toll !ree 
number - often :ln SOO number - dialeC: in the nor­
mal fashio:-. w~th rotary of Touch Tone·") dial. Wh.en 
the co.l! is com?lc~ecl anc rin;;ins: is hc:1rc a sho:-t 
bleep oi S? is ~iven to idle the trunk momer:.tarily. 
In. Figure 1 :he dialint: rccciv:e circuit;; are disco:l­
nec:t c c! a:1ci t:~., .:.V:F receiver switched i:t. A nota­
tion on t<lj)t: ~s rr..ade lo this circ::t. The r::1:-ty ~o 
be co:.llcd will then be- ;-_.:F'd st;..:::tin; with a i(P an<! cr:cinr; w~th an ST h"J:ost . At the co~cllJ!.i.,:-. c..f the 
call ru.ther · ~:nan h:-.r.:;:_ up t !-;.c cailcr m:ly ;..p?lr 
ano~ncr s~o:-t burst of ST followcc! ty ·a new !I.~F 
scqcer.cc. 7!-.is ?•o~<: :: s c ;lr. ~c r~..:;->e.at(:c! s~vcral 
t i:n<:.; o :o o::e toll free ::u~~~.:::-. 0:1:!.y o. .:c:::ain 
nurr.Oc.:r of t;,:;Cc~:i c:l~ be !;t:tc!<.cd since : ~~ ~\:.al­
ity c£ tr~d.-, . 'l:is~iV:1 · .. ' ... :.!i c!i ~~::or:ltc to p~c~l,_;Cc 
!urti-.c:- ;,:7!:1;:. 1 ~\.: : <: '.J J.:. ::··/ c~·ll s, : Gt.l~nc<. \.Vil l be 
rcco r•:.:.-r.: c,:. 1.~ \0f; ::-. r·: :.: \~:-c 1. . "',':hen l!a\_: c;dlc!"' 
~VC:ltcu : ~y }·.a:\~~\;? :.~ ~a the ~t:-i~) p~i::!cr "-'·"!!! 
cn:c:- t !-.t: tcrr:'li:-.a:L·.d. tir:-:....: .::.:ul the cii:.li:-: g c i r=uits 
arc m.=~clc :-•:.:lCy :·o:- ~ n\!\'' c~!l. 1·:--.c :-.:r a::d To"*cl~ 
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Fi9urc 1. OVE~\L~ ·siG~AL P~OC~SSI~G \ 

Tone circuits can not both be active ~t· the same 

time since one can confuse the other on certain 

tone co~binations. 

Billin~ Anah•sis 

All the previous acti\"ity does not completely 

escape the toll billing machines. What circum­

sta:J.cc wo;Jlc! anyone h;n:c to call an inward toll 

!ree r:umbcr a:'!d talk for hours . . The oOO numbers 

are almost exclusively r;cserved !or rcscrv.ation 

systems and in!orm::~tion need.s. For those oper­

ating co:npa:1ies who ca:n do billin~ anal}•sis a call 

o( this t}'?'! col.!ld :stand out like a missin~ thumb. 

cspeci?.lly !o:- phone ph::-caks careless enou~h to 

-;.::;::: :l::. i::!o::-:-n.!t; . .,.., o?erato::-. One sho;.1lc! ~cep in 

zuin~ ~ot a~l !:eli :.;:~lin:; infC\~~:ttion !S put on 

punched or magnetic tape regardless ot w11ctner 

the caB is ever completed or riot. !t co:ncs to 

light t."tat the extra clever phone ph:-ca:.:s will be a 

step ahead if they will wil!i:lgly p;~.y a smdl toll 

!ee to a legitimate number and then SF -:'v!F to a 

more distant place in the world. However, all 

t.'lis activit}· ca?turcd on a strip of paper can be 

prescn~cc! as documented evidence o! fraud. 

The Blue Box P!'oblem 

Poo::- Ph:-<!;~.1-::s ano:l Poor Boxes 

.. . .. 
Many phone-ph:-c:1ks do not have th~ money 

or skill to acquire ~ goo•l b!uc bo::-:. !h:t they can 

bu;- a si:::1?1e cassette ~;);Jc recorder ~n'! tr::~nscribe 

t~e basic required tones !rof!1 <'. !ric~tl o:- :m elec­

tronic organ . Any dcs:.::-cr.! MF c~ll S!:'~u-::ncc can 

then be ma'.!e up on a !;<:con<! reco:-der. Usunlly t!1e 

phonc-phrcat:s only ci!.!l each o~!ler :!;0 th:\t thc!';c 

tones on t~pc ·will "''or!-:, l"O~ efficiently bu~ s"~:!'fi­

cicnH~·· To "<:t these ton~s on the- n<.:t·,•,ork the 

choice ~s to ~·c~ustically couple · t!t.o:: tC'r.cs t:t:-o\:~h 
the m!:>"~:thj)iece, or to usc :\ tr<lnsfo:-nH~ r or c;,?;,c­

itors !-:> co\.lplc <!irc·c~ to the loop p:lir. The end 

rc ~;t: :~ is ;, pour set o~ to!lcs to s· .. vitci1 t!u .. · !oll :h.:t­

work. and yet the ph::-caks often gi.:t thro• :;:; h . 

Tcch,ical Dirficul~i <:.s 

W i~h ;, p~JOI' hlur-!>o:-: ;1:1d poor CO\t:->lin~ tlH; 

rc::ult~nt :V~F ton•: s !11:\f '"·'eli ·have ~' t:lir~! !c~~·· 

ci.i~,tf"J:-!i'>:1. no :"l-C0!1 st~HI". :,n,p!itu'i<.·, ~: : if~i!'l;: ire·-
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quc:tci', ;me! have excessi\:c twist in tone pai::s. 

Very o~ten the phreaks will usc a high e:tou~h 

amplitude so th:tt they arc still able to co=plete 

:nost of l!-Lcir calls. Telepho:1c security a~;cnts 

could generallr care less wl':y but would r~t.'lcr have 

the means to decode c"·cn the attempted calls. Eve:­

bit CJ! i:1!o:-mation may lead to new blue-bo:occrs to 

be put out o! action. 

A New MF Detector 

First Ccns:dcr01tions 

1. A valid MF bu::-st =st contain twomajor 

si~nal components of the sbc possible. 

~.. E.::.=!':. o! :~:=-s-= :..!~ ~!?..1 ~(\Tr-"· 1"":.':""~~~t: ~~~t 

·~'- :....i.:~ ...... -.;..~ .. :..:.- ~ ::.::.::.:· :-:.:-_=. .. :::.::~.: ·. '!: .. .. : •4,_ .. ~:""'~ 

may be e!!ectivelr .,-.:idencd whe;1 ~ecessary. 

3. That the t\vo :naj o:: sigr:al co!nponents per 

pulse :nust not exceed i!. 'certain di!fercnc:e 

in level. . 

4. Where third Y.F tone distortio:t is pre­

sent it may or may not invalidate the MF 

pul!:'c. 

5. A minimum cual tone signal duration is 

rcqui:-<i,d !or validity. 

6. Th::.t producin~; a reliable wor~in!: circui' 

!t>r the ;~.bove uncicr SlO is i::npos~i!:>l~. 

1"he ht~cl<tm<-nfal op~·ratio:1 o! the 1\.!F c!<-tcc­

tio:l :sch<·::"le (Fi~:ure 2.) is the :najority ~c:cisic~ 

choosi:-1~ l!t~ r.re:~tcst :tnd n<-xt:;reatestoi' ~b: pos­

sible lone ch;mncls. The: l>c;:ining o! (";tch burst i: 

~elect<--!. br t~c to:1e !'\'::tch which scn~cs a ::ni~i­

mum pc:L~< t:ig~:tl cro~si~~ ;'l~c !~cds t!-:c :-~ .c;-al:in~ 

tr:l i n o!" p;.1!~e::: to t!lc ::,~~r~·:tl tin'lc~ - ~ :--ct:-:i:,~C~ · 

n~o:Josta~h· ci:-cui~. A.,.,·,· intcrr"l.~otion o~ t.!1e ~:t~e:­

v:~l ti:nc:- i~-.· ;di:l::-. ~1;'~ !:,c- le> !":\.' b:1;st. Thi:o wo~t!c 

hopr .. ful~·.· ~,, . the. .. C::l!~C !or vo~c~ a:'lc! :tci~c !:ttcr~c:-. 

cnc :- . 

:Jti!l l:; c.·cft : ··:! 
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Fic;urc 2. FOLLOi·l-lWLD I'.F DETECTOR 

eompo:1e::ts are captured. The capture is required 
to prevent hvo signals close !ogct1;er i:1 amplitude 
!rom toggling on the majo::'it}• decision. 
pt:t of the ?<:ak detector is not DC onlr. 

The out­
Capture is 

accc:>rr.?!ishcd by gcncr:~ting two .clcck pulses to the 
· D-Fli? Flo?s (D-FF}. Once t\vo o! the D-FF's 

~re latchcd-t:p, an<! this will not be the case i! both 
tones do r.ot e:<cccd the detection thr~shold, o:-te 
last check is mo.dc to determine validity of the ::l.rF 
tone· b'.!r st. 

Ti":.e first clock p~.:lse stores the hi~hest 
.signal level on a ·capacito:- to which <>ftc::: the s~c­
or:d cloc~ po.1lse has pa5scd is then comparee agair.sl 
Lhe re~ai::i:-tg fo~!· b~nd pass filtc:- C1.lt?~tts. This 
comp;~rison continues !or ;~ period ci 5 to 2 0 milli­
seconds cc!ore the MF tones ca?turcd are cor.sid­
cr<:c! vc.lic!. Whe:-e "t!-.c co:npariso:-: is too c lose 
together a:-1d requires· 2.n invalid decis:o:., the out­
F~t cccocc:- is never cn<!blcd and nothir~g is printeei. 

!\1a~:1t~tic T?.nc R~cordin c s 

This follow-hole! ;.;:.j):-oach i:. .::sr- c:cially ".lso:;­
fuii v.,h ,: r<: cicco<.!i~·.; irorr. n"l :t~Ji<.:tic t ;,:>,.· is rcqci:-c<.!. 
b co:.1::! :1::. tio:1 wi~i. ;, hiri: 1'.GC O\;~pul J, ·vd to ~iv..: 
~r. (.;[i,: ~t ~ ~.~ c!y v:i~c ~~r.c !~~v i<.!!h en ~11 : :·.c !::>.74 :-'H.! p~~::; 

!ilte;r!; ci-.c: transl~c:.r:.;;_ oi tones irorn · t:'!'~ •s tnaCc 
·:c:->· t:<.. s y. 
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Other Boxes 

Althou~;h this paper has been spcciiically 
conccrr.ed with hl~.:c-~o~:cs there are in r .. ct other 
means to dcie;.t toll billing. This author has also 
heard o:l brown-boxes, yellow boxes ar.d black­
boxes. · These c!evices in effect defeat toll billin:; 
from the· c .. llec! party c:1d by sup?:::-essin; answer 
supcrv1s1on. An cxan·l?lc of such is where the 
eallin~ p::trty eqt;ipment wi!l hold t!"lc line open to 
the called party who a!tcr tripping ll"lc ri:1~in!; gen­
erator with a short durc.tion of loop cu:-rent can 
then capa.;:itivcly couple to the loop circuit.. Tnc 
loop ct:rrer.t docs not flow _lo:1;; cnout:h to :-c~\!r:n 
an!=wcr su?crvisio;~ to the ca..lling p::.rLy. ln tbc 
em!, the p:::-opcr rccorci::;; c~uip:r.-!nt co;~ncctcd to 
the co:.lli:t.; p11rty line 'l.vill p:-oduce complete diali:-:~ 
infortn::~:ion to contradict t~..: toll billi;,ri cont?UtC'r 
output. 

1. Secrets oi" Li·.c Littic uiuc nox. Ron Roscuba•..o rn, 
Esquire tn::tg::.~inc, Oct: il. 

Z .. Basic J cJ.cpho~c: 5 · .. ...-i:.cC..ir.g Sys~cr:!s, .Dav~c.l 

Tal&<.:y, Hayc!e:t nc.o!, Cc:r.p;:.ny, :'\. Y. 
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