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MT RLUE-DOX AXND T TOLL NETWORK

Charles P. Forsberg
" Northeast Eleztronics Corporation
Concord, New Hampshire 03301

. . Surmary. The toll network is surpricingly
easy to defeat o3 billing but those guilty are

not imrune to being caught.

Introduction % . Intoroffice Toll Signaling

: The use of multifrequency (MF) tones in the . “Multifrecucncy Siznaling
telephonc toll network allows a call to be completed )
quickly through aay iypc of carrier system. It was The.majority of intcrofiice toll signaling is
essential to the development of the dizl-anywhere accomplished wiith a scquencc of pnaired tones, eac
system we know today. In cffect though there pair reo-esenting 2 digit of the called number. It
scems to be a flaw sincc anyone who-can gencrate is the same tones onc often rcars in the backgrow
these same MF toncs {rom his telephone location before rcturn supervision is heard on 2 toll call.
may casily escape the billing system and czll These M.T tones consist of six frequencics in the
-direct to many distant points. Gathering evidence . range 70C to 1700 Hz, which when taken 2 ata
to discourazic and prosccutc those who would time provide 15 possible cembinations of which 1%
defraud the telephonc companics borders on wire- " are reguired for interoffice calls. An MF call
tapping and can be troublesome all around. How-~ _ group might be KP 603 224 7266 ST. The XP pul
ever, if sufficient dialing infor mation could be is used to signai the far cnd to prepare to receive
recorded cirectly as 2 priatec recorc, then listen- Gigits,-wh:le the 5T pulse signals the end of digit
ing or tapeinz of conversation neced not be required. pulsing. An area code may or may not be requir
This appreach has been approved by many courts but the KP 2nd ST pulscs must be used. Table I
vrithout prior approval.’ The thinking here seems iists the tones used per cach digit.
to be that the operating tclephone companics should
not be ham strung in legitimate mecans of obtaining Toll Trunxs

~

All subscriber :,‘.rc?i‘.s end up in a central
N / §

evidence against those persons Or crganizations

who would cezraud thein.



ceerte b dt large (11U, 000 lines) or very small. If
oa¢ subscriver wishes to call another and both are
- conneeied to separate central offices then the con-
; Yoais made over an intertoil tfunk. The con-
" -tiea may be cither a short haul or a long kaul
depending on the distance and circuits iavolved.
Many contral offices will have dircct trunks to
. tandem offices which are capable of automatic
routing options to complete every forward call
rcpardless of where destined. DBut not cvery toll
call will go through a tandem office since the short
haul may be a direct interoffice trunk and MF may
not be used to complete the call. .

Sincle Frecuency Required

A 2800 Hz single frequency (SF) tone is put
‘on a tandem trunk to signal the tandem office that
~ the particular trunk is idle and available to take
a czall. Removing the SF tone makes the trunk
busy. Tkhis frequency is universal aad at least a
short'burst is requircd before each new call.

.

Opecrator Codces
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Every outward long distance operator has
- at her side a book of 3-digit codes which allow her
flexidilizy in placing a call. Her MF keyset will
“: aer right into a tandem office and she can;
reach any distant poiat directly. If the overseas
"operator" codes arc available .to her she may
place calis by satellite or cable and terminate
( ( rall to anv office or subheooriber availa
~
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XTep: operators and tel?phone maiatcnance people.

Blue Boxcs and Phoné Phreaks .

Obtaining the Blue-Box = - .

The MF blue-box¥# can be a simple device
that will operate the toll switching networks to
send the caller all around the world anonymously
and without a billire record. Such a device will
gencrate the 12 paired tones according to Tablel
and would preferably have a keypad that would
procducce tihe two tones per digit by a2 simple kecy-
stroke. One additionalkey is neces sary for the
2600 Hz SF. Actually getting a ready made blue-box
may not be too difficult but the cost is apt to be high.

Who's a Phreak!

The MFing problem appears under both the
criminal and amateur hcadings. Whereas the
criminal has 2 means to avoid detection and pay-
ment of 1olls the amateur pursues the practice as
a hodbby mucih like a "wireless ham'. . The thrcatto
thz long lines network from the amateur may be

The origin of the cuphemistic term bluc-box
aay be because the first onc capiurcd or built
was painted blue, but other toll duefeating boxes
of a diffecrent color are also krown. They usu-
ally work fromthe called-party to supuress )
reiurnanswer sugervision to the origzinating end.

4

the excessive use of capacity which mihe delay or
Ciuse a poor routing of a legitimate call. Quite
few of the amatcur phonc phreaks arce Llind and they
will stay up all night to do their callinp. The
motivation of a free call is not as exciting as play-
ing with the switching nctwork for these types.

The criminal problem could be a call of very long
duration or. a large number of short calls. Either
way the attempt is to avoid payment of tolls and/or
escapc detection. Tapping someone clses line is
not uacomnion. Regardless of what they're called,
phone phreiks and others who MF are doing fraud
and it may be expensive fraud.

a
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Capturianz the Phreaks

The SF Tran

A prior knowledze of anyone gencrating SF
and MF signals from a subscriber location will be
hard'to come by. Almost always sormcone has to
become suspicious, an opcrator, a switchman, a
tattletale, etc., and this will lead to furtzer inves-
tigation of a suspect lize. A simple incxpensive
means of monitoring a suspect line can be the use
of an "'ST trap". This device will detect the pre-
sence of a long burst of 2600 Hz and t=ip a counter,
a light circuit or perhaps switch to zn intercept.
The invasion of privacy is only to the extent that
the presence of an illigiiimate tone is accurriné
intentionally or otherwise. On some specizl trunk
groupings (e.g., CAMA) it may be possidie to
eificiculiy use a scanning device to detect SF on
a cail. This fact migkt be entered on the zccount-
ing tape. When such a tone has occurred repeat-
edly then more elaborate (2ad expensive) equip-
ment caa be put to good use.

SF and MF as a Permarnent Pecord

This special equipment could consist of the
blocks shown in Figure 1. The signal processing .
in a simpliiied fashion would consist oi a super-
visory circuit to detect the ofi and on-200x con-’
ditions and stamp a date arnd time cntry on a paper
strip. The first aumber grouping after the oif-
hook time entry will be a legitimate toll free
number - often an 800 number - dialec in the nor -
mal fashion with rotary of Touch Tonc®dial. \When
the call is completed and rirging is hecaré a short
bleep of ST is given to idle the trunk miomentarily.
In Figure! the dialing reccive circuits are discon-
nected and the MF recciver switched ia. A nota-
tiorn on tapc is made to this cifect. The parcty to
be czlled will then be MF'a starting with a XP and
cnding with an ST burst. At the conclusion of the
call rather-than hang up the cailer may apply
another short burst of ST followed Ey-a new )
scquernces  This process carn Se repeated scveral
times on one toll free numiber. Only z certain
stacked since the cual-
teriorate to preclud
Bul every call sequence wil
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rumbder of tandems can be
ity of trans nission wili de
further NTinz.
recorded on tape in It
c.vcnlua';';y Lanzes uo then the strip printer
enier the termination tirme and the diali a circuits

a
arc made ready for a new call. The MF ard Touch
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Tone circuits can not both be active at the same
time sincc one can confuse the other on certain
tone combinations. '

. Billing Analysis

All the previous activity does not complctely
escape the toll billing machines. What circum-
stance would anyone have to call an inward toll
{rce number and talk for hours. . The 890 numbers
are almost exclusively reserved for rescrvation
systerns and information needs. For thosc oper-
ating companics who can do billing analysis a call
of this type could stand out like a missing thumb.
especizally for phone phreaks careless crough to
wse a2n informatinn operator. Onc should keep in
mming that all tcll Lilling information :s put on '
punched or magnectic tape regardless ot whetner
the c2il is ever completed or not. It comes to
light that the cxtra clever phonc phreaks will be a
step zhead if they will willingly pay a small toll
fee to 2 legitimate number and then SF-MF to a
fnore distant place in the world. However, all
this activity captured on 2 strip of paper can be
presented as documented evidence of fraud.

The Blue Box Problem

Poor Phreaks and Poor Boxes

Many phone-phreaks do not have the money
or skill to acquire 2 good blue box. DBut thecy can
buy a simple cassette fane recorder and transcribe
the basic required tones from 2 fricnd or an clec-
tronic organ. Any desired MF call scguence can
then be made up on a second recorder. Usually the
phong-phreaks only call ecach other so that these
tones on tapc will work, rot cfficiently but suffi-
ciently. To get thesc tonns on the network the
choicc is to acoustically couple the tores through
the mouthpiece, or to usc a transformecr or capac-
itors to coupic dircct to the loop pair. The cnd
rcsult is a poor sct of tones to switch the oll act-
work and yet the phreaks olten get through.

Technical Difficultics

With a pnor blue-bhox and poorT counling the
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. Figure 1. OVERALL SIGNAL PROCCSSING \

quency, and have excessive twist in tone pairs.
Very oficn the phreaks will usc a high enough
amplitude so that they are still able to complete
most of their calls. Telephone security agents
could generally care less wky but woulé rather have
the means to decode cven the attempted calls. Evers
bit of information may lead to new blue-boxers to
be put out of action.

A New MT Dectector

First Considerations

1. A valid MF burst must contain two major
signal components of the six possible.

- - . -
L. X.ocoiod
LA O |

PO e

may be cffectively widened when necessary.
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3. That the two major signal commponents pez
pulse must not excced 2 certain difference
in level.

4. Where third M.F tonc distortion is pre-
sent it may or may not invalidate the MZ
pulse. .

. 5. A minimum cual tone signal duration is
requirgd for validity. '
6. That producing a reliable working circui’
for thc above under $190 is impossidle.

The Detectinn Circuil

The fundament=l operation of the MF detec-
tion scherne (Figure 2) is the majority Cccisicn
choosinz the greatest and nextgreatestol six pos-
sible tonc channcls. The begining of each burst i
detecte? by the tone switeh which senscs a mini-
mum peak signal crossing and {eeds the resaliing
train of pulscs to the interwval timer - 2 :-ctri-:r:_c:'-

monostable circuit. Any interruption of the inler

val timer invalidates the tone burst. Tiis would

hopefully e the case for voice and acise iaterfer:
e¢nce.
Vhere o sicrnal burst is valid a delav of 2C
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componexnts are captured. The capturc is required
to prevent two signals close logether in amplitude

from toggling on the majority decision. The out-
put of the peak cdetector is not DC only. Capture is

accomplished by generating two clock pulses to the
'D-Flip Flops (D-FF). Once two of the D-FF's

2re latched-up, and this will not be the casc if both
tones do not exceed the detection threshold, one
last check is made to determine validity of the MF
tone burst. 3

The first clock pulse stores the highest
signal level on a capacitor to which after the sec-
ond clock pulse has passad is then compared against
the remaining four boind pass filter outputs. This
comparison conatinucs for a period of 5 to 20 milli-
seconds Lbefore the MF tones capturcd 2re consid-
ercd valid. Where the comparison is too close
together and rcquirc§ 2n invalid decision, the out-
cut decocer is never enabled and nothing is printed.

Maonetic Tane Recordings

This follow-hold upproach is especially usce-
full where decoding from magncetic tane 1s required.
In co:abination with a high AGC output level to give
an cficciively wice bandwidth en 2ll tiic band pass

oi tones from tance is made

filters tne translacing

VeTy cosy.

Oiher Boxes

Although this papcr has been specifically
concerrned with blue-boxes there are in fuct other
mecans to deicat toll billing. This author has also
heard of brown-boxes, yellow boxes and black-
boxcs. These devices in effect defcat toll billing
from the- called party cnd by supzressing answer
supcrvision. An example of such is whcere the
calling party equipment will hold thec line open to
the called party who after tripping the ringing gen—
erator with a short duration of loop current can
then capacitively couple to the loop circuit. The
loop currcnt does not flow long enough to return
answcer supervision to the calling party. In the
end, the proper recorciang equipment connected to
the calling party line will produce comiplete dialing
inforination to contradict the toll billing computer
output. '
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