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Mr. Bapitro. When do you investigate the political views to f
331}1 %ox‘v t%ley propose to carry out their objectives, if there are aﬁ
diﬁ':x,r;towa,o; ganua’clons who want to carry out their objectives j}
Ml:. SeaTTUckK. Well, criminal congpiracies can be conducted wi
political overtones, but I think that the demonstration that would e
to be made by the investigative agency, in order to et the i11format£‘we\
1t was seeking, would l}ave to be similar to the dem%nstmtion it W0111(1)111\ (
have to make to a magistrate if it were an organized crime case. Th g
would have to be some showing that there was criminal activit'y ﬁ0e1e '
ing from the other, lawful activity of a particular group, and I thi“i:
that any lesser standard than that invites the kind of abuse of di o
tion that we see in many of these cases. S
Mr. Baprrro. Yes; but the point is in that case it would not be
against a total ban, as you indicated here, but where tlere is a )l‘obqbi(}‘
cause, 1t would be permitted, is that not so ? . probable
Mr. Smarrvor. That is right. (
Mr. Kastexyeigr. If there are no further questions, ¢ '
behalf of the committee I would like to express our gratitude to yoﬁ
both for the very lengthy but extraordinary helpful presentation. This
is the begn.nung of a series of hearings to&ay, which I anticipat.e will
lead to legislation within the subcommittee, and e may have reason
to again ask for your assistance at some po’int. wwon
ﬁnd.so I conclude today by expressing our thanks to you both. ]
adjoiLll‘llilI;%. concluded with today’s witnesses, the subcommittee is /

[ Whereupon, at 1:25 pan., the hearing was S je
call of the Do 2t p.m., g was recessed, subject to the

SURVEILLANCE

TUESDAY, FEBRUARY 18, 1975

U.S. Houst 0F REPRESENTATIVES,
SuscoanrrTEE ox Covrrs, Civin LARERTIES,
AND THE ADMINISTRATION OF JUSTICE
oF THE COMMITTEE ON THE J UDICIART,
Washington, 0.0,

The subcommittee met, pursnant to notice, at 10:10 a.m., in room
2141, Rayburn House Office Building, Hon. Robert W. Kastenmeicr
[chairman of the subcommittee] presiding.

Present: Representatives Iastenmeier, Drinan, and Pattison.

Also present: Bruce A. Lehman, counsel; Timothy A. Boges, pro-
fessional staff member; and Thomas T. Mooney, associate counsel,

Mr. Kastexakrer. The subcommittee will come to orvder.

This morning the subcommittee will continue its hearing on the
issue of surveillance techniques, concentrating today on the practices
of the Nation’s major telephone company, American Telephone &
Telegraph. We are very pleased to have three witnesses before the
subcommittee : Mr., H. W. William Caming, attorney for security mat-
ters for A.T. & T., Mr. Earl Connor, staff supervisor for security of
the Cheasapeake & Potomac Telephoune Co., an operating company of
AT. & T., and Mr. John E. Mack of Bell Laboratories.

Mr. Caming, of course, testified before this subcommittee last spring
regarding company policy on wiretapping and electronic surveillance.
At that time, Mr. Caming stated, “I wish to stress the singular impor-
tance the Bell System has always placed upon preserving the privacy
of telephone communications.”

Since that time, however, there have been a number of serious
allegations raised rvegarding the Bell System’s commitment to the
preservation of privacy and its practices in the area of surveillance.

First: It has been revealed that the Bell System randomly recorded
over 30 million phone calls between 1965 and 1970 in ovder to develop
a procedure to apprehend fraudulent callers.

Second : A former executive of the Southwestern Bell Telephone Co.
has charged that employees of that company commonly exchanged
wiretap information with Federal and State law_ enforcement per-
sonnel without a conrt order as required by title III of the Omnibus
Crime Control and Safe Streets Act of 1968.

Third : There was evidence presented during this committee’s recent
impeachment proceedings indicating that Bell System stafl directly
assisted in effecting 17 wiretaps against newsmen and White House

staff.
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Also: Testimony before this subcommittee at our last hearing: ind
cated that Bell System personnel have in the past delivered on reque

very revealing telephone toll records to investigators without any
legal process whatsoever.

Further: It has been established that the Bell System electronically '

monitored a room used for meetings of Communication Workers Unioy,

members. The subcommittee is releasing today documents supporting

this particular allegation.

Last: There are serious questions raised regarding pointed dis.

crepancies between past testimony before Congress of Bell Systen
officials and a number of these revealed practices. '

Hopefully many of these serious questions of veracity can he
answered for the record in today’s proceeding. Today’s testimony, as
I indicated the last time, will be taken under oath in order to estah-
lish the seriousness and credibility of these hearings. I would like to
now call the three witnesses forward.

I understand Mr. Caming has a short statement but I would like to
call Mr. Connor and Mr. Mack to come forward to join Mr. Caming,
if you would, at the table, as the three witnesses this morning. -

And, gentlemen, if you will stand and please raise your right hand.

Do you, Mr. Caming, Mr. Connor, and Mr. Mack, and each of you
solemnly swear that the testimony you are about to give this sub-
committee will be the whole truth and nothing but the truth, so help.
you God?

Mr. Canine. I do.

Mr. Coxnor. I do.

Mr. Mack. I do.

Mr. Kastenueier. You may be seated, and Mr. Caming, you may:

proceed, sir, with your statement.

TESTIMONY OF H. W. WILLIAM CAMING, ATTORNEY, GENERAL,
DEPARTMENTS, AMERICAN TELEPHONE & TELEGRAPH CO.; AC- -

COMPANIED BY JOHN E. MACK, DIRECTOR, SWITCHING ADMIN-
ISTRATION AND

STAFF SUPERVISOR, SECURITY, OF CHESAPEAKE & POTOMAC

TELEPHONE C0. OF WASHINGTON, D.C. A

Mr. Camine. Thank you. ‘

With your indulgence, I will keep Mr. Mack for the moment bac
here because I have a briefcase there.

I might say before initiating my statement, Mr. Kastenmeier, that
should any members of the subcommittee have any difficulty hearing:
me in the absence of microphones, I would greatly appreciate being
apprised of that, , ;

Mr. KasTENMEIER. Yes. It is unfortunate that the judiciary commi
tee is itself short handed electronically, paradoxical as that may b

Mr. Camrxe. I'would also like to make one more comment that w.
respect to the questions which. the chairman addressed himself
I will be very pleased to discuss each of those in depth subsequen
my statement,

MAINTENANCE SYSTEMS CENTER, BELL.
TELEPHONE LABORATORIES, NEW JERSEY; AND EARL CONNOR,

_ R
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As the chairman knows, the statement is just an opening framie of
reference for the inquiry of the subcommittee and to assist it.

© Mr. Kastexyerer. Mr. Caming, that will of course, be accept:
1 would hope we can develop it through a colloquy, through que
and through answers, and I should point out that we appreei:
peing here, and Mr. Connor and Mr. Mack and other official
short notice. You would have preferred, I believe, a longer perio
time in which to prepare your testimony, but you gracicusly :
to come today and the committee does appreciate that.

Mr. Camixe. Thank you very kindly. I might say that we did pre-
pare a statement that we feel will be complete, irrespective of the
short time which we had at our disposal.

I am William Caming, attorney in the general departi
American Telephone & Telegraph Co. My areas of primary v
bility have since 1965 and to date included from a legal standp
oversight of matters pertaining to industrial security and privac
they affect the Bell System. T might just say it is a pleasure to
with us today Mr. John E. Mack, who is the director of swi
administration and maintenance systems center at Bell Telepho
Laboratories, and with expertise in the flelds particularly of electros
toll fraud; and Mr. Barl Connor, the staff supervisor in charge of
security for the Chesapeake & Potomac Telephone Co., Washington.

It is a pleasure to appear before your subcommittee once again. I
wish to thank you for the opportunity to reaffirm the Bell System’s
dedication and commitment to privacy of communications; to delineate
again briefly our experiences with electronic surveillance, primarily
m the area of wiretapping; and to discuss those measures we employ
to combat the theft of telephone service by those clandestinely using
electronic toll fraud devices.

You may recall that during my prior appearance before this sub-
committee on April 26,1974, I reviewed in depth the manner in which
we safeguard privacy, and those statements are of equal efficacy
and validity today. I adverted to our lengstanding public espousal
of legislation that would make wiretapping as such illegal. We have
consistently said we strongly oppose any invasion of privacy of com-
munications by illegal wiretapping and accordingly welcome Federal
and State legislation designed to strengthen such privacy. This is still,
of course, our position.

T described, too, how all Bell System companies conduct a vigorous
program to ensure every reasonable precaution is taken to preserve
privacy of communications through physical protection of plant and
records and thorough instruction of employees.

I also mentioned how yellow pages directory advertising relating
to wiretapping. eavesdropping, and debugging has long been banned.

I explained, too, our concern for privacy and how it is reflected in
the manner in which we thoroughly investigate every incident of
alleged wiretapping, whether found by our employees in the course
of their work or through a customer’s request for a wiretap check.

I have also reviewed the limited assistance we provide to law en-
forcement authorities engaged in the execution of court-ordered wire-
taps, and to the Federal Bureau of Investigation in national security
cases involving hostile acts of a foreign power and the like, upon

£
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letter request personally signed by the Director of the Federal Burea,
of Investigation, or the Attorney General of the United States.

Because of its continued timeliness, with the subcommittee’s per
mission I would like to incorporate my statement of April 26, 1974
into my statement of today and for the convenience of the subcom
mittee, a copy of this statement is attached. e

Turning now to another area of the subcommittee’s initial inquiries,

the Bell System has traditionally and consistently and unequivocally
been concerned with the preservation of its customers’ privacy, We
firmly believe that whenever a communication is lawfully placed, itg

existence and contents must be afforded the full protection of the law

But when wrongdoers break into the telephone network and by nse
of an electronic device seize its circuits so that calls can be illegally
initiated—and the key word is initiated—we are faced with the form,.
dable problem of gathering evidence of such fraud for purposes of
prosecution and billing.

The Communications Act of 1934 imposes upon us the statutory
obligation and duty to prevent such thefts of service. In essence, the
act 1mposes upon each telephone company the duty to require all lisers
of its services to pay the lawful charges authorized by tariffs on file
with the appropriate regulatory bodies. No carrier may discriminate
under the law between its customers by granting preferential treat-
ment to any. Knowingly to allow those committing electronic toll
fraud to receive “free service” would constitute such discrimination
n our opinion. ,

Furthermore, each telephone company is enjoined, under pain of
criminal penalty, from neglecting or failing to maintain correct and
complete records and accounts of the movements of all traffic over its
facilities. Each carrier is also obliged to bill the Federal excise tax
on each long-distance call.

To put for a moment the matter of electronic toll frand into his-
torical perspective, in the early 1960’s a most ominous threat burst
upon the scene, the advent of the so-called black and blue boxes, the
first generation of a nwnber. It was immediately recognized that if

such fraud could be committed with impunity, losses of staggering

proportions would ensue. This threat continues at flood level today,
despite our constant vigilance and a large number of successful proSé-’
cutions over the past decade.

These devices are relatively inexpensive to make, and their use ha
grown at an alarming rate. We estimate blue boxes can be mass-pro-
duced at a cost of $25 to $50 per unit, and black boxes at a cost of
doll_ar or less. Our experience has shown that, among others, t
devices have a unique appeal to the criniinal element, whether it'h
member of organized crime or an unethical, unscrupulons busines
man. Not only may payment of the lawful telephone charges be
evaded, but often more importantly, any record of the communicatio:
made concealed. . N

Perhaps at this point some brief definitions would be helpft
black box is.operated by the called party, so that anyone calling th
particular number is not charged for the call. Contrai'iwisé, a bliijef
is operated by the calling party and, because of its small size
portability, can be hidden on the person and at any time used to pl
an illegal call from any teleplione to anywhere in the world.
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Thus, from the outset, these and similar electronic toll fraud d
have been matters of serious concern. Telephone service 8 oour o
product, and its wholesale theft results in losses ultimately borane t
the honest telephone user. ‘

Such crimes have never enjoyed the protection of the law, n
before nor after the passage of title IXT of the Federal Omnibus (
Control and Safe Streets Act in June 1968. A substantial numb;
distinguished courts, including several U.S. Civeuit Courts of A
have unequivocally held that persons stealing telephone sevvice
trespassing upon the telephone networlk place themselves outside
protection of section 805 of the Communications Act, and of title |
In these criminal cases, our entire process of gathering evidence
been subjected to close and thorough and repeated judicial
This jurisdictional oversight has continued to date, with
convictions and a number of peuding cases indicating the
which the courts at Federal and State levels have reviewed tels
company procedures for gathering such evidence. With virtual ¢
nimity, the courts have held that the methods used have been law
independent of cooperation with law enforcement authorities,
wholly in the public interest.

Tt should be stressed, too, that prosecution has been and continue:
to be the only effective deterrent. As to the specific methods employed
by the telephone companies to gather evidence of electronic toll fraud.
we have found that a minimum amount of recording of a limited
number of calls is indispensable, if a prosecution is to succeed.

Since the goods being stolen are the communication itself, for
example, by a blue box user, there is no alternative at this state of
the art, and I must emphasize that, but to malke a limited recording
of each illegal call, at least of the fraudulent dialing, ringing. anct
opening salutations for the following purposes : To identify the calling
party, who the criminal is, the user of the blue box, and others with
whom he may be acting in concert. Identification of the telephone line
from which the fraudulent calls are originating must be followed
by the more difficult identification of the specific individual making
the calls. This is of paramount importance 1f prosecution and proper
billing are to occur.

Establish the location from which the calls are originating. Most
blue boxes are portable devices, some as small as a package of cigarettes,
which are used by holding the device against the telephone mouth-
piece, without the necessity of a direct electrical connection, that is,
connecting by wiring into the telephone system, the telephone line.

Third, it is necessary to record the multifrequency tones being dialed,
key pulsed, by the blue box after the line is illegally seized. And lastly,
to determine whether the fraudulent call or a series of calls all being
made through one seizure, were completed by the called party
answering.

Distance as well as time is a factor in determining the proper billing
charge for a long distance call. It is, therefore, necessary to ascertain
each specific location called after the wrongdoer seizes the circuit.
Let us assume, for example, that a blue-box user places a call from
Washington, D.C. to the directory assistance operator at Chicago,
which is 319-555-1212. I mention, Mr. Kastenmeier, that this is a
small device. Tt is—well, I thiuk it is—if I can find the box, it is
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abont the size of a Marlboro cigarette pack, and they are even getting
= =}

31%1?1191: V;&nd to show the graphic comparison, I have taken the Liberty
of bringing one down, to show that we are talking about something
o

that is virtually able to fit into it.
Now, going on, by then emitting a specific tone from his blue box

device, which tone you can understandably recognize, e prefer not
to niention in public, the user seizes the line, disconnecting the operator
at Chicago, and he has the long distance circuit. Fe can then by press
ng a single button, and then dial a number such as my home numbel:
m Summit, N.J—T don’t know if you can hear that from here, but it is
duplicative of the tones that the operators themselves have. He ca
%1oaédfron¥\ Ithat pomt to any part of the country. He can also dial Zc%
I ?I;:Q M ;flc;.w’ Sydney, and other parts of the world. And this is
rl.:lhc nltimate destination of each blue-box call can, therefore, be
i\?sn;rnr:;nfcll o311y Tby. recording the multifrequency tones key pul’sed.
Jso. as lave pr eviously explained, after seizing the civeuit the blue-
box user can make not only one but a series of calls, terminating

say, to Sydney after 15 minute 1 im i ond &
A 2 _ s, and then he can immediately send a
call to Hawaii and follow that with a call to Durban, South Africa

Should such fraudulent calls be key pulsed, the location of cach
party called and the determination of whether each such call was C(;I(;’ll
pleted and answered can only be made through recording the (tell\ta,l-
tones. Unless the tones are recorded at thecvery moment th o
en}gted, they are, of course, lost forever. ey e
19513{115 1?1212;1&;?1118%01?% mmformation can be obtained by use of our
« 1o equipment, such as a peg count register, which is a
211111{16 electromechanical counting device that will count blue-box
C?‘llllgb;._ as tha?y‘ appear. Such equipment cannot identify the fraundulent
aller, nor record the multifrequency tones key pulsed after the blu
box tone is emitted, nor determine whether one or a series of fraudul e£ :
calls were dialed in succession, nor whether each such call \\(ms ¢ m
pleted, nor produce other necessary evidence. These esqe(ntifll (evi (l)m-
tla{Y\O 'elve'lﬁe_nts can only be adduced through 1’ecordirig. ) o
reactly concealed devices. Morsover, cebsmre of Hh Hoiee” e sl
! Y concea rices, 1 °, Selzure o > devi ,
m and of itself, establish that fraud ,by wire had ﬁgeglle(\zélcl(]algalglcﬁ Il;l(())E
. )

1) T '\T A v g
oy whom, nor the extent of the fraud. Nor can the automatic message
e

accounting equipment that normally obtains the information essentinl®

on il Tdt :
for billing purposes produce the necessary evidence of electronic toll .

frg\ud.

Most importantly, the limi recordi i

i’]‘vidence oflcalls illgg;'a.flillj? I}i;égg dTllficsoilsdI]iI;f wclglill?etl“lgpg(ﬁs ivc . gal‘r,helf
1e contents of the conversations ot ¢ APPING case, wiere

she conten (Esofc)ﬁetgl&l%%nzﬁé s&jlzns Ehemseh es are sought as evidence of -

@ C] t eft of telephone service itself >

Limited recording by the local telenhone company is done from

secure locations, admission to which is tightly controlled on a need{(’zm '

lm_ow basis. This is done to maximize the ‘protection of c(ustom(-ap-

privacy by preventing intrusion by unauthorized personnel .Thr

quarters are kept under lock and key when not in use O
To assure the privacy of lawful communications the telephone com:

panies first employ a series of investigatory Ineasures othell than voice

frouble ruled out, and all other investigative measures exhatstec
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recording to -carefully evaluate the accuracy of any preli:
indications of electronic toll fraud. Only when a reasonable suspi
of such fraud has been firmly established, the possibility of

the telephone companies engage in limited recording.

Nor does the recording begin uutil the caller’s blue box emi
to seize the line, the one you first heard. The recording is bri
usually includes the ensuing dialing of the multifrequene
the number being illicitly called after the line was seized. the en
ringing cycle of the call, and the opening salutations of
after the call is answered. Usually only 60 seconds or
sation is necessarily recorded. The equipment generally :
cut off automatically at the end of this recovding cycle.

Tn conclusion. we have shown that at best, detection of electro
+oll frand is difficult. We can only conjecture at the full scal
aubstantial revenue losses sustained by the telephone in :
customers. As in many criminal areas where detection is difficult,
instances of electronic toll fraud unearthed by the felephone c
panies represent merely that portion of the.iceberg visible to the cye.
The actual losses currently being sustained may be 10 or 20 times a3
great as our provable losses.

Tn none of the cases prosecuted, State or Federal, has any judge
ever subseribed to the thesis that the telephone companies do not have
the statutory obligation to collect, through limited recording, the
evidence necessary to identify those placing calls in an illegal manner.
To hold otherwise would in effect herald to the racketeer, the corrupt
husinessman, and all others that they have carte blanche to operate

with relative impunity.

The virtually unchecked use of electronic toll fraud devices which
would ensue if the threat of detection and prosecution is removed
would impose an overwhelming financial burden on the telephone in-
dustry and its honest customers, who would be required to underwrite
the entire cost of these depredations, ineluding the total loss of revenue
and the substantial expense of the circuits, facilities, and equipment
tied up by such illegal use. These losses would rapidly reach stagger-
ing proportions, soaring into the tens and hundreds of millions of
dollars and jeopardizing our very ability to provide telephone service
to this Nation.

T shall be most pleased to answer any of the subcommittee’s ques-
tions. '

[The prepared statement of Mr. Caming follows 1]

—

Py

STATEMENT oF H., W, WILLIAM CAMING, ATTORNEY, AMERICAN TELEPHONE &
TeLEGRAPH Co.

I am H. W. William Caming, Attorney in the General Departments of American
Telephone and Telegraph Company. My areas of primary responsibility have
sinee 1965 included, from a legal standpoint, oversight over matters pertaining
to industrial security and privacy as they affect the Bell System.

I wish to thank the Subcommittee for the opportunity to present the views of
the Bell System on privacy of comiunications and delineate our experiences
with eiectronic surveillance, principally in the area of wiretapping.

At the outset, I wish to stress the singular importance the Bell System has
always placed upon preserving the privacy of telephone communications. Such
privacy is a basic concept in our business. We believe that our customers have
an inherent right to feel that they can use the telephone with the same degree
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of priv, j i . i
ﬁdeglcg a‘(;sznflll(;zysgli,]ocﬁglwhgn tglklnlg face to face, Any undermining of thig co
- ¢ impair 5 ] : B
e vou ¥ 1 the usefulness and value of telephone com
ver t ¥ '
ac?o rdledtht?) grtegls, l?he Be,ll System las repeatedly urged that full protection ha - |
et o Lo nqu-gs ‘??Ilgé 31 privacy, and we have consistently endorsed Iegislatige‘ g
] ak rir bpig as such illegal. In 1966 in i 2 !
testified to this effect befor y Bl and again in 1967, we
€ E Y cfore the Senate Sub i 1ini e Broy
festif . b e the Senate committee on Administrativ )
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‘V 3 , E ] . H
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0;)’ ch‘sclosure or use of a wire communication. I uanthorized Huterception
. o > U g3 - 5 ! s
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ofn I . D 2 r duties of co i 3
cuzttilrlr:éli 'pll.lon'est and maintaining equipment, must of necessity Illll-?xl'itlf?ég c‘:%llts,
ni}ed thi; (1111113.511 gvgal‘ ‘1(5)'1 {)gtl tlhelfl normal job functions. W’e' Lave ‘:11“'.21}3"05:20"0’
cratt VLS 8 4 vorked hard and effectivel sure tha . 5
jize b h 0 ¥ to ensure that rarT,
tllﬂltus\i'(:l;l‘?i’leculbtomerb telephoge conversations do not oceur. We ;&ﬁézﬁggt A
i b done and are doing an excellent job in preserviie i ‘i
ephone commmuniecation. ' preserving privacy. i
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service, and the proportion of such individual lines is growing stead
inward dialing to PBX extensions, automatic testing equipment, and the
of direct distance dialing to person-to-person, collect and credit card calls
long distance calls from coin box telephones further contributes to te
privacy.
Beyond this, all Bell System Companies conduct a vig
every reasonable precaution is taken to preserve privacy ol
ihirougih physical protection of telephone plant and thorough
cuipleyees.
Our employees are selected,

OTOUS Progral: o ensurs

frained, and supervised with care.

adhere to Compainy rule
or disclosure of customer

tions. Violations ean lead, and indeed Liave led, to disc
In regard to our operating plaut, all of our premis
pguipmient and wiring and the plaut records of our

managenent personiel, to deny unauthorized persons ac
knowledge thereof. We have some 80,000 people whose daily w
are in the outxide plant. LThey are congtancly alert for unantl
ar indications that telephone terminals or equipment have
Teleplione cables are protected against infrusion. They a
cenerally filled with gas; any break in the cable sheath reduces t
qureand activates an alarn.

With tliese nmieasures and many others, we mainiain security at a hig
We are. of course, coucerned that as a result of teclinological develop
clandestine electronic monitoring of telephone lines by outside can be dc
today in a much more sophisticated munuer than has been heretofore possible.
Deviees, for example, now can pick up conve lons without being physically
connected to telephone lines. These devices must, liowever, generally Le in close
proximity to a teleplione line, and our persounel in their 1y work
ments are alert for signs of this type of wiretapping too. 1y indication of
irregularity is promptly and thoroughly investigated.

Our concern for the privacy of our customers is reflected too in the care with
which we investigate any suspicious circumstances and all custenier complaints
that tlheir lines are being wiretapped. Our Cempanies follow generally similar
operating procedures when an emiployee discovers a wiretap or eavesdropping
device on a telephone line. Each Company lhas established ground rules for the
emall number of these situations that occur, which take into consideration any
local statutory requirements. Most frequently, when our people find improper
wiring at a terminal, it is the result either of a record error or failure on the part
of our personnel to remove the wires associated with a discounected telephone.
Each of these cases is, liowever, carefully cliecked. In those few instances where
there is evidence of iiretapping, the employee discovering it is aequired to
inform his supervisor immediately, and a thorough investigation is undertaken
in every sucli case by competent security and plant forces.

In a small number of cases, a customer suspects a wiretap and asks for our
nssistance. Usually, these requests arise because ‘the customer hears what are
to him suspicious noises on his line. Hearing fragments of another conversation
dne to a defective cable, or tapping noises due to loose connections, or other
plant troubles are on occasion mistaken for wiretapping. Each Company has
established procedures for handling such requests. ‘Generally, the first step is

to Lave our craftsmen test the custonier’s line from the central office. In most
instances, these tests will disclose a plant trouble condition. In each such case,
the :trouble is promptly corrected and the customer informed there was no

o

wiretap.
In cases where no trouble is detected through testing the customer’s line, a

thorough physical inspection for evidence of a wiretap is made by trained
personnel at the customer’s premises and at all other locations wlere his cir-
cuitry might-be exposed to a wiretap. If no evidence of a wiretap is found,
the customer is so informed. Where evidence of a wiretap is found, the practice
generally is to report to law enforcement authorities any device found in the
course of the Company inspection, for the purposes of deterniining whether the
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would like to address myself to them, with the permission of the
Chair. Ll

Mr, KastexyEier. You may proceed, sir.

My, Carrxe. Fivst, I think as T mentioned in my statement, we have
to look at this in historical perspective so that you can appreciate the
problems that the telephone industry as a whole, including the Bell |
System, of course, faced.

First, the advent of the black and blue boxes in the early sixties,”

and I think the first one was found in the State of Washington a.é
the latter part of 1961, created a problem that we had never faced
hefore, one that jeopardized the very integrity of our billing system
and our ability to serve this Nation, and it was the fact that it could,
by seizing the Jine in various ways, cireumvent the billing equipment
so that the calls would not be chargeable, seize and control indefinitely
Hues and clog owr facilities accordingly.
At that time we recognized—and we can say this more confidently in
public in retrospect—that we had no immediate defense. This was a
breakthrough almost equivalent to the advent of gunpowder, where
the hordes of Genghis Khan faced problems of a new sort, or the
advent of the cannon.

To us the problem required an immediate course of action if the
public interest was to be protected. becanse it was feared that if these
devices, which I had shown, and I might just, so Mr. Drinan could
he aboard with the others, sir, with the indulgence of the Chair, since
T may allude to it again, just show you.

This is a Marlboro cigarette pack which I had mentioned earlier,
and this is one of the devices. and they are even smaller than this.
Tt has on the back—and I did not mention to the committee earlier,
an ability to transmit by placing it against the mouthpiece so that .
vou can carry this in your—in the poclcet. It is completely concealable,
and there are smaller ones. Then you take it out anywhere, any phone
in the world. You can be in Hong Kong, London, it will work just as
well, or in the United States, and usually, of course, our references
are wholly to the United States. The others were an unlearned state-
ment which my learned colleague, Mr. Mack, may correct. '

Can vou use these outside the United States?

Mr. Mack. No, techuically vou canuot. But the technique can be
worked outside of the United States, but you need different sequences
and frequencies. :

Mr. Caxrxe. But it is similar in principle ?

Mr. Mack. In principle, yes.

My, Camrxe. Thank you.

The point is you can just press this and that is all it needs to sei
the line because that specific tone is the tone on our equipment ‘wk
indicates to it the line is under the dominion of the operator, say, at .tk
toll center, and she is going to send a long-distance call through by ke;
pulsing, and then all vou do is pulse these through and it procee

Mr. Kasrexarerer. Mr. Caming, T would like to go into the que
of losses. .

Mr. Cayine. Surely. ;

Mr. KastenMEIER. | say this because at least one person has
serted, that in the Southwestern Bell Telephone Co. case, the cos
security personnel exceeded any losses attributable to the blue bo:
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\nything else in the region. And so the question is, what provable los
lo you have.

1 notice you have 270 cases, apparently, you have won, or that have
jeenn pursued, prosecuted, according to your testimony. What in fact
isthe loss over all of these years due to these mechanisms?

Mr. Caxxe. Sure, I will go into that, and then we will vevert back
s0 what we started on before I diverted myself, to produce the box for
fr. Drinan.

TWe estimate our provable annual losses, Bell System wide—and it

5 difficult to segment them by a particular location—in the order of 51
\pillion. But let me emphasize to you very graphically how undcler-
ltated that figure is. First, we, because of our concern for privacy, of
Lommunications, only record a limited number of calls. For example,
where was a gentleman who bore the sobriguet of Captain Crunch, who
for vears had been making a great many calls from all over. Ile was
(inally tracked down through various methods and necessary evidence
‘mthered. Now we only gathered a few calls in his case, and in those
lnstances, the calls were perhaps six in number for which he we
licted, yet we know definitely, and I think this is the norm, that prob-
Lbly thousands of calls were placed.
. To give you another order of magnitude, we understand the market
jprice today because we have been offered these devices in the under-
world, is close to between $2,500 and $3,500 for a device you cai make
for $25 to $50, and if you mass-produced it you could probably make
it for less.

This indicates the importance attached to it and the use placed of it.
e have found businessmen have been constantly using this to have
fheir salesmen call in or considering using it for that purpose, yet when
we prosecute, in order to minimize any intrusion on privacy of com-
nunications, we only take a few calls. And that is why 1 say that
even despite the constant threat—and we do prosecute every case that
re can, because we have found unless we do that there 1s no deterrent
| of effective measures—despite that, it is still at a flood level.

But our annual losses, to respond again, are in the order of, we esti-
Imate, $1 million, and it would be 10 or 20 times that at the least.
| M. Kastenareer. You say you prosecute every case you can. To date
4it is your testimony you have some 270 convictions, is that correct?

Mr. Camine. Yes.

Now, it must be borne in mind, just to clarify that, that the policy of
prosecution was not initiated for a period of time. We tried through
the preliminary equipment, scanning equipment I was adverting to
Larlier, to gain a measure of the magnitude of the fraud, and so we
\lave not really—iwe did not initiate during the 1960’s any but several
4hndmark cases such as the Hanna case, the Nolan case, the Beckley
iuse, D'Amato, and the like, and it was in the early 1970’s.

Now, detection second, is a very difficult process because of the port-
ihility, because it may be used from a number of sources, although we
ilave a large number of methods that we employ and we are getting
increasingly effective. It is still a problem, and as I say, 270. There have

Abeen over 1,000 boses picked up. That might be another statistic.

4 And then there are other devices. There is the cheese box, which is
Ioften used with a black box to interconnect two telephones. There is

Ithe so-called purple box or the red box which reflects the action of a

R7_9Q2—7R—nt, 1——15
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blue box by having the tones rather than the buttons, so that you just
can on a tape bring out the tone. fian

Mr. Kastenyeres. Mr. Caming, let me return to the Post-Dispately
report. I would like to deal with the 30 million telephone calls. Thege
were randomly recorded by electronic device, and of those, apparently
you had selected out 1.5 million of the 30 million which were randomly
recorded or screened in some sense, is that correct ?

Mr. Caxrxe. Yes. If I may, perhaps if I gave it to you in sequence
now it would be helpful. The answer to that 1s “yes.” As I said, we haq
the problem burst upon the scene, but we did “use some of the finest
minds that Bell Laboratories could muster on a task force to attempt to
obtain a first generation detector, something that could scan and give
us some idea of the magnitude of the problem because one of the qtﬁes‘
tions was do we have to redesign the entire nationwide telephone net-
work to put in a new signaling system, the costs of which would vary
in estimates from a quarter of a billion to a billion dollars, and many,
maluy years.

The second question was, in order to make an intelligent determina-
tion and to be able to justify it in the public interest, we had to have
statistics, and therefore we devised six experimental units which were
placed at representative cities. Two were placed in Los Angeles because
of not only activity in that area, but also different signaling arrange- |
ments, and one was placed in Miami, two were originally placed in New |
York, one shortly thereafter moving to Newark, N.J., and one was
placed in Detroit, and then about January 1967 moved to St. Louis.

Now, these were put in place not until about the end of 1964, and
that was still extremely speedy. It was not a novel breakthrough. We
used a great deal of standard equipment. . ‘

Now, the purposes were first to gather statistics of toll fraud, and it
was decided that the prosecution should not be undertaken except in
a few salient cases because it could alert the users and distort the
statistics that were the basis of the decision whether or not to modify
the network at a cost that would have to be borne ultimately by the
ratepayers, and with no assurance at all that if we did modify it, that |
that in turn would not be overcome, too, by a different signaling |
system. '

Second, we felt that we could obtain some ideas of the number who
were committing it in these particular representative systems, only '
outgoing direct distance dialed calls going through the switching |
machines were scanned. Now, the way they were scanned is very simple |
to wnderstand because—I have a fair grasp of it. There were in each |
of these locations a hundred trunks selected out of a large number, and ‘]

|

the equipment which was logic equipment, would select a call. There
were five temporary scanners which would pick up a call and look ;
it with this logic equipment and determine whether or not 1t had the
proper direct current supervisory signals, whether, for example, th e
was return answer supervision. ,

When we have a call, we have a supervisory signal that goes to and
activates the billing equipment which usually we call return answ
supervision. That starts the billing process and legitimatizes the.
and if you find voice conversation without any return answer sig W,
and that is what it was looking for, it is an indication, a strong indica-

tion of a possible black box that the caller called ins and if,
ple, you heard the tell-tone, blue box tone—and remember, this
generation development—this was a very strong indication of il
Decause that tone has no normal presence upon our nuetwvor
point.

Now, all this equipment did was look at thesc calls. This
at these locations was not within the dominion, control,
penetrate, of the local company. It was in locked cabine
automatically done. I lnow at least in one or two locations tli
at the time, it was actually behind fences within the plant centra
fice. So you would have to really penetrate that, too.

And the equipment then would determine whether there was a p
Jiminary indication of illegality, either the lack of voice ot

Then we had another problem, particularly on black box calls,
were most prevalent at first, and were very easily concealable
called end—and as I say, these can be made for less than a doll:
without really any great mass-production development. e
then be able to discern the extent of thie problem in this regard.

Now, what happened when there was a preliminary imcication, anc
remember, we had to make a decision, how long do we observe, in order
to determine preliminary indications, and we tried to do the minimum
possible. For example, with a black hox call it was, I think, 90 sec-
onds and then reduced to 60 seconds by the end of 1966, early 1967. In
o, blue box call it was first complete because of other reasons I will ad-
vert to, and then reduced to 5 minutes. '

Now. these calls—and I must indieate to you, were calls the signals of
which indicated abnormalities that would only be present normally if
there was a plant irregularity or a preliminary indication of 1llegality.
We were not looking at the contents of the calls to try to establish any-
thing else at that stage.

These calls were then selected by the equipment randomly, the scan-
ning was random, but it was specific selection on designated logic prin-
ciples of the particular call, and only then would they be transferred
over to a four-track recorder.

Now, this recorder was called a master recorder. It had a four-hour
capacity. All it did on the first track was dub in the 90 seconds or so of
recording of the call. That was taken aund scained and then later it
would be fitted together in the analysis bureau. A second track would
take the rest of the call if there was any, on a live basis, both the voice
and also the tones of the conversation, and any signals.

The third took care of the so-called supervisory signals, such as
direct current, the billing signals, and the like, and the fourth was a
time announcement machine that gave you the time in which the call
took place.

Now, what was done with this information? Whenever the reel was
completed at these five locations, remembering there are six units, no
more than five locations at any one time, and that is all, it was then ac-
cossed after an audible signal, and the reel removed by one of two local
plant supervisors, who were very carefully selected, and they were the
only two that had access from the local company, merely for the pur-
pose of putting it in a container and sending it by registered mail to an
analysis bureau we established in New Yorlk City under the supervi-

WORLQ
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sion of A.T. & T. to insure that the maximum privacy would be. given
‘give

to this, o that no one in the local companies even had access to. thess

random calls which were outgoing DDD calls.

At the bureau there was first a very small group Workinglon it. Theé

were in a single room closely supervised, working together, using equ;
ment such as some of our traffic sel‘vic,e positign :?nd otrl,lgflélgrr?qﬁip-
equpiment, to analyze these calls. There was a preliminary angl G
made first before there was even a further analysis, to weed out an yes o,
cept those that gave very strong indications [that] of illegalit ff
’_fimre \{'aso any doubt about illegality, the calls were immed?dtelg ’de-
; 1‘1 e(z)lbteltnﬂkuolf ti(fts were so vigorous that we winnowed out almost the
I{einsinber: no one has seen these at all.
Y(?i'[li .? Kasrexaremer. You had 1.5 million of these transferred to N ew
My, Canrrxe. Exactly, 1.5 to 1.8 million, somewhere in that order I
aut not sure of the exact figures now, but in that order. o
_ They were then the ones that were examined. They came from thes
five locations, on]y. They had not been seen or not been heard by qne
hwuman ear until they reached the analysis bureau. > ’ y
Now, at the analysis burean they were subject to rigorous tests to
attempt to determine whether they were illegalin fact.
Mr. Kastexurrer. How many of these were illegal in fact?

My, Camaxe. Well, let us put it this way. It is hard to determine
under our regular standards whether or not there may have been
more calls with indications of illegality, but we had at least 25,000
cases of known illegality, and we projected for example in 1966 Wl,lich
was the early stage when toll fraud was just getting underwa’y that
we\lflad i)n the order of 350,000 calls nationwide. ° ’ ~

Mr. Kastexmrier. The 25,000 calls you referred \
directly attributable to the analysis of the 1.5 to 1.8 millicfl:.) ? mere they

Mr. Carine. Yes, they were, but these were only preliminary indi-
cations of illegality. Now, more than 60 percent of those were almost
completely winnowed out at once because we had only recorded very
limitedly on the black box, that is, voice without any return answer
supervisory signal. - o :

Now, there are many other types of telephone calls where thereis no
real privacy problem as far as overhearing the customer-to-customer
conversation. That fell within that group, and let me name some of
them because I think it is a very valuable insight to assure you that
th}s type of equipment in no sense constituted a threat to prlvacy

The calls were intercept calls, calls to intercept, calls to a vacant
number where they would be routed, and calls where you had what we
would call free line service. If you called a plant repair office to report
your telephone needed some adjustment, or calls to a business:office
bureau to order an extension telephone. - ' i

I have a list of them, and just to be complete, I will just adver
tha.t.li I may. And then the other would be in thearea of service irree-.
ularities or plant trouble. Now we estimate of that group, for examp té, :,
only something like the minute fraction of 0.006 percent were really in.
the service irregularity group. Would that be generally correct? .

My. Macx. Certainly less than a half percent. L
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Mr. Camine. Certainly less than a half percent.

Mr. XasteNaerer. Is this random monitoring program still in cf
Mr. Camixe. No.

Mr. Kastexyrize. When was it terminated ?

Mr. Camixe. It was terminated, Mr, I{astenmeler, j

we had the capability of developing the second generation, s
in computer technique and knowledge. In May 1, 1970, we hac
down fully although we were tapering off before that, and th
we did that is, we developed a second generation, which was o
poards from the very first, of an effort to develop that which is ©
sophisticated equipment. It did not rvequire voice record:
moment we had something that would permit scanning
wo terminated the other. It has given us broader cov
fore, we did terminate as of May 1, 1970.

Mr. KastexMerer. Is it your view that the program, if conducted
today, would be legal pursuant to law?

AT, Canmive. I think there is no question that the program
now—when I say then, from the beginning, prior to the
the Crime Contrcl Act, clearly was not violative of sectl
subsequent thereto in no way violated scction 23(11) (2) (1)
which speaks about service observing or random monitoring.

Mr. Kasrexyeier, Right.

Mr. Canrxe. That proviso states, as yon are well aware, that serv
ice observing or random monitoring, using those terms synonymously,
and I can point that out, is not to be used except for service quality con-
trol or mechanical check purposes.

Mr. Kastexdrrier. Title 18, United States Code, section 2511, subsec-
tion 2(a) reads in part as follows, “provided that said communica-
tion common carriers shall not utilize service observing or random
monitoring, except for mechanical or service quality control chec 1.7

T would submit to you that the practice that you followed between
1965 and 1970 is outside of that, and as a result 1s not legal.

Mr. Caxrxe. With due respect to the chairman’s request for con-
sideration, may I addvess myself to that?

Mr. Kasrenaeier. Well, yes, of course.

Mr. Canxe. I take it yours was a question.

Mr. KASTENMEIER. Yes. ]

Mr. Carrixe. Fivst, of course, as T pointed out to you, one of the basic
purposes of this entire scanning program is its close confinement to a
handful of people, its use only for information, and not—the contents
were not used. It was purely to give us preliminary indications of the
specific character of specific calls, which had appeared to be illegally
placed.

We are not talking about lawful calls with unlawful content.

Mr, KasTENMEER, With what you said, I agree. I understand the
purpose.

Mr. Caming. Fine.

Now, second, if T may address myself to the question of the Chair

after that preparatory language. I personally am very familiar, coln-
cidentally, with the proviso because I was involved in the legislative
history preparation of it, and in following that,as you can well under-
stand at that time, the legislative history’s landmark decision appears
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%1 SSeé}aLetRep?ljt No. 1097 of the Committee of the Judiciary of ¢} Now, if I may go on, there are a few words that may help. &
U le;lta e,tx(x ncl;) was d%b@d April 29,1968, during the consider&tiogn sroviso came into being, by the way, as an afterthought. 1t was put1
o e 8 er stages by the Senate of the bill that became the Crime Cop. 1 understand, at the request of several of the telephone unions to a

Now. i lookine . o P | that service observing was not used for what we would call ¢
oot til 00 xln}gl at the proviso—and I might say that it is our ip. visory observing” purposes, that is, on a position of an employe
00‘111111it;t on, decl I think I can establish to the satisfaction of the Sir, the Senate report did say that further provides scction
qomm }elefavn permit me to assure you that if there had been an sorry paragraph 2(a), that 1s after saying existing law shall pr
loubt whatever, we would never have continued this practice at t} on toll fraud—if I may read just a little further. Further 1
time. I thinlk that goes without question. 1at i ] -

T mioht al thot about the service observing or random monitoring. “Service o ing
11ght also say that up unti - o Cri i ‘inci ity : ocedure used by these car for
2 Tares hmbon Jof a1 L‘t ,t l~the passage of the Crime Control At i the principal quality control procedure used b_\/‘ these carriers 10
havine aff : of circuit court cases and the U.S. Supreme Copyf | Mptaning and improving the quality of telephone service. Such ob-

aving affirmed in the Sugden case and denied cert in the Hanna case, serving is done by employees known us ‘Service Observ FRN)

h‘a(] upheld our practices as lawful and not violative of section 605 | srovision, the proviso, was inserted to insure that service ¢
f[lu\g 1s prior to the passage of the Crime Control Act. . will not be used for any purpose other than mechanical anc

'1‘11.6 courts have since then repeatedly scrutinized. Now, it is ! qualify control.”
position, based upon what I would like to say, that service ’observimy I would also say, Mr. Drinan, in retrospect, despite what
and random mouitoring are interchangeable s},’nonylnous terms Tlr}% was C\rystal—clear*l%lngua.g&—and that is we said is know as *
service observing is random monitoring, as we use that term in tlﬁe ohservers” and it is only to apply to that—it seems to have ¢
111.C1115.t'1‘}', and T refer to page 98 which also appears at 2 U.S. Con- move confusion that clarification. o
gressional and Administrative News, 1968, at page 2182. Mr. Drrxax. It demonstrates we should not allow telephone lobby-
. It states, “paragraph 2(a) provides that it shall not be unlawful jsts to put in things as an afterthought.
for an operator of a switchboard or employee of the telephone co . | My. Camrxe. It was not a lobbyist, but merely a respectful con-
pany to intercept, disclose, or use wire communications in the normxgi ' sideration of the Congress, and it does demenstrate that too, but cer-

course of tll_ell" employment, while engaged in any activity which i tainly it was our position in view of this—and let me, may I go one
a necessary incident to the rendition of service or the protection of th: step further, as to this process, because there is another aspect of this
rights or property of the carrier.” It is intended to reflect existing law problem in addition to the legislative history.

The United States v. Beckley, a case that I handled in the dibstll*ict. M. K astexyerer. Incidentally, Mr. Caming, let me only mterrupt
courts of Georgia, as far as the telephone company’s aspect, which to say that I would like to move on from this point, but at best there
clearly held that our course of conduct in recording was prO}’)er and is a great deal of ambiguity in section 9511(2) (a). Notwithstanding

that those who were illegally placing calls were not entitled to the | the Senate legislative history—and that is not clear in and of itself—
protectiou of section 605 of the Communications Act. one has to look at the context in which the entire section was written.

Mr. Drixax. Mr. Chairman, may I intervene here and go back? At the very best there is ambiguity. T would say a precise reading of
5 o the cases you have cited indicates that they weve not based on rancom

yDldvyou say that service observing and random monitoring are . i
syl_:puymous in the statute? e recordings. For example, the Beckley case did not involve rancdom
Mr. Casrrxe. I did, sir. recording. Frankly, I did assume that in 1970 you discontinued the

Mr. 1DRINA-N. Then why were both terms included? And you in- practice because you did not think it conformed with the 1968 statute.
dicated you had something to do with drawing up this particular - M. Canmrxe. That is categorically, sir
statute in 19687 Is it just absolutely superfluous? Could we just ééi.y | Mr. Kasrexaerer. That was just an assumption.
you cannot utilize service observing, and just eliminate random | Mr. Camrxe That is categorically not the case. We did it as soon
n10}11t01'111g2 i as we had voice recording. If we had any doubt at all—I'm sorry, as

M. Carrine. Yes. L soon as we had voice recording capability eliminated, if we had any

Mr. Drixvaw. Well, you included it. You insisted, I imagine, that doubt at all, we could have done it in June of 1968. We were not at
that language be there. Why did you want it to be redundant? that time prosecuting, and we were advanced in our second generation.

Mr. Camrng. The reason we did at the time—and in hindsight. it There was no question. This never became a problem.
may not have been clarifying—it’s hopeful it was c]arifymai’-tﬂ 1t As I mentioned in this legislative history, which I adverted to, it
frequently in service observing—and I'm talking about official se states specifically that it refers solely to service observing, as done by
observing of a statistical, anonymous nature—sis used the term & service observers. And that is the term of art known in the industry.
dom monitoring”. Tt is so frequently used, in our use of it—and it And there is another point there, if T may just very briefly touch on
been over the years by our officials in describing it. o it.

For example, in 1966 Herbert Kertz in September 1966, appe This is not random monitoring. The recording, the scanning and

before the Congress, the Long committee, and again in 1967. In both testing initially done of the 30-odd million calls was random monitor-
cases the stress was on the random monitoring character of service

. ing. It was done at random, picking calls, eacl of five units having 20
observing. trunks under its dominion of outgoing DDD calls, but when there was
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recording, it was done only in specific cases where there wag
liminary indication to the mechanical equipment that this Wa;, o
illegally placed call, and recording was limited to that, and the o
have since, as well as before, upheld this as nonrandom nlonithu‘r‘ts k
where it is on a specific indication of fraud. g,

And, for example, in Milwaukee recently
DelLeuw case, the Federal district court itself stated that the
recording was in those instances where a blue box frequenc Ly
applied thereto, and it was nonrandom monitorine sanctioned% \?S
section 25 (11) (2) (a) because it was only in cases ofcspeciﬁc indicat?éﬁi

aud Las

¥

plant-testing equipment we use for purposes of detecting fr
over the years been uniformly accepted by the courts, and It
the Congress, as being in the ordinary course of business, thevef
is excluded from the term device, so for those three reasons—

Mr. Kasrenaemer. Well, Mr. Caming, you have a case, or
which give judicial approval to this particular moniter
from beginning to end. We would be very happy to receiy
not know if there may be such things. I am not aware of them.

Mr. Casrixe. Certainly. There are a host of cases that have appr

the United States v

?]i l}le%'allty, and the only calls that were recorded for analysis wepe
108 where there were those specific indications. e

There were ims3
“her many other cases of a similar ‘¢ whicl :
position. & lar nature which took this

’{‘}111‘(1, and perhaps
Alr. Kasrexarrer. T think I would be less i i
. ; 2. s likely to argue with v
(innthls p101n_t except for your concession that ’rhevoriginﬁl 30 milll}igg
.fz ,s1.'i}vel|e, in fact, cases of random monitoring. Even though yvoy
describe them as essentially electronic, they were not ordinarily acees
mb%e é‘lo‘p]llone company personnel. yacees
L think, technically, this was random monitoring
think, technicall, $ was ra and at les
ngl?; tdollnli Fo Ithev ialcle of the statute is forbidden. Thi§ ,art of ranc%;if
observ;_ug.g, would say, may be a different character than service
Mr. Cadrve. May T address myself to that ?
I\Hll IEASTENZ\[EIER. Yes.
AT, Usaineg. I think I could say something that is v i
] MING C € NIng that 1s very opposite.
cS‘_ectl(?n 2{:,10(-}) of the Crime Control Act provides thaz t]?(? t911‘1(131
mtercept” 1is defined as the aural acquisition—A-u-r-a-]—
ac%}il.smon of the contents by use of a device. ‘
s requires, according to the interpretation, for exam
’ £ X¢ )le- b 4
?upwme Court recently in a Pen Register cas,e, the hul%)an/ egu'ﬂ’gg
tis“tm" and that is exactly our point. I could not have said it better
‘;{‘IS O}fmtlhchélosayﬁ{:, Mr. ﬁ(alstenmeler, that the random monitoring
va e million, and those calls, as I hav ' '
hst&ened to by the human ear. 88 1 havo stressed, wero nof
Accordingly, they were not within the aural acquisiti
Accordimngly, they we al acquusition, and there-
fore are not within title IIT of the Crime Control Act. There is no
?ﬁiit}ggﬁvlgétev.e1jtz}-b011t thémt}.) T}l;e [{S Supreme Court has held that,
hat aural acquisition must be by the e ar '
of ohor sases y ar, and there are also a host
. Now, in addition, there is one other last point. This is
ll.nu.st respectfully state that I do not wish to seem to be throwine
% 111}fgsmaround, but it is a very complicated statute, and T am not sure
ailzcll tt:flallenbmrtl:y ye_a;‘s of studyﬁlg 11t), really understand all of the nuances,
est point was one Mr. Drinan pointed o a id mor
to ](:3onfuse than to clarify. P ut, that we dld o
ut section 2510(5) defines the term “device.” and ; :
.~ Bu ) ; 1t must be borne
m mind that as T mentioned 2510(4) defines int’ercept as aural acquisi-
tion and also not only by the ear but with the use of 4 device. and
excluded from the term device is equipment used oh
company in the ordinary course of its business, and certainly any

a very—and

by the telephone

om

o

of the type of recording we do, and I think I have discussed a 1
of them with Mr. Lehman in the past, and I know the Congre
Library called me Friday, and I gave them some 15 casges or mor
for those reasons we were firmly of the opinion—and I thinle it
ful to the committee to know what our opinion was—that
those three reasons: One, it was not aural acquisition; two, th
does not apply except to service observing; and three, it was
equipment which is used by the telephone company in tl ;
conrse of its business and therefore excluded from the term device.
[The material referred to follows:]
AMERICAN TELEPTONE & Trorecrarir Co.,
New York, ¥N.Y., March 18,1975,

Bruce Lemaax, Esq.,

Majority Counsel, Subcommitiee on Courts, Civil Liberties and fhe Adninisira-
tion of Justice, Committee on the Judiciary, Rayburn House Office Building,
Washington, D.C.

Dear MR, LEEMAN : In accordance with Mr. Kastenmeier’'s suggesticu, I am
enclosing for your information a list of citations of representative judicial
decisions upholding the lawfuluess of the methods employed by Bell System Com-
panies (including limited recording) in gathering evidence, for billing and prose-
cntory purposes, of the commission of electronic toll fraud, accomplished through
the use of devices such as the so-called black and blue boxes. These cases span
a period from the mid-Sixties to tlie present. They uniformly hold that the
illegal “placing” of calls through the use of these devices was 1ot protected, either
under § 603 of the Communications Act of 1934 or under the Federal Omnibus
Crime Control and Safe Streets Act of June 1968.

The Courts have stated that the Communications Act imposes upon common
carriers the statutory obligation to prevent such thefts of service. In essence, all
users of telephone service must be required to pay the lawtul, tariff-prescribed
charges. No carrier may discriminate between its customners by granting prefer-
ential treatment to any. Kuowingly to allow those committing electronic toll fraud
to receive “free service” would constitute such discrimination and be violative of
the earrier’s statutory duties. [See §§ 202, 203(c) of 47 U.S.C.] Turther, each
teleplione company is enjoined, under pain of criminal penalty, from neglectiug
or failing to maintain correct and complete records and accounts of the move-
ments of all traffic over its facilities. [§ 228 0f 47 U.8.C.]

These cases are illustrative of the judicial holdings at federal and state level
to the effect that such crimes have never enjoyed the protection of the law,
neither before nor after the passage of Title III of the Federal Omnibus Crime
Control Act. A substantial number of distinguished courts, including several
TUnited States Circuit Courts of Appeals, have uniformmly held that persons
stealing telephone service by trespassing upon the telephone network place them-
selves outside the protection of § 605 of the Communications Aet and of Title ITT.

In these criminal cases, the telephone companies’ methods of gathering evi-
dence has been subjected to close and thorough judicial scrutiny and oversight.
With virtually unanimity, the courts have held that the methods used have been
lawful, independent of cooperation with law enforcement authorities in the
evidence-gathering stage, and wholly in the public interest. Further, such evi-
dence gathering was not violative of the Fourth Amendment or other constitu-
tional strictures.




228

These cases are to be associated wi he Statem n’ i
hest ; / rith and are supportive of
I presented in behalf of the Bell System to the Subcommittete %nth)ilr?s(tCt‘i%
o) Vi

Liberties, and the Administration of Justice of the House of Representatives
Ives

Committee on the Judiciary on February 18, 1675

I . .
Should you have any questions with respect to the foregoing, I shall be pleg ‘('1'
’ 4 Se

to discuss them with you.
Sincerely,
H. W. WicriaM CAMING,

Enclosure. Attorney,

CrrarioN » RE ¢ y

'1'11130‘\\1 f: 'rgrro Iix:zgiiig i;ATnE J}ADICIAL Drcisions UPHOLDING THE LEGALITY 9
7 MET ED BY ASSOCIATED OPERATING C N X v

e riLobs T ED B : RATING COMPANIES OF THE Bp
SYsTE) ¥ CER JIVIDENCE (INCLUDING LIMIT osEeL

: 2 MITED RECORDING), F [
TORY AND BILLING PURPOSES, OF T e e RosECy
D F THE COMMISSION OF IELECH -
THROUGH THE USE or S ’ ¢ BoxEs o Ones Brom

ISE OF S0-CALLED BLUE AN ; < oy
HROUG Brue AXp BLACK BoxEs or OTHER ELECcTRONIO

United States v. Sugd 26 I, 2 i 55
’ e T gden, 226 T. 2d 281 (9th Cir. 1955), aff’d per curiam, 351 U.§,
nited States v. Beckley, 259 T Su 567 3
it cs v. v, 259 . Supp. 567 (N.D. Ga. 196
ngmf fz‘-g,ref V. fIamuz, 260 . Supp. 430 (S.D. Fla. 1;):36) aff’d up XS
_T.2d405 (5th Cir, 1968), cert. denied 394 U.S. 1015 (1969) ) pon Tl 404
%)} ({;ui;nq\f. tbmted States, 382 F. 2d 607 (10th Cir. 1967)
nite tates v. Kane, 450 Tt 7 5 ir. 197
(1972;L Iane, 450 T, 28 77 (5th Cir. 1971), cert. denied, 405 U7.S. 934
Nolan v. United Stat 23 T th Ci n
I oy ttes, 423 T, 2d 1031 (10th Cir. 1970), cert. denied, 400 U.S. 848
Zubis v. United States, 384 . 2d 643 (S i 7
Bud 8, . 2d G th Cir. 1967)
United States v. McDaniel, unre o
] s V. . ported Memor, isi 9 i 7
- copy of which is attached, distinguishing Buu;;lgl?ll)llne: Decision (9th Cir. 1974),
Tnited States v. Bawter, 495 T. 24 150, 166-67 (9th Cir. 1973)
Kalz v. United States, 389 U.S. 347, 352 (1967) o
%v'zu:trle?.g v. MeDowell, 256 U.S. 465 (1921)
United States v. Shal, 371 . Supp. 1170 (W.D 74
Z{m_.te(l States v. Freeman, 373 F. Supp. 50( (S. Dfi?ldlg‘ﬁ?})
Z/jn_ted States v. DeLeeuw, 368 F. Supp. 426 (ED W’isc 1974)
l(émfed ;S-’tm‘.es V. Jaworski, 343 F. Supp. 406 (D, Minn. i97?.)
c?p'le Y. G:arbe-r, 275 Cal. App. 2d 119, 80 Cal. Rptr. 214 (Ct. A 1st Di §
cert. denied, 402 U.S. 981 (1971) - pD ISt ISt 1969),

Tae LiBRARY OF CONGRESS,
CONGRE%S710NAL RESEARCH SERVICE
. Vashington, D.C., March 3, 1975
To : House Judiciary Committe i ‘ D Harelh 5 195
e, Att :
Ié"r(l))m : tAmericﬂn Law Division. ention s Bruce Lehman.
ubject: The Legality of Telephone Com {onitori i ‘
o e e gty of §25£(2) A (i)I.)any Monitoring for Anti-Fraud P
This memorandum is in res )
Lis me y ponse to your request and our subse
ggngg;;zltltégxe] Z\(')l:j;)?lllily y;)n% nr'(;qu'este%l a legal memorandum discusss?ll;gutthge}glg)gloilé;
elephione | o itoring for anti-fra 'pOS isclo ;
Louis Post-Dispatch article of February 2, 19751.1(1 priposes as disclosed by & 3

ur-

A. THE TELEPHONE COMPANY’S MONITORING

According to the newspa i i i
2 1 'spaper article and testimony of M. H. W. Willi 11~
21;;,1 é&tt?el;lgi é(z)l;l ;%?%'}cgilnL%eletghone and. Telegraph Compaﬁy i)gfvolg}au}clllllecéllﬁ-
: e 0 , Civil Liberties and the Administration of If i Dy
ary 18, 1975, the telephone com I i O e o e :
3 , the pany monitored nearly thirty million 1 istance"
phone calls during the six year period from 1964 70, During gng<d1stance
time the plione cémpany monitored onl outgos -t0_1940. Diring this periodaf
S outgoing, direct dist i s 1
five cities. In each of these locations sy or mk 1 AR P
. 3 1-trunk lines outof a
large number. Scanners would then pi  p 2 Trere Solected ou ok e
I 8 pick up a call and look at it wit i 7
ment in order to ‘mine i i et S
o determine if the call had the proper direct current su%ervisdry'
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This supervisory signal goes to and activates. the company's billing equipn
and it there is a voice conversation without this signal there is a
tion of a possible fraudulent long-distance call. The phone company ate
gtated that these calls nvere selected by the eqguipuelt randomly. Th
wag done at random, sput it was specific selection on designated logic
ol the particular call”” When there was a preliminary indieation to
cal equipment that there was an illegally placed call, the call would be
to a tape-recorder.

As reported in the newspaper, the recorder would recox:
entire content ot the call. Approximately 1.5 million of th
qncl sent to a central location to be analyzed by listening
However, fewer than 25,000 of these calls were considered to be
fraud, and during the first four years of this activity about 500 calls were
frmed as frandwlent. Thus it seems that a large number of nonk e
were monitored and recorded over a long pericd of thme by the p

B, TIIE LAW

During the period that the phene company was conducting its
ation, two federal statutes goverued wiretapping and electroni
Section 603 of title 47 was passed by Congress in 1934 and read &
to June, 1968

“No person receiving or assisting in receiving, or transmitt
transmitting, any interstate or foreign counununication by wir
divulge or publish the existence, contents, substance, purport, ef
thereof, except through authorized channels of transmission or re
person other than the addressee, his agent, or attorney, or to a pe
or authorized to forward sueh communication to its destination, oz
accounting or distributing officers of the various communicating c:
wlich the communication may be passed, or to the master of a ship und
he is serving, or in response to a subpena issued by a court of competent
tion, or on demand of other lawiul autlority ; and no person not peing au
by the sender shall intercept any connmunication and divulge or publi
ence, contents, substance, purport, effect, or meaning of such intercepted -
nication to any person; and no persoun not beiug entitled thereto shall receive or
assist in receiving auny interstate or foreign communication by wire or radio and
use the same or any information fherein contained for his own benefit or for the
penefit of another not entitled thereto ; and no person having received such inter-
cepted communication or having become acquainted with the content bstance,
purport, effect, or meaning of the same or any part thereof, knowing that such
information was so obtained, shall divulge or publish the existence, confents,
substance, purport, effect, or meaning of the same or any part therveot, or use the
same or any information therein contained for his own benefit or for the benefit
of another not entitled thereto: Provided, That this section shall not apply to the
receiving, divulging, publishing, or utilizing tlie contents of auny radio communi-
cation broadcast, or transmitted by amateurs or others for the use of the geneval
publie, or relating to ships in distress.”

In June, 1968, Congress passed the Ommibus Crime Control and &
Act of 1968, 82 Stat. 197 (1968). Title 1IT of that Act, 18 T.S.C. §§ 2510
generally made it a federal crine to intercept or attempt to intercept any wire
or oral comimnunication or to disclose or attempt to disclose or use information
obtained by an unlawful interception. Yeveral exceptions to this prohibition were
given in the statute including one that allows law enforcement officials to secure
a court order approving interceptions. Another exception is found in 18 T.8.C.
§ 2511 (2) (a) which states:

“Tt shall not be unlawful under this chapter for an operator or a switchboard,
or an officer, employee, or agent of any conminunication common carrier, whose
facilities are used in the transmission of a wire communication, to intercept, dis-
close, or use. that communication in tlie normal course of his employnient while
engaged in any activity swhich is a necessary incident to the rendition of his
service or to the protection of the rights or property of the carrier of such com-
munication : Provided, That said communication common carriers shall not uti-
lize service observing a random monitoring except for mechanical or service
quality control checks.”

Title IIT also amended Section 605 so that the prohibition of that section

became subject to 18 U.8.C. §§ 2510-2520,
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_Thg statutory language in section 605 does not grant an exception for (:Om}n
Inca_hm} _carriers or their employees. However, such an exception has been Creat:(i
p;r Judicial interpretation. One of the most significant cases on this point 4
United §tqtcs v. Sugden, 226 2d 281 (9th Cir. 1955), aff’d per curiam, 351' ¥ SS
%)16 nga(}). In Sugden, the defendant was indicted for conspiracy to violate t.h"
immigration laws. art of the evidence was obtained by a Federal Oommunic;le
tions Co.nmussion employee, who intercepted radio communications broadcasrz
over a licensed radio station by unlicensed operators. The defendant moved t
suppress the evidence, and the trial eourt was of the opinion that the eviclenco
was obtained in violation of Section 605 and granted the motion to suppresé ¢

On appeal the United States Court of Appeals reversed. "The appellate opini'on
starts by making an interesting distinetion :

“The govermuent must concede that if the facts were the same save that [the
:s;'o_vernnggut agent] had tapped the Sugden's telephone line and obtained the same
information without the Sugden’s consent as e did by monitoring the air w;ive-
rhex} the trial court’s rulings were correct. 226 F. 2d at 284.” b

The court went on to say that the purpose of Section 603 was to protect the
meaus of cm_nmunication, and the court held that this purpose would not sﬁp.
port an application of that section to an unlicensed operator. It seemed implicit
in the Act, the court said, that agents of the ¥.C.C. could make interceptiong in
order to enforee the Federal Communication Act.

“Therefore, we hold that as to private radio communications, . . . the voice
must be legally on the air; otherwise one who hears, . . . may make full dig-
c}osqra Giving the one who broadeasts without authority any protection under
bs(,j)tl(_)'l% 605 could not tend to protect the means of communications. 226 ¥. 9q
at 285.” -

AThe Sugden case was affirmed per curiam by the United States Supreme Court
with 3 Justices dissenting. However, the distinction made by the Ninth Circuit
bet\\'eep the protection given to a licensed operator and the protection given to
an unlicensed operator by Section 605 has been criticized. Note, 44 California
£1. ltile\" 603.t606 (19156) ; Note, 42 Virginia L. Rev. 400, 401 (1956). Also, the
Sugden court seemed to ignore the language in Nardone v. i / s,
DL, o Saemed £ guag tone v. United States, 802
R the plain words of § 605 forbid anyone, unless authorized by the sender
to intercept a telephone message, and direct in equally clear language that ‘no,
person’ shall divulge or publish the message . .. to ‘any person.’”

The Supreme Court in Nardone interpreted the phrase “no person” to include
fedel'_al officers, and the Court went on to say that “Congress may have thouglht it
less important that some offenders should go unwhipped of justice than that
officers sl}ould resort to methods . . . destructive of personal liberty.” 379 U.S..
at 383. If Section 605 applies to federal law enforcement officers it would also
seem to 111?1)15’ to communications carriers, although the Nardome court did not
(hs_cuss this point. Since the Supreme Court did not issue an opinion when it
affivmed Sugden the law is not clear.

Three federal courts of appeal have given the telephone company an exceptfion
to Section 605, however. Nolan v. United States, 423 F, 2d 1031 (7th Cir. 1969),
cert, denied, 400 U.S. S48 (1970) ; Hanne v. United States, 404 F. 2d 405 (5th
Cir. 1968), cert. denied, 394 U.S. 1015 (1969) ; Brandon v. United States, 382 F.
2d 607 (10th Cir. 1967) ; Bubis v. United States. 384 F. 2d 643 (9th Cir. 1967).

Ix} Bubis, the telephone company was investigating a situation in which a
denc:e was being used to enable the caller to circumvent the company’s record-
keeping equipment so as to avoid long distance charges. As a result of informa-
tion obtained by keeping a record of the member and duration of telephone. calls
made, the phone company connected automatic monitoring equipment to Bubis'

telephone line. This equipment monitored all of his incoming and outgoing tele-

phone calls over a three month period and tape-recorded the conversations of all’
such calls. The company notified the government that some of the recorded con-.
versations revealed gambling information and the tapes were subpoenaed. B
was convicted and appealed on the grounds that the district court erred in'd
ing his motion to suppress the evidence obtained.through the recordings. /

The Ninth Circuit Court of Appeals said that: G
. “To ap_ply the literal language [of § 605] to the foregoing circumstances, would,
in our view, reach an absurd result, contrary to common. sense and reasbnéble'
business practices. ... . It would mean that communications systems are pOWéi‘i
less to take reasonable measures to protect themselves and their properties

| federal wire fraud statute and the interstate gambling laws. Most of the

| tices on the part of the telephone company would tend io ewma
. tion of privacy Section 603 was intended to protect.”” 384 F. 2d at
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geainst the improper and illegal use of their facilities. We do not beli
the enacement of Section 603, or in any of the provisions of Title
intended to deprive communications systems of their fundamental v
reasonable measures to protect themselves and their properiies against the it
acts of a trespasser.

“YWhen a subscriber of a telephone systemn uses the system's
manner which reasonably justifies the teleplhone company’s belief th
ing lLis subscription rights, then he must be deemed to have ¢
company’s monitoring of his calls to an exteut reasonably necessary i
pany’s investigation. 334 If. 2d at 647.”

1A similar interpretation of Section 6035 is found in Brandon v. Uiiie .
250 T, Supp. 367 (N.D. Ga. 1965). The Bubi

supra, and United States v. Beckley, :
court went on to hold that the monitoring and tape-recording in the instant cas:
had continued for such a length of fime, after ample evidence of illegal use had
peent secured, that it was unreasonabie and unneces ' 1 i

The Hanne decision is a curious one, IHanna was charged with violation ¢

consisted of tape recordings whicl resulted from the monitoring of
phone lines hy the telephone company. The company had detected an unusuat con-
dition on a certain teleplhione line in Miami, and this condition was such ¢
Jicate that a device was used to circumvent the company’s toll equipie
suspected telephone number was subscribed to by Hanna. A phone company en-

. oineer confirmed the use of a “blue box" on Hanna’s line, and a company er-

ployee attached a tape recorder to the line in order to record the electronic
nals emanating from the “blue box.” The recorder operated ouly during the first
3545 seconds of all teleplione calls placed with the “blue box” during a 3 week
eriod.

: The defendant asked the trial court to suppress the evidence. This court refused,
rending into Section 605 “an implied right to monitor under certain conditions.”
260 F. Supp. 430, 433 (S.D. Fla. 1966). On appeal, the United States Court of
Appeals for the Fifth Circuit reversed the lower court in its first opinion pub-
lished at 393 F. 2d 700. The majority relied primarily on Nardone, supra, and
Bulis, supra, for the proposition that Section 605 did not imply a right to monitor
by the phone company. The court also rejected the suggestion that, by his illegal
use of the telephone company facilities, Hanna impliedly authorized the inter-
ception of any communication.

After rehearing the case, the Fifth Circuit issud its second opinion reported at
404 ¥. 24 405. This later opinion affirmed the lower court and was necessary, the
court explained, because the original opinion was in error as to the facts and the
law. In its second opinion, the court found that recording limited parts of tele-
phone conversations was necessary for the telephone company to comply with
the duties imposed by 47 U.S.C. § 220 and 26 U.S.C. § 4251, The Fifth Circuit also

| felt bound by the Sugden case.

“It must, therefore, be conceded that when the use of the communication fa-
cility itself is illegal, section 605 has no application, at least insofar as concerns
the person guilty of such illegal users [sic, uses]. Whatever we might otherwise
think, this Court is bound by the Sugden decision. 404 F. 2d at 408” (emphasis
added).

However, the court failed to distinguish Nardone, the case relied on by the court
in the first Hannae opinion.

The Hanne decision was appealed to thie United States Supreme Court, but
| certiorari was denied. 394 U.S. 1015 (1969). Justices Fortas and Douglas dis-
]sented. They would have granted certiorari to resolve the area of conflict be-
| tween Bubis and Hanna. By this time Congress had passed Section 2511:(2) (a) of
Title 18, and Justice Fortas wrote that it *“. . . is by no means clear that the new
statute would authorize this kind of conduct if a similar case occurred today.”

In Nolan, supra, the defendant attempted to suppress tape recordings obtained

1 by the telephone company as part of an investigation of illegal use of its long dis-

| tance lines. The Tenth Circuit held that the evidence was obtained legally under
Section 605. As to the senders of illegal calls, the Nolan court said that Section
05 ¢, . . was not intended as a refuge for the wrongdoer who uses the telephone
in a schenie to violate the wire fraud statute.” 423 ¥, 2d at 1031 (citing Brandon.
| and Sugden). With regard -to the recipients of illegal callg, the court relied on.
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I;I anna for the argument that the telephone company has the right to moni

lines in order to fulfill its statutory duty to detect toll fraud, The court als,
pointed out an alternative theory that there was an implied exception to the seco
ond clause of Section 6035. Of course, the fact that the Supreme Court denied th;,
petition of certiorari in Nolenw does not mean that the Court approved: thig
decision. S

It should be noted that in Hanna, Brandon, Beckley, and Nolan the defendantg
were using the telephone illegally, and the telephone company made tape 1'ec01'(f-
ings only of the illegal calls. None of these courts had to consider whether the
taping of an inmnocent phone call would be legal under Section 605, although'the
Bubis opinion seems to say that it would not. In each of these cases the phoue com-
pany lad evidence that a specific phione line was the source of fraudulent cally
prior to any tape-recordings. Also, none of these cases had to discuss the legaut'v
of random monitoring by the plione company. Thus it does not seem clear that
under Section 605 the phone company had the legal right to randomly monitor
all outgoing calls, tape-record all those calls that appeared to be fraudulent, in.
cluding the entire conversation, and then listen to the conversations to determine
if they were indeed fraudulent.

In 1968 Congress passed Section 2511 (2) (a). This section declared that it wonlg
not Le unlawful for a communieation common carrier employee to intercept a
communication in the normal course of his employment while engaged in an ac-
tivity necessary for the protection of the rights or property of the carrier. Hoyy-
ever, the statute also provides that the carriers shall not utilize “service observing
or random monitoring” except for mechanical or service control checks. The legi
islative history of this section does little to explain what is meant by random
monitoring. There is no House Report and the Senate Report says: ’

“Paragraph (2) (a) provides that it shall not be unlawful for any operator of a
switehboard or employees of a common carrier to intercept, disclose, or use
wire communications in the normal course of their employment while engaged
in any activity which is a necessary incident to the rendition of his service or the
protection of the rights or property of the carrier. It is intended to reflect exist-
ing law (United States v. Beckley, 259 T. Supp. 567 (D.C. Ga. 1865) ). Paragraph
(2) (a) further provides that communication common carriers shall not utilize
service observing or random monitoring except for mechanical or.service quality
control checks. Service observing is the principal quality control procedure used
by these carriers for maintaining and improving the quality of telephone service.
Such observing is done by employees known as service observers, and this provi-
sion was inserted to insure that service observing will not be used for any pur-
pose other than mechanical and service quality control. S. Rept. No. 1097 at 93,
90th Cong. 2d Sess. (1968).” I .

Beckley was not-a “blue box” or “black box” case. It involved a conspiracy .to
defraud the telephone company by an employee of the company and . others. The
court simply said, without citing any authority, that, “Section 605 does not pro-

hibit the telephone company from monitoring its own lines.” 259 ¥. Supp. at 571

One author has interpreted Section 2511(2) (a) to mean that the monitoring
must be random and it must be done to determine mechanical -or service quality

in the case of a communicaticn common carrier, “No monitoring for criminal.
misuse as such would De acceptable under this provision.” J. George, Constitu-:

tional Limitations on Evidence in Criminal Cases 158 (1973 ed.). . . AT, :

After diligent research no reported federal appellate court cases that interpret’
Seetion 2511(2) (a) ‘could be found. Three federal district court cases involying
this section hiave been reported. In United States v. Deleeuw, 368 ¥ Supp. 42
(BE.D. Wisc. 1974), the telephone company connected a dialed number: recorder
to the defendant’s telephone line. In addition, the company recorded: a one minute
conversation of the defendant whenever the mechanism was activated by a’blue
box” frequency. The defendant was indicted for fraud, and on his motion to sup-
press the evidence the court held that *. .. the action taken by the: ... )
pany in attaching-a .. . detector to the defandant subscriber’s line, wh
vice recorded . . . the conversations had on such line in only those ins

where a blue box’ frequency was actually applied thereto, constituted t_he:tylpg"of b
by

nonrandom monitoring for the protection of property which is sanctio
18 U.S.C. § 2511i(a) (i).” 368 F..Supp. at 428: . i i

On the basis of an analysis of a computer: printout it was suspected: the’
fendant Shah may have been using a “blue box.” The phone company monitored
Shah’s line and recorded the beginning portion of any conversation when the

“plue box” was used. Shah was charged with violating the wire fraud statute, and’

426
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on his motion to dismiss the court held that the phone company ha
ing that was not within the exception of 2511(2) (a). United States
1, Supp. 1170 (W.D. Pa. 1974).

In United States v. Freeman, 378 F. Supp. 50 (S.D. Ind. 1974),
pany, after receiving information from another phone company, i
recorder on defendant’s ex-wife’s telephone line. The monitor recorded the
splue box” on several occasions. The defendant made a motion to dism

v done notl

the court denied the motion. The trial judge said that the action taken
Lon

15

plione company was “the type of non-random and non-service control
for the protection of the utility’s property which is contemplated by
§2611(2) (a) (1), . . . .7 373 F. Supp. at 52.

Obviously, none of these cases have sanctioned the widespread use
monitoring by the phone company. Like the cases decided under Section
of these recent cases involved the monitoring of a specific telephone 2.
tion as to whetler the random monitoring as reported in the newspape
violation of Section 2511 remains unanssered.

Section 2511(2) (a) (i) specifically states that the telephone compa
pot utilize . . . random lponitoring except for mechanical or service qual
trol checks.” It would seem that the random monitoring conducted by the co
after the Omnibus Crime Control and Safe Streets Act took effect wag
proviso of Section 2511(2) (a) (i). The term random wonitoring is noi
by he Act. Although the phone company has argued that “randem meon
Las a technical meaning, it is a general rule that a statute must be int
by its plain and common meaning. See, Rathburn v. United States, 355 1
109 (1957). As the Supreme Court has said, in speaking of Section 803, -
tions designed to defeat the plain meaning of the statute will not be counte-
nanced.” Benanti v. United States, 355, U.S. 96,100 (1957).

Tiven if the random monitoring is within the proviso of Section 2511(2) (a) (1)
it would appear that no violation of that section has occurred. Section 2311 pro-
Libits the willful interception of any wire or oral communication or the use of
any device to intercept any oral communication, Section 2510(4) of Title 18 de-
fines intercept to mean ‘“‘the aural acquisition of the contents of any wire or
oral communication through the use of any . .. device.” The term device is de-
fined so as to exclude any apparatus being used by a communications carvier
in thie ordinary course of its business. 18 U.5.C. § 2510(5). Only equipment being
nsed by the carrier in the ordinary course of its business would be excluded.
4. Rept. No., 1097, supra, at 90.

Argnably the random monitoring by the electronic scanner was not the aural
acquisition of the contents of the commiunication and therefore not an intercep-
tion of the conversation. The words “gqural acquisition” as used in 18 U.8.C. § 2510
(4) mean to come into possession through the sense of hearing. Smith v. Wunker,
356 . Supp. 44 (S.D. Ohio 1972). The mechanical monitoring of telephone con-
versations to detect the use of a “blue box’ a “black box” would not be an “aural
acquisition” of the conversation.

The tape recording of the conversations would be an interception, but such
an interception would seem to be legal by the exception given the phone com-
pany in Section 2511(2) (a) (1). However, if the company recorded the entire
conversation or if the company recorded more calls than were necessary to prove
illegality, then the company may have exceeded the authority given to it by Sec-
tion 2511. See, Bubis v. United Shatcs, supra. If the scauning and the recording
is viewed as a one-stage process, then what the phone company did was the
aural acquisition of the contents of a communication. This one-stage process
would only be illegal if the device was not being used in the ordinary course of
the company’s business.

One other possible argument that the phone company’s monitoring was illegal
is that it violated the Fourth Amendment rights of the conmpany’s subscribers.
Generally there is no invasion of the securily afforded by the Fourth Amend-
ment against unreasonable search and seizure when evidence is acquired illegally
by private parties. Burdeau V. MeDowell, 256 U.S. 465 (1921). The argument has
been made, however, that when the searcher has a strong interest iu obtaining
convictions and has committed searches and seizures regularly tlhien the Fourth
Amendinent should apply even though the search was not done by a govern-
nient official. Note, 19 Stanford L. Rev. 608, 615 (1967). Thus, there is the basis
for any argument, albeit a weak one, that the phone company violated the Tourth
Amendment by recording telephone conversations in order to prosecute illegal

users.

Yo
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C. COXNCLUSION
;gu;l(())}% 1r1111<1)1'1}t0ring of;‘ teleph.one couversations during the period from tl{e
Sectio‘n"7')1111?9;11(1C‘;1‘(t'a)u}ty e;nsts because the Congressional intent in pasi?(H
on 27 2)(a) (i) is not clear, and case law has not clear ‘plai )
peruiissible scope of monitoring by i v ot the ovitins Ioiained tl
: o by the company. Under tl (isti i »
that the only way th I ) flolate Sectios So11 S !
3 at the telephone company can viol: secti 25 Ve
randomly monitors telephone conversati : an violate Se