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FEDERAL COMMUNICATIONS COMMISSION Ttem No.
Washington, D. C. For General Afenda
67748 Commission Action
May 14, 1965 May 26, 1965 ‘

INTEROFFICE MEMORANDUM mﬂ;
FOR: General Agenda*¥* (r‘i ' j(jh-h NOTML‘EG‘.

TO: The Commission

FROM: General Counsel and Chief, Common Carrier Bureau

SUBJECT: Proposed statute drafted by communications common carriers
concerning the obtaining of communications service by fraud.

RECOMMENDED ACTION: Approve attached lettexr to the Department of
Justice indicating support for legislation
imposing criminal sanctions on the making, using
possessing, selling or advertising of any device
for the purpose of obtaining communications ;
service by fraud.

1. Representatives of American Telephone and Telegraph Company
have discussed with the Commission's staff as well as the Department
of Justice a proposed statute which would make it a criminal offense
to obtain communications service by fraud, or to make, possess, sell,
or advertise any device for the purpose of obtaining communications
service by fraud. A copy of the proposal submitted by the telephone
company representatives is attached hereto as Exhibit A.

2. The genesis of the proposed legislation is the development
of devices which either connect to a called telephone and cause a no-
charge condition on long-distance or local calls (the '"black box'"),
or send out signals over the telephone system in connection with the
placement of a call, so that it will not register on the telephone
company billing equipment (the "blue box'"). 1In addition, a so-called
"cheese box'' has been developed which is connected with two telephone
lines so that a call may be made from one line to the other without
anyone being present at the 'cheese box'" location, and, frequently,
with no record of the call being made. Finally, the telephone company
has been concerned with the fraudulent use of credit cards. The tele-
phone company estimates a yearly loss of something over $3,000,000.

It also points out that these schemes are frequently used by persons
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engaged in criminal activities. Attached hereto as Exhibit B is a
memorandum furnished by the telephone company in response to a
request by the staff. An earlier memorandum, similar in content,
was previously submitted.

3. Informal discussion with the Chief of the Fraud Section
of the Criminal Division of the Department of Justice indicates lack
of enthusiasm for the proposal on the ground that it would tend to
make the Department a collection agency for selected instances
brought to them by the telephone company. However, there has appar-
ently been more interest in the legislation on the part of the
Organized Crime Section of the Department. The staff recommends
that the Commission not endorse this proposed legislation as now
drafted but that it indicate support for legislation that will be
directed to physical devices used or intended for use in obtaining
communications service by fraud. As now worded, the proposed
legislation has too broad a sweep. It would attempt to outlaw not
only such physical devices but would purport to outlaw all other
actions by ordinary users of the service that might conceivably be
construed as a trick, scheme or false or fraudulent representation,
pretense or credit device to‘avoid payment of the ''regular" charge.

4. Although the impact of the use of the physical devices to
defraud the carriers of their lawful charges may not, at the moment,
be such as to warrant affirmative action by the Commission in urging
new federal criminal legislation, the staff is nevertheless con-
cerned with the fact that the revenue impact seems to be growing and
there is a danger of the proliferation of the manufacture, sale and
use of these devices in the absence of an adequate federal statute.
The present federal criminal statute on fraud by wire, radio or
television (18 U.S.C. 1343) appears inadequate because of its limited
application. Moreover, existing state laws which presently outlaw
all of these practices may not be sufficient to deal effectively with
this problem on a nationwide basis.

5. There is attached hereto a draft of a proposed letter to
the Criminal Division of the Department of Justice supporting in a
general way further legislation that would impose criminal sanctions
on the making, possessing, selling or advertising of any physical
device intended to be used for obtaining communications service by
fraud.
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FEDERAL. COMMUNICATIONS COMMISSION /lcw(ﬁ'//ﬁ

WASHINGTONRX D. C.

20554

IN REPLY REFER TO:

Mr. Fred M. Vinson, Jr.
Assistant Attorney General
Criminal Division
Department of Justice
Washington, D.C. 20530

Dear Mr. Vinson:

The American Telephone and Telegraph Company has brought to
our attention the problem it and other communications common
carriers have had with the increasing use of electronic and other
devices to obtain communications service by fraudulent means. It
appears that in addition to the fraudulent use of credit cards,
devices have been developed which either attach to a called tele-
phone to prevent the recording of incoming local and long-distance
calls, or are used to send out signals in connection with the
placing of a call to prevent any registration of the call on tele-
phone company equipment. It further appears that use of these
devices not only is causing an increasing loss of revenue, but has
also proved to be an aid to persons engaged in criminal activities.

We understand that the Department of Justice has had discus-
sions with the telephone company concerning this problem, and that
the telephone company has drafted proposed legislation. We
recognize, of course, that the Department of Justice would be
primarily responsible for administering any new federal criminal
statute which might be enacted to deal with the problem of obtain-
ing communications service fraudulently. However, it does seem to
us that there is a growing problem which, if it cannot be adequately
dealt with on the local level, warrants serious consideration at
the national level.

We are particularly of the view that consideration should be
given to federal legislation which would impose criminal sanctions
on the use of physical devices to obtain communications service by
fraud, or the making, possessing, selling or advertising of any
physical device with knowledge or reason to believe that such device
is intended to be used in obtaining communications service by fraud.
If the Department of Justice believes that such new legislation is
warranted, the Commission would be happy to cooperate in any way
which would be helpful.

This letter was adopted on the‘____.day of May, 1965.

BY DIRECTION OF THE COMMISSICN

E. William Henry
Chairman



or fraudulent representation, pretense or credit device, or by

~intent to avoid, or to assist another to avoid, the payment, in

forth in section 501 of this Act. . ..

‘the laws of any State, or the District of Columbia, shall be
-baf‘toaanygp;psecutiqnmundéf¢this,sectiQniforyphé'sam&aa@t#

Proposed Statute Proscribing
the Fraudulent Obtaining of
Telecommunications Service

It is respectfully urged that a new section be
added to "Title V - Penal Provisions" of the Communications
Act of 1934,  As Amended, to read as follows: S

TITLE V - Penal Provisions - Fdrfeituresv-

Obtaining Communications Service By Fraudulent Means;
- and so forth; Effect of State Judgment

Sec. 511. Any person, including, but not limited to,
an agent or employee of arny varrier, as defined in Sec- 3
tion 3(h) of this Act, who willfully and knowingly obtains,
or attempts to obtain, or assists another to obtain or to
attempt to obtain, any communications service from any such
carrier; by rearranging, tampering with, or making electrical,
accoustical or other comnection with any facilities or equip- .
ment of any such carrier, or by ‘any trick, scheme, or false

or through any other fraudulent means or device whatsoever, with

whole or in part, of the regular charge for such service, or
with intent to‘conceal, or to assist another to conceal, from
any-such carrier or from any lawful authority the existence or
place of origin or of destination of any communicationg; or any
person, including, but not limited to, an agent or employee of -
any such carrier, who makes or possesses any instrument, appa-
ratus, or device, or who sells, gives, or otherwise transfers
to another, or offers or advertises for sale, any instrument,
apparatus, device, or information, with knowledge or reason to
believe that it is intended to be used to obtain any communica-
tions service from any such carrier by any of the aforesaid
means, or with the representation, express or implied, that it
may lawfully be so used, shall, upon conviction thereof, be - :
punished for such offense in accordance with the penalties set == .

A judgment of conviction or acquittal on the merits under

acts.
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G At our meCulng~on Aprll 19, 1965, oon_e ni
nhono 1ndu"try s proposed statute which ‘would pru 0
- fraudulent ootaLnlng of telecommunications: service, etc.* you
requested certain addltlonal 1nformation, which I am pleased t

vubmlt as. IOllOWS‘

: (l) Jo any. exlstlng Pederal statutes nrese b
’condqct which would: be oroscrlbod by the prOUOSed~;tatu*e°>w

s A5 to the first hel‘f’-of the first paragraph of the
oropooed °Latute, which deals w;th "La}nj persen . ... WHO
”w1LquLly and knowingly obtalhs communicatlo service

L i o o LVa;lOUS] means - witn 1ntent to. avomd“_;#;,e¥ﬁ
oaymont Feteoa s : ‘ _;:urhv“

LE would appear that eflotlng Federal staoutes do n
‘proscribe most of the various means currently employed to frau,
lently obtain communlcatlons service. > )

2 eleohone call for: example,_
auses' -a,"carrler {to} cnarge, 5
. .. compensation, for. such.communlcatlon-a :
3 chedule” **

harges oUeleled in the [tariff]
£ the levlslatlve h‘story'of the ;
S” amended convinces me that Congress. ‘did not.,nten
duct of persons other than' carriers. and_imnloyees*an
arriers to be proscribed by § 501 when applled to §%
203(e).. To state it another way, I am convinced £
uommunlcatlons Act” contalns no counte: : 9 U
; which latter penalizes rail shlpners“who fraudulen .
‘ ek transnortatlon for . . . property at less than the regular ra

 even though the Communications Act borrowed exten81vely from

[ ,. the Interstate Commerce Retvils

flmpll’aﬁlons of MarcuSav; r“m'
: fta 1326 F.2d .73
0, 463 (ad o1




f-wwnt no fu“thﬁr than'to aav'

" facilities on'a large scale. in . the p
Sénterprisess: ‘and corruption in conn )
ecertainly constituto*a v1oiatlon of the
< Feast to the dxl of any a'tlc1 ti
preprcsentat1Ves.: mpha supplieds

@y conclusion, from the legi ‘
a}aunlled to §f203(c}-was not intundq;
: ther -han.carrlers‘and'

.fﬁ;~< It may b° arvued that !
“wire radlo ory; telev151on“) prOscrlbes the tynes o
buestlon. e et i :

"'9611"‘th~t the Departi i
see. destip onv
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"accompllshed by the calling party making a mlsrepr@se_tatlon
-to a telephone Operator. who, Wwith rare exception, is located
. in. the same state as the calling party, it is my oninion that

phone conversations with televnhone company employees,

”thtran" tynes oF telennone service fraud

81343 is limited to interstate calls, whereas the 'che
T oxamnle, is used principally = an 1n some casesfex'

_nrooo ed ctatut which dcals w1tn "any person
_or oosseoses any 1nScrument i S

45 vigin. s 1?41 (mail fraud) of a. person'who ‘had mailed a.
Yplue box" from California to Texas, but the U.S. Attorney's

statute rarely occurs, and is but a small fraction of the

‘conduct wnlch would be proscrlbed by the proposed sta:

. Mp. Nathanial Kossack,: attornej in thngustmc De
‘_1nformed ne 1n Pebruary 19 - that 18 U.5.C. § 13k

‘W*arnoi ona gullty plea, and tha aonllcablli*"‘of
was not contested, Bocauae telhphone eredit card £

§ 1343 ~ with its "by means of. 1nterstate wire" liMluatiOﬁ £
1s not annllcabl it s i ey .v'NqA i &

(3) In Greensvan thn defendant, in 1nf°rsta,

ao a J.onw dlstance testman and thereby had them”estab

that it applies to themre troublesome "blac& box' ., f"heesebov
(see deserintions below); "eredit card", "third numoer bllllng
and other tyves of communications serv1ce fraud. Moreover,
in connectlon with intrastate calls

el (B) e s ,
i the S Eihe haie ofﬂthe fir t'nara&ran

- ; It would aopear that no ex1st1n° ederal statute
p;OSCTLOOS said conduct and. there has*b\en no Pederal pros
.tlon for said conduct e Sl e ik e L & :

In 1964 a telephone companykAought prosecutlon'unde

office for the Southern District of Cal: was not reccpt1ve.
Moreover, mailing of the dev1ces ‘described in the. proposed

*te ;

dVPrtlsements for the salp of sald,

-
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;eléctroﬁic deVices[which}gausévdialeditslephonefdalws;th;;p:_v
40 ‘be registered by the telephone companies' automatic billing
zauipnent. ; L WS el !

“the "black pox", (2) the "Blue box", and (3) the "cheesebox',

‘enclosed in a box of that color or character.

“telephone call - local or long istance - that is dialed to
~that number. .. 1t is a silent ?pa?a$i§393Which;dqes‘QOt“t '
‘mit any«signals;crqsounds,by~meansiofﬂinterStatggWif& LG
Very attractive'to.gamblers,iand“othersywho»WiSh;tneav0;détel

_have others call them "free!,

vaith‘hiS telephone instrument to make calls to anywhere in
‘country so as to by-pass telephone company billing equipment

“calling in on one line to talk with a person calling in on the
_other line without anyone being present at the "cheesebox"
“Joeations” To illustrates A "“bookie" rénts a room and has two
_main telephone serviceswinstalled.,”He”thenfinstallsfthe

Ueheesebox" in place of the two telephone instruments,
~the two separate televhone lines which ‘terminated, resp
“in these instruments now interconnect inside the
1A¢5‘sayj*ll;A;Hy1thef"bookie",;atﬂhismhdmé five nmi
f,dialssbnegéffﬁhese_two_telephoné”lines?and]reac es th
. Potential bettors, who have been given the muuper:of

ingpulizanle to such conduct, citing oStoekton v Uy i205
Pedy B6o (760 2ire 29130, and an attempt to get Federal nrose
cution in southern California, of“a nerson who so used the
Jaa L S came‘tdtnaught.__MorQOVQr,fmailing.Saidgplan madn senl
indtfuctidnss or”advertisements'therefo',-is:ngtftnejénlyV_;;
nosns of disseminating them. Ry e S

e The need for'the "makésCOITDQSSGSSéékéﬁyff1-ff_,
; :**instrument3ltetc.}” portion of the proposed .
statubes s

Within recent years unserupulous persons have used

;5(i)

. These devices are of at loast three varieties

each 50 called because the first such device discovered was

: (1) Tne"black box" is connected to the called tele-
phonée and causes a no-record and no=-charge condition for any

' rans-
B S

phone: ! tracks", ‘as well as to those whose sole purpose is to

byfthéacaller in céhjuﬁéﬁ

. (2) The “blue box" is used’
insth

thus”making'nO“record;Ofgthe'gall; s
(37 THo “oheessbox" is connected to two telephons 1

at a polnt where they both terminate and it permits a person

¥

‘che




:‘;‘vhcnn binesand. uDLl to call after 11 A k., now dlal that
k] and reach the booliie, . The "cheesebox", the "booklﬂ“
0 51 « botbor may be at throe different. locntiona ‘within
the sare city or anywhore in ths country. When the police
o Ene ;ambllnﬂ pre mlsoﬁ”, there is nothing there but the "choss
' - liost "checseboxss" discoversd to date cause a no-record, no-
sharze condition for each teLOphono call to the “cheesebex"
sut others do no»,‘ana for some local calls there is no tarlf
charge for pach call - hence, the necessity for the“with Lntn‘
o Lonﬂeal ctc.]” "lause An: thu pronosod statut

i
Lok
5
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) The e uhreb nlactron¢v,dev1005 qerva no lel_ _
) surpose.. They are designed solely tao cvade tha lawful cnarNGG.
i and/or renorde of tclnnaone comnanlec.'~“ e e

The use of ouch dPVlCu is o crlme in v1rtuall.'all of
the states: * But, despite this fact, their known u : ‘
and increased. alarulnblv in. recent years in the United utatea,
dni GVun more use (253 tnom propaoly has gone und=toctu

A criminal sanction is neoded which gets at the oour
of ‘this fraud, namely, the clandestine manufacture. and sale
of tﬂbac dov1ces, whlch are now carried on with 1mbun1tf‘:‘,

: : For ample, in 1961 a blacPi~ V."factoryff As
‘dLuCOVG;ed it Vestchester ‘County,. New York ‘allegedly '1nanced
by "bookmakers", wherein had been made 100 ”b ,ck bo} :
?whlch ‘were selzed in a raid on a local gambler':
ée. pages 34-38 of Report No. 1310 of the U.S.
;on Governmen_'Qferatlons, dated March 28 1962 :
concluded, at p. ¥7: "The so: .3'
Nhlack box"]: would be an: 1nvaluable weanon in the haﬂds of
ganiblers W at e W The' extreme interest of orof95olonalu~amblﬂr
i thlo device was clearly established. by»the ev1dence bpforo'
the subcommittee. The subcommittee therefor
Congress consider whether the penal provision ‘
pommunlcaulons A6t of 193%: should be amended by addlno .
penalties for the unauthorigzed attachment of forel gn. dﬁVlC@a
;to telephone eoulpment or faPllltle°" A 243 S, ek

5 \v“.' A

v - : Aoaln, in 1964 it was dlscovered that an. electron;cuj{

L manufacturern in Maryland, whose legitimate business became
i :slacl, turned to mahlng "cheeseboxes"f' ”hlruv-elght ad;bean:
made = ten of-which had. already been sold to “bookles 5

the Operatlon was dlqcovmred ;

Moreovor,-§ i
_recent
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