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FED EP~L COMMUNICATIONS COMMISSION 
Wa sh in g ton, D. C. 

67748 
May 14, 1965 

INTEROFFICE MEMORANDUM 

FOR: General Agenda-!<>'< 

TO: The Connnission 

Item No. 
For Genera l A .nda 
Commission Acti on 
~luy 26, J 965 .. 

f~ o-oe.'l I~~ 
v ~' 

~-'1: ~AJo(~._ 

FROM: General Counsel and Chief, C_omrr!o.n Carrier Bureau 

-----"' SUBJECT: Proposed statute dra f ted by communications common carriers 
concerning the obtain i ng of co~nunications service by fraud. 

RECOMMENDED ACTION: Approve a ttached lett: e J;.. to the Department of 
Justice i nd i cating s upport for legislation 
imposing criminal s anctions on the making, using 
poss essing , s elling or advert i sing of any device 
for the purpose of obtaining connnunications 
service by fraud . 

1 . Representatives of American Telephone and Telegraph Company 
have discussed with the Commissiou's staff as well as the Department 
of Justice a proposed statute which would make it a criminal offense 
to obtain communications service by fraud, or to make , possess, sell, 
or advertise any device for the purpose of obtaining communications 
service by fraud . A copy of the proposal submitted by the telephone 
company representatives is attached hereto as Exhibit A. 

2 . The genesis of the proposed legislation is the development 
of devices which either connect to a called telephone and cause a no
charge condition on long-distance or local calls (the "black box"), 
or send out signals over the telephone system in connection with the 
placement of a call, so that it will not register on the telephone 
company billing equipment (the "blue box"). In addition, a so - called 
"cheese box" has been developed which is connected with two telephone 
lines so that a call may be made from one line to the other without 
anyone being present at the "cheese box" location, and, frequently, 
with no record of the call being made . Finally, the telephone company 
has been concerned with the fraudulent use of credit cards . The tele
phone company estimates a yearly loss of something over $3 , 000 , 000 . 
It also points out that these schemes are frequently used by persons 
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engaged in criminal activities. Attached hereto as Exhibit B is a 
memorandum (tl~ nished by the telephone company in response to a 
request by the staff. An earlier memorandum , similar in content, 
was previously submitted . 

3. Informal discussion with the Chief of the Fraud Section 
o[ the Criminal Division of the Department of Justice indicates lack 
of enthusiasm for the proposal on the ground that it would tend to 
make the Department a collection agency for selected instances 
brought to them by the telephone company. However, there has appa~
ently been more interest in the legislation on the part of the 
Organized Crime Section of the Department. The staff recommends 
that the Commission not endorse this proposed legislation as now 
draft ed but that it indicate support for legislation that will be 
directed to physical devices used or intended for use in obtaining 
communications service by fraud . As now worded, the proposed 
legislation has too broad a sweep . It \vould attempt to outlaw not 
only such physical devices but would purport to outlaw all other 
actions by ordinary us e rs of the service that might conceivably be 
construed as a trick, scheme or false or fraudulent representation, 
pretense or credit device to ~avoid payment of the "regular" charge . 

4 . Although the impact of the use of the physical devices to 
defraud the carriers of their lawful charges may not, at the moment, 
be such as to warrant affirmative action by the Cormniss.ion in urging 
new fede ral criminal legislation, the staff is nevertheless con
cerned with the fact that the revenue impact seems to be growing and 
there is a danger of the proliferation of the manufacture, sale and 
use of these devices in the absence of an adequate federal statute. 
The present federal criminal statute on fraud by wire, rad io or 
television (18 U.S.C. 1343) appears inadequate because of its limited 
application. Moreover, existing state laws which presently outlaw 
all of these practices may not be sufficient to deal effectively with 
this problem on a nationwide basis . 

5. There is attached hereto a draft of a proposed letter to 
the Criminal Division of the Department o f Justice supporting in a 
general way further legislation that would impose criminal sanctions 
on the making, possessing, selling or advertising of any physical 
device intended to be used for obtaining communications service by 
fraud. 

At tach . 

ORO hlbaum : KEGr;iEti th :mf 
.-./ (' (., 

. 1 i ~ ~ - ·t. ·; ' 
~ t'/ \ ~~ \,\. , ........ ,~· ' . .-(....{,. \.,, ... 

Henry ~heller 
Ge~eral Counsel(. 

/ .} •· t' ~ ( ' 
Bernard Strassburg 
Chief, Common Carrier 

(, 

Bur eau 



FEDERAL COMMUNICATIONS COMMISSION fcr;il~/ 
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WASHINGTON~~ 0. C. 

20554 

Mr. Fred M. Vinson, Jr. 

ABsistant Attorney General 

Criminal Division 
Department of Justice 

Washington, D. C. 20530 

Dear Mr. Vinson: 

IN REPLY REFER T01 

The American Telephone and Telegraph Company has brought to 

our attention the problem it and other communications common 

carriers have had with the increasing use of electronic and other 

devices to obtain communications service by fraudulent means. It 

appears that in addition to the fraudulent use of credit cards, 

devices have been developed which either attach to a called tele

phone to prevent the recording of incoming local and long-distance 

calls, or are used to send out signals in connection with the 

placing of a call to prevent any registration of the call on tele

phone company equipment. It further appears that use of these 

devices not only is causing an increasing loss of revenue, but has 

also proved to be an aid to persons engaged in criminal activities. 

We understand that the Depart~ent of Justice has had discus

sions with the telephone company concerning this problem, and that 

the telephone company has drafted proposed legislation. We 

recognize, of course, that the Department of Justice would be 

primarily responsible for administering any new federal criminal 

statute which might be enacted to deal with the problem of obtain 

ing communications service fraudulently. However, it does seem to 

us that there is a growing problem which, if it cannot be adequately 

dealt with on the local level, warrants serious consideration at 

the national level. 

We are particularly of the view that consideration should be 

given to federal legislation which would impose criminal sanctions 

on the use of physical devices to obtain communications service by 

fraud, or the making, possessing, selling or advertising of any 

physical device with knowledge or reason to believe that such device 

is intended to be used in obtaining communications service by fraud . 

If the Department of Justice believes that such new legislation is 

warranted, the Commission would be happy to cooperate in any way 

which would be helpful . 
This letter was adopted on the day of May , 1965 . ----BY DIRECTION OF THE COMMISSION 

E. William Henry 
Chairman 
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. ' 
Propos"ea ,Statu£e Proscribing .·· 
the ~raudulent Ob~ai~~ng ~f. ' 
Telecommunieatibns· Servi~e ' 

Any ,person 1 · i~~luding, bu~ ·not limited to, 
a ent or em lo ee of ar.: •.:arrier as def'ined in Sec.:. . 

t.fon 3 h of this Ad·, ·wh9 willfully and knowingly obtains, 
.or att~mpts to obt~in , - or assists another to obtain or to 
atte1p.P.t to obtain , any comtnunications service from ·any such 

1. carrier, 'by rearranging, tampering with, or making eleet-rical, 
accoustical or other connection with any facilities or equip- . 
ment of any such carrier, -or ,by'any tricK, ~cheme, or false 
or fraudulent representation, pretense or credit deyice, or by 

, ... ·· or tl';lrough any other fraudulent mean.& or device whatsoever, with. 
· .:intent to avoid, or to assist another to avoid, the payment, · 'in 

whole or in pact., of the regular cha'rge for such service, or 
with intent to· ·co.nceaJ.,., or to . assist another to conceal, from 

. any - such carrier or from any lawful authority the existence or ...... 
~·. · '~ · ·':'V place of ·origirr· or or-·aest'ination of · any communicationf; or any 

person, including, but not limited to, an agent or employee of· 
any such carrier, who makes or possesses any instrument, appa
ratus, or device, or wbo ··sells, gives , or othenr~se transfers 
to . anbtner1 or offers or advertises for sale 1 · any instrument, 
apparatus 1 device, or information, with knowledge or reason to 

; believe that it is intended to be used to obtain any communica
tions service from any stich carrier by aey · o:f. the. aforesaid 
means, or with the representation1 express or implied, that it 
_may law:(ully b.e · so used1 shall1 upon conviction th~reof, be 

. punished 'for ·such offense in accordance .. wi tn the penalties set ··: . . • 
forth _'in sect:i,orr 2Ql of this Act • . -· ......, ~ , - ~ 'f<~:;· ·~· 



..... •'r , 

. ·P.t our ·me~titig o.o~ · Ap~ll' 19:, ' i965 · ·· oo~_c:er:rrln~ th <3 . t~l~;· 
pbone iJildustry'·E>·· propos.ed statute ~h:tch would proscribe ,the '' -, 

fraudulent . obta:Lning o·f telecommu~ications. ser-yi ce _, .·-etc., ·you " ._ · 

tcauested. .certain Q.dditional .information which· I t {3.i11 p'lea.sed ,-. to ·.· 
sul~mi t . as foi~ows· : ·· · · · ·~ '. - · 

" '· . . . "• 'i ~,·,.,·;..,.·*'~'•·:""' 

-~~ -'"~ .· '·: . CJ) ' J)o any exi-Sttrig ' Federal · statutes ·pr.qs·cT'i~b e. th.e -~· 

c i5n.d.u,ct' whfch. vlo·u~CJ. ~:be '}Jro-scr'-i b~a by the . ;_pro::,>O;~_e-d-,..'s-:ta-tute~: -' :_ _ _-

.: (A') : 

It 1vould appear -that -existing. Federal ·_stan~tes . do not:: '. -,_'; ·-<~' 
proscribe most of .the -various _\nean~ currently employed. to fraudv7 :. -

., lently obtain communications service . · · 



~-.'· I t \ nia;y be ar);u(?d · tha-t · J.8- U ~ S . Q. ' § ~ 1:31+3 ( ir fraud· by " 

wite;' radi~; · or tel.evision1>1") pros~,r_ib_es the types of frq--y.d 1.fn 
.a:u,es,-tio.i1 . ·· .... ·~ · · · ~ · · ·, · 



.· :·. :: :. "·.· ..{ ~_~ ) };'lj ~~)rob'b~s . c:r:e·d.it :· da~d ~ f~~~d .~. ~i<?'~ r:~·~t1\$i1-c 1f,:J,~ •. ~: .• ~:,:'r~· 
l.li.lG~.Lned .· on a·- -gullty .- p.Lea, .and: the ap l1cab1l)_t.1 ."0f> .. l~l.l:J ·· 
vias ~nbt ·contos t eti. Bbe;;1.\lS~ t 'o1ei?hol:'l.<{ · er.ed?-t ,<:a.r?- :f.r: ud\.i . . -

, acco!nhlished by the ' ca;Liinb party mald.ng !1 ·mi.s?;-epre .st:ntat:io~ 
. to .p. tel<;;phone ·o'perate.r .. ,.,ho , w~th rar~ .. ~xceptiqn, .~ is ldc.aj:ied . , 
~n the same ... state .as the ' calling· vapty,:. it. is nw ;pf'liniq,li tl}.at .. t .. 

· ·13l+ J'>- · "'Fth .i'ts " by· means of· ·inter stat-e' -rvi~:>e" ·-l ·:tmi ta tion-. -. · ; , 
i$. not 'applicable . · · . .,' . · ·. ~~1 • ·~ .~·.: ••• ~ 

•4•• .-:.. •• ... • • ~ • ' •'".. ' .; • ~~ r;,. ·:.., 

· ·: (3) :ln .. Greerts~a~ ' the d~f~ndc;nt', ~.:in' il~t;~ s.tite .. t~.ie,·..; 
phone cohve~sati.ons w-i:~h . tele~hone com:9~ny .employee? , posed J 

as · a lo'ng dist.ap:ce te'stmiln and . thereby :had th.em~ e}>tab:Lish:_1,"· 0

; 

connections 'for .nim 1-in.-tfl he reached the· ·tnit.si de:; P.arty," \vi tri:: 
Hhom ·he vrished to conver. se ~ Thi :~ .. typ e of: fJ.~aud would ~ e ein ,to · · "" .... ':~ .... ,.· 

·. Ji.t the langv.age · of § 1343, : but ·, j.ts :Lnci d~nc e is ·ra,re .~ · ,· · · ., . 
- ;.a"·.,__.~. - ,· • ...... ~. _.1 \ ..._;.·.~- -::-- - • - ~.-- .. • :=. "!i ,"'~ ~ ~: 1,. : ....... .:. ~.;..;.r .;.·~"" ~"'-

~ ·-:- ··· _rrt : sUTI~ ,. .. §, ljl~;l_tnP-Y._.ap_p ly . to ".bl·u'e' boXt'.l .a:nd ·,"pb s:i'fig"" as.- · ;~.-
tes-t inari" . t ypes -oT · terephone service fra.ud , DUt '. i t~-i S· v e;r Y,-:{1oU!)tfuJ.. , ~ 

· that it, a p:nli i? s to the nor e troublesome. "black ' bo:x11 
; · ." ~heesebox 11 

(see ~escri !J.ti ons bel9_1;i); "credit card", ," third "'numbe.r pilli.hgn 
, .. ~. ,; an\i · othe1· types .,of commun~cat,io11.s -. s ervi·c e .fraud . - M..or~oyer; . 

'. '· .. ; § J3l.jj -is · ~imi t.ed .to .interstat·e :calls ' wtfel·eas ·tJ1e' 11 cbee·se'box" :;-- ... 
. for .examp.J:~. ,. is ·' used prfncfp~lly .:.: ._.. and in ··. some' oases- ex-cl1;l8-i vel'y, ,_ 
iri . c6mie·c·tion 1.vith · intf-asta te cali~i'. : .· · · - · · ··... - · 

. ~ ... . . ' . ~ . ): """ 

"'"''... • ---·-.· .. - f .. ':.,n. f·. ~·:~. ;.·· "':" ... 

. G'B) ~ ~··.,, , 
·. . . • . ·•. . • , c,, ~· .;)}.'., •;'' ,_.;- • - . .. -' ·- ·' -· . •; ;-:j/ •. }: ~·. • _'1 .• 

. ... 'As ·-to the latte:r half of , the· :f .irst pa·ra:graph 'o f:- -Gh~ '. 
proposed statute , which :deals lvi-th -'· !1-any: nersori •. -.•• who.,·maJLes > . 

. or iJos.sesses any instrwPent; , :r· [e~c . ,J '.~ ·: · •. :.. ~ > :,:> ·:· " 

, .. - . ·:,:·:. . :_:;; .,_._ /. :f:£ _; ,.>_ ~..:.··· .. '~ ·;·,~-- ..... ."·. '· ·.-".~~~ . · .. :s .. 
. . · .. It :rould a~jp e:ar :··that--.:r;e·. e'f1 s~1.n~ . .t<. ~ de:t:9:l" stp.tHte.~" {i:· ·. :.·· 
proscr:toes s ald conduct·,.· a;rld· ther·e · has· b~,~n no Federal 'PJ;'·Oseq.u-; '<s .. ~~ 
.tion f or said comiuct . . . . · . ~:~··· . .'- ·~: ... ·, . · · · · . · ,· ... ' . , · ·. :"' 

~ t • • "'· tc ~. "':. 

. .. - . . ~ ' ' . . . ' . ~· \ ". ~ 

. In J:96l+ a t e l epnone cdmpany . ·i oJ.lght. pi~osecu"tion Uhd·er 
'.1 8 .u. s •. c. '§ '13trl (mail f raud) '·df- ' <hrpersti~.:' tvb.o 'had .. mailed a" . . ~ . 
n plue bo:;~ 11 from California .to- · Tex~}3 . , .· buJ .. t fl.? U ~- $. ~-. ~ ttorrieY._ 1 's · 
o.ffice for the Southern. Distric~ ·o_:f 'Cal (: ,·\\r~s ' not: r :ecop t i ve . ·. 
Mor.eover ,. maillng· of .. the. device s · d_escribed · :i;n the .. l?ropos.ed .· . 
.StattLte -rar ely. occurs , ~.;~.nd ... iS bti,t .. _a small ";fraction~_of ~ t.b~ .'.:. · .. 
conduct .. lvhi ch vJOuld -~b. e , pros.cr i b ~d.);>y . the~1 . p)\dp-osed\ statute~ . · · . 
~· . - --- : ·""-t ~-+---~· -~.~~~~ --"'~ ~.~~~~ ~. _· •• ~ .. ·•.: . .; ~ ··~: ~ · __ ~ ~~ .~ ~~~-·__; ·~~-1- . ' ... l·=·::ro.!.·=;· 

.-~ . The :·u . .S; ~mail·s . have· been us~e'd ·.'fo ·:.disserrtinate plans· and ,.~.,. 

in~t.r:us:t,.i6ns .· ~or,~ ~,?-ki~~ ·_.th.~ _11 ?lve ... b?x1
.' ian~ to;: di.,~s. ein_i~ate.: _· . : 

advert1serp..e_nts fo~ . :.the · .sal~. of sa~d-~ p~a:n:s, and ln~t:ruc.~::].gn:s; ·out 
. Mr ~ -· Na::t~ania:l · Kos;~ack'~ ~'.~~ t.o:vn:ey ,_ in the. -J'u~;t.ice Department, \'·.· · 
info.rnied·· me· ,in: February ~196lr that :18· ·.u ."S·;;c . · & 13~1 .. wap · ·- ·" ·:. . .. . . .. . .... .. . ... . •. - .. ~ -·. . . . ... .... . .. 

:-->- ;,;,.. r __. .~ -......,_~_,... • 

.;: . ;.. ... ~:..=-~-=-·':"~~"'t'l ~ 



. . 
( 2 ) The . need r"or · th_e '1makes 'or -.-po ss_ess~s : any , . ; ._ 

-~-- i,n~t~ume_nt·>; .:[etc . ]11 _po,rtion o ( ·· ~he)ppopos.~~ --'-'- ~·, 
. .:· statut e :- · '- · ·: ,. :t. · .• ··f: 

. . . . .. , .· . -:- . ·. :'>:- : ' : ::. ~~- -. ' .. : ' ·1 .• '~ ·,. ; 

. . . Wi thin: r ecent years uns6rupulous .. per 'son's -'have ·--~sed " 

(~lec·-tronic · deV:d,c os which qnisG dialed telep[ion~ · 9'alls: _iiO;t ·. : 
.: to .. be regis t ered · By the . t~l ep-hoae companies',- au:tqrna.tic •biTJ)h,g .: 
·:::o1.t j. nmen t . · · ·· ·- · · - " · · · ·- ·· , · ·· " "\ . ..,, . .,,".c'c'·'-'""' 

:;:~ ~:- .;_':::_ ; ... _:_ ..... -__ .. ,;·~-~ -_ ·~ ~--- _, -~_ . .: -=~ -~~--:~!.- ._ :_..-' .... r-:: -:4~~~~{ .~; ....... ~ .... 

. . .- ~ ~ • .. -.Thes~ Q.,eyj..ges ar e of .at : l east-·· t hr-ee variet1es·:· .· OJ T -:. 
' the 11 b+ack b()}~ 11 ' . (2) . the 11 blu"e 'box'1 ' ariel ' (3 ) ~h'"e- 11 chees·ebox".; . 

ea:ch so called because the first. such-- device discovered · vTas -

enclose~ in a box ot that - colo~ or · character ~ · 

''·· · _ _ ~ ( l) Tlie "b~a.9~ ·box" _i ~L~ p-onnec te~· to the ,called ;t_~i e.:. 

~nhone · and · causes a 110 - re_co;rd and .. no - charge condi_.tipn for any · 

tel ephohe , call - J;oca:J., -or -l'orig distar10e · - that. ·i's-.. dialed ~.o . 

that number . - ·.It is . a :silent '}parasi t:e 11 t: which 'do es not ·trans - , 

mi t any., s~i:gnal-s -dr .:·s.oup.ds _by -lliean-s o:f ·- i;i'1tersta,t _e- ._-wi-r e ._:· ~t' .. is _-.... 

_very attractive to 'gambl~rs, · and· o.ther? "'ho :wi..sh to .··avoid tele- ~~l<'f.iiir! 

ph0ne.- ll 'tra-ck_s 11 , ~. as \.Tell ._ ~S . to thos e t!.fho'se sole pur-po.g'e i_s to . ' 
have· others c·all .·-.tliem 11.free 11 

• -~-' -~--•. · . • •••• ·;, • · 'c 1 • ~-; .•. ;~.' ·. > -·;J ,'·· 

'·.: " . _. •/ :~ -~ I.· • j~ ~ -~ P ,'• ' :~ '• • ':. ,-·:, '. [.,;·~~ ;. ' -•• ' ;_' ;~.' ••• . •- ' ,· ': • j ' 

·· · -· .', _. ( 2 ) Th.e .'!bl1,1e .b:ox". is_ -u~~d-· hy :·:t-lie";·ca.lier i~ . conjunct-ion 

v1i th hi·s .. telephone ' ins·tr;u.tn·ent". to n1ake;~_ c ·a1ts to. anyv1her-e ~. in .the · 

·cou:q.try s6 as- tp .by:- p.a.,.ss . tel ep_h;one cbhipany biiling · ~qu.i p·meJ;lt " 
thus ·,nakirig ·iio'··' reco:r:d 'of the call . · ·, .. _:.. ; ':.·- -.... 

' • ~ • . }~ ~;· ;.. {~• ~- -..... _. -• ' '' • If'' ~ 1 ) ' ', :• • ':'"..: :. ';~.' '!i; -.i' .. • ' I '~' ;. ' -"~ -f 

-·-... ·(3J ' Tn.e· ~'- che e'sebo':.-.{'' - is·· cqnnec-ted: to ,._t,ifo ·,te~L'ephone . lines 

at a ·point \'-Jhe're ' they ·· toth 't ermihate . arid. ' :Lt ; p'ermLts a ·nerson·. 

callii1g_~· in oil. one line ,· to · tall{. "in t h .a :Oer ~on~. 6~ai_ling tn on th·e . · 

other };ine·,. lvi.th9Ut ,; anyone :l:?·eing present a ( t _he- II Ch~e&ebOX11 

. 'location. ~ To -±J.lu·s·tra-te : · A ""bookie11 r ents a · 'r odrri · a'hd : has 

, -1nain tel ephon:e se:Fv:lee.s -~nstalled . He' 'trep' . .-i:ns·t-~'11·5 t h e _ . _, 

·u chee.sebox" in p_lace . bf . the . tvTO .r teleph01ie ,fnstrum.ents_,_-.. s'q~ that .. 

-...-~ the t\·To_ se.pai~a te _ _tJl1e f._!o !le_,_J:~Ifes_ v1h9- c·h ~~erm~nat~d ,_. resp'e?ti vely , .. · . 
. in tfiese instrumel1'b-s no~· iriter cOnne'ct· inside -tne~11 c ees~eoox.ll; -~ · 

··.·A.t; , say; · ll "'\~ -. H . · the· '1b o·o15:ie".,, at. .- hiisi, l)on1e fi -: e ·:,ml~~s . :,al~ay, , . 

· dials 0ne,· o~f -t.hes.e t\.fd te1enhone- line.s · and· ,r e ac_hes_. the:·11 cheeseoo:x11
• 

·' . - . i " • '. ; . .. ..... i ··.1~ •• - · ., • ··- .... ...,._._~ .... 

... > Pq_tent~al: b~ttqr s, V[ho ~. haye .· p_~~n : glv~!J. _· tl:~:. nUI!l~~-( 6:(' the·:- ·ot 1e~~~ 
. - ... r.i' ._ .·· -::· .. ~7- .. l --~ .. ~-;.; 

,: _ _:1>~~-~~~~f'::;- : 





of plans 
•· "l .. , 

X r e'f.) r esentative of. the advertis·er ·· demonstrated a 11 Blu~ fiox 'i · 
. ·on a· 'tos . Arig-e~~s . anq' . ;;t~bsequeritly ; ·' a . nationwld~ tele,~isi.Qn 
program . · .. :-" " · -· · · .,.. .· ·) · · 
- ! • --.. ~ • .. ·""' . 

..... _. 

~- .. : . · _ ;:_ :· Ag~-i~, ~ ~ d~L'tf-e_:r:~-Pl pei'son·~_.aqy~~ti,sed- ·-~bl~ -·;.. b~xr' . .' 
p~ans ·· as ·foll<?ws .. ln. the Jal:lu:~~}'l{ 1t , F9_:Qr'!J..ary ,- . anq Mar:o1( J.964 
-issu.e ,s of "Pop~lap · Electrf::>nio$.. ' ' ttia:·gazirie , . ,:tvhich. -~a.s ,_,_Jiation- : ,_:, ~ 

distribution : ~ · .: ~). ..... - ., ·· ., · : · 
•'t ~ ~, .. •· {• M 




