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Memorandum from Henry Geller, general counsel, and Bernard
Strassburg, chief, common carrier Bureau, Federal Communications
Commission regarding a revised letter to the criminal division of

the Department of Justice concerning toll fraud. Later it was
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FEDERAL COMMUNICATIONS COMMISSIONW Ttem No. ™
Washington, D. C. For General 42

(7743 Commission Action
May 14, 1965 May 26, }90)

fosszd ooen lf muwmd
INTEROFFICE MEMORANDUM
FOR: General Agenda¥®® (5“‘:1 ieﬁ'mmuraw

TO: The Commission

FROM: General Counsel and Chief, Common Carrier Bureau
SURJECT: Propoged statute draftéd by communications common carriers
concerning the obtaining of communications service by fraud.

Y, er., to the Department of
Justice lnuluatlng sup001t for legislation
imposing criminal sanctions on the making, using
possessing, selling or advertising of any device
for the purpose of obtaining communications
service by fraud,

RECOMMENDED- ACTION:

1. Representatives of American Telephone and Telegraph Company
have discussed with the Commission's staff as well as the Department
of Justice a proposed statute which would make it & criminal offense
to obtain communications service by fraud, or to make, possess, sell,
or advertise any device for the purpose of obtaining communications

~service by fraud. A copy of the proposal submitted by the telephone

company representatives is attached hereto as Exhibit A,

2. The genesis of the proposed legislation is the development
of devices which either connect to a cailed telephone and cause a no-
charge condition on long-distance or local calls (the 'black box'),
or send out signals over the telephone system in conmnection with the
placement of a call, so that it will not register on the telephone
company billing equipment (the "blue box"). TIn addition, a so-called
cheese box" has been developed which is connected with two telephone
lines so that a call may be made from one line {0 the other without
anycne being present at the '"cheese box" location, and, frequently,
with no record of the call being made. Finally, the telephone company
has been concerned with the fraudulent use of credit cards, The tele-
phone company estimates a yearly loss of something over $3,000,000,

It also points out that these schemes are frequently used by persons



D

engaged in criminal activities. Attached hereto as Exhibit B is a
memorandum furnished by the telephone company in response Lo a
request by the staff, An earlier memorandum, similar in content,
was previously submitted,

3. TInformal discussion with the Chief of the Fraud Section
of the Criminal Division of the Department of Justice indicates lack
of enthusiasm for the proposal on the ground that it would tend to
make the Department a collection agency for selected instances

 brought to them by the telephone company. However, there has appar-

ently been more interest in the legislation on the part of the
Organized Crime Sectiom of the Department. The staff recommends
that the Commission not endorse this proposed legislation as now
drafted but that it indicate support for legislation that will be
directed to physical devices used or intended for use in obtaining
comnunications service by fraud. As now worded, the proposed
legislation has too broad a sweep. It would attempt to outlaw not
only such physical devices but would purport to outlaw all other
actions by ordinary users of the service that might conceivably be
construed as a trick, scheme or false or fraudulent representation,
pretense or credit device to*avoid payment of the "regular" charge.

4. Although the impact of the use of the physical devices to
defraud the carriers of their lawful charges may not, at the moment,
be such as to warrant affirmative action by the Commission in urging
new federal criminal legislation, the staff is nevertheless con-
cerned with the fact that the revenue impact seems to be growing and
there is a danger of the proliferation of the manufacture, sale and
use of these devices in the absence of an adequate federal statute.
The present federal criminal statute on fraud by wire, radio or
television (18 U.S.C. 1343) appears inadequate because of its limited
application. Moreover, existing state laws which presently outlaw
all of these practices may not be sufficient to deal effectively with
this problem on a nationwide basis.

5. There is attached hereto a draft of a proposed letter to
the Criminal Division of the Department of Justice supporting in a
general way further legislation that would impose criminal sanctions
on the making, possessing, selling or advertising of any physical
device intended to be used for obtaining communications service by
fraud.
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FEDERAL COMMUNICATIONS COMMISSION ﬁCC;{ﬁg
WASHINGTONYRX D. C. 67749

20554

M REPLY REFER TOw

Mr. Fred M. Vinson, J¥.
Assistant Attorney General
Criminal Division
Department of Justice
Washington, D.C. 20530

Dear Mr. Vinson:

The American Telephone and Telegraph Company has brought to
outr attention the problem it and other communications common
carriers have had with the increasing use of electronic and other
devices to obtain communications service by fraudulent means. 1t
appears that in addition to the fraudulent use of c¢redit cards,
devices have been developed which either attach to a called tele-
phone to prevenlL the recording of incoming local and long-distance
calls, or are used to send out signals in connection with the
placing of a call to prevent any registration of the call on tele-
phone company equipment. It further appears that use of these
devices not only is causing an increasing loss of revenue, but has
also proved to be an aid to persons engaged in criminal activities.

We understand that the Departdent of Justice has had discus-
sions with the telephone company concerning this problem, and that
the telephone company has drafted proposed legislation. We
recognize, of course, that the Department of Justice would be
primarily responsible for administering any new federal criminal
statute which might be enacted to deal with the problem of obtain-
ing communications service fraudulently., However, it does seem to
us that there is a growing problem which, if it cannot be adequately
dealt with on the local level, warrants serious consideration at
the national level,

We are particularly of the view that consideration should be
given to federal legislation which would impose criminal sanctions
on the use of physical devices to obtain communications service by
fraud, or the making, possessing, selling or advertising of any
physical device with knowledge or reason to believe that such device
is intended to be used in obtaining communications service by fraud.
if the Department of Justice believes that such new legislation is
warranted, the Commission would be happy to cooperate in any way.
which would be helpful.

This letter was adopted on the _  day of May, 1965.

'BY DIRECTION OF THE COMMISSION

E, William Henry
Chairman
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