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THE MAGISTRATE: If everyone is present
who has an intsrest in the case we will proceed at
this time.

I would like at this tims to read tha
complaints, unless you waive the reading of tha.
complaints. Attorneys?

MR, WESTERVELT: We will walve the
reading, Squire, if we can have a copy.

THE HAGISTRATE: I don't have a cepy at
all.

MR. WESTERVELT: I had it photocopied
before it was executed. |

THE MAGISTRATE: You didn't gst the
warrant copies from your clients?

MR, WESTERVELT: &0.

TUE MAGISTRATE: This is a preliminary
hearing. Theg defendants are Wortley Andrew Wright,
Jr.,, Fern Drive, The Hamlet, Canadensis, Pennsylvania;
and John Thomas Draper alias Captain Crunch, The Hamlet
Canadensis.

On behalf of the Commonwealth Trcoper
Tames R. Harris, Jr., ©f the Penasylvania State Police)

has brought these charges agalnst these twe men., The
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alleged viclations took place at McFarland's residence
Fern brive, The Hamlet, on October 19, 20 and 21.
The chargss made are the manufacture -- in the casa
of Wright -- manufacture, distribution ©r possession
of devices faf theft of telecommunications services
and criminal conspiracy. The charges made againét
John Thomas Draper are manufacture, distribution or
poagsession of devices for theftr of telecommunications
ssrvices, criminal conspiracy and theft of services.

At this time I'm goling to swear in the
prosecuting witnesses, Please stand now and raise
your right hands, anyone who will be testifying today
for the prosecution.

(5even prospective witnesses sworn.)

MR. GOLDSETEIN: Beafore we get started,
your Honor, I think if there are any charges which
duplicate the chargss a£ the previous hearing they
should not be heard at this time.

MR. WESTERVELT: I agree with that.
In Mr. Wright's case criminal conspiracy was charged

and heard at the last hearing and bound aver.

MR. GOLDSTEIN: The same with Mr. Draper.

Theft of services -- let me see this.
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Theft of serviées, 3926 (a) (1) (2},
paragraph (b), were already heard at the previous
hearing. 3903 was previously heard.

MR. MATERGIA: It's my understanding
what we have done here by virtue of the conferencg in
Judge Williams' chambers was to set forth a continua-
tion of the original hearing. You had filed your
motion and it was stayed on the basis of that.

MR. GOLDSTEIN: O©Oh, no.

MR, MATERGIA: Well, perhaps vou wish
to discuss that off the record.

MR. GOLDSTEIN: I'll discuss it on the
record. I think at the conference we had we under-
stoocd there were additional charges brought. And I
don't think’the same charges can be brought again at
a preliminary hearing.

MR. MATERGIA: It was also put forth
in the Judge's chambers that the preliminary hearing at
that time was intended to be reschaduled. We were not
sure of the date, and we subsequently decided today's
date would afford defense counsel the opportunitg to
have additional discovery, which was one of the #everal

purposes for your motion filed with the Court at that
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time,

MR. GOLDSTEIN: The purpose for my
metion was to have the charges dismissed because I
didn't think a prima facie case was made out, and that
was the only purpese, not for discovery. We'll have
all the discovery we need later. I feel once charges
have beesn held at a preliminary hearing and bnund
over for court it is improper for additicnal testimony
to be brought out.

How, as far as other charges, I have
no objection to cother charges and your bringing feorth
testimony. As far ag I can see from Mr. Draper's cas%
those charges will ke c¢ontained as vioclaticens of
paragraphs 2 and 10 cf the Crimes Code, subsectioﬁ 2.
And that would be the only one. The other charges
are duplicitous and already heard by the Court, and I
don't think that they should be reheard at this time.

ME. MATERGIA: The Commonwealth will
procceed on the complaints and the charges set ferth
in the new conmplaints filed on December 1. We wish
to have all the charges, whether they be duplicated
or not, heard in today's hearing. Th&ra being né

ruling as to the exclusion otherwise we wish to




CO., BAYOGNNE, N.J. 070027 . FORM ACME # 3

PENGAD

procead on that basis.

THE MAGISTRATE: All right, I will
allow the Commonwealth to present their case.

MR. GOLDSTEIN: Is that the charges
already heérd by this Court?

THE MAGISTRATE: Yes.

MR, WESTERVELT: Sguire, I don't mean
to argue with yeur ruling, but it seems to be an
axercise in futility beéause you have already hoﬁna,
just as to Mr. Wright, now, you have already bound
criminal conspiracy over to court. th let them
present evidence as to criminal conspiracy? It's
already been bound over once, You aren't going to
make a ruling on the charges at the end of the
hearing. Why bother to clutter the record and take
averybody's time with additional evidence on that
charge? 1It's already been sent to cburt.

MR. GOLDSTEIN: This is a blatant
attempt by the Commonwealth to make good caseas that
were not good at the first hearing. They didn't
prove their case at the first hearing and now they

are trying to do this in an attempt to make good

cazes prima facie. I think it's improper.
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HMR. MATERGIA: Does counsel for the
defense wish to set forth on the record an inability
¢f the Commonwsalth to proceed in the second
preliminary hearing? Do you disagree with the ability
of the Commonwealth to proceed in this hearing?

MR. GOLDSTEIN: As to¢ the charges'
which have already been bound over for court, yes, six.

MR. MATERGIA: As to the charges set
forth in the complaint.

MR. GOLDSTEIN: As to any chargas
bound over for court already I think you have no
right to proceed. As to new charges you have avery
right to procased,

MR. MATERGIA: Would you further set
forth the basis for your taking exception.to that?

MR. WESTERVELT: My basis is that the
charges have already been bound ovar to court, and
anything on those charges ig irrelevant as far as thié
Magistrate is concerned, and it has nothing to dn with
the charges that you're trying to bring now.
Certainly if a charge is dismissed at the first
preliminary hearing you can rearrest and present

evidence on that charge. That's what you're doing
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with the distribution and possession of devices on

Mr. Wright. But the criminal conspiracy has alraeady

“hean bound over to court.

MR. MATERGIA: It was my understanding
in chambers when we met with Judge Williamg -~ the
date eludes me now =~ December 1, was it?

MR. GOLDSTEIN: Second.

MR. MATERGIA: Second. Thank you. It
was my understanding that in anticipation of the
complaints being refiled, in anticipation of furﬁh&r
discovery as well as Commonwealth's evidence,
defense counsel would not proceed on his motion then
standing with the Court to dismiss the committing
magistrate's information.

MR. GOLDSTEIN: You are partially
correct, Mr. Matergia. What I maid was that sincé
thare was going to be a preliminary hearing on
additional charges that we could hold this matter in
absyance until after that hearing. You had discussed
the possibility of some testimony for this charge as
being relevant to the other charges, I said that's
fine, we'll hsar that testimony. But at no time did

I agree to hear all the charges over again, because
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if it happsns to come out in the testimony, that's
one thing, but I think it has to ba relevant to the
charges pending., I don't think the Commonwealth:has
the right t¢ continue to bring the same charges at
preliminary hearings, especially after it's been:
returned to court. The Magistrate then has no
jurisdiction over that charge any more, and I think
that it's a violation of due procsss and all those
other nasty things if you do so.

MR. MATERGIA: Okay, we wish to proceed
on the basis of the charges as filed in the December 1
cemplaint as they are presently besfore the Court.

THE MAGISTRATE: All right, now, I
think the defense has a good argument here and, as
you know, I'm sitting as a lay judge and you're
throwing all this at me. I would like to know how
vou wish to separate the charges filed on Decamber 1
from the ones that vou filed and preferred later.

MR. MATERGIA: We wish to present
evidence.

PHE MAGISTRATE: In regard to what?

MR. MATERGIA: 910, %03 and 3926

violations as it relatss to Mr. Drapex; and the 910
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and the 903 violation as it relates to Mr. Wright.
We wish to present the Commonwealth witnesses.

THE MAGISTRATE: And you are objecting
to this?

MR. GOLDSTEIHR: I certainly am. They
had one ﬁite at the apple. They have had their bits.
If they haven't been able to prove their case I don't
think it's fair or proper for them to come back to
this Court when this Court has already, I'm certain,
filed the transcripts within the five days as required
These are the same charges all over again and I think
it's improper and I think it's in the nature of
harassment at this point. I have no objection as to
the new chargeé. You have heard no evidsesnce on those,
I don't think this Court should hear esvidence on
charges already bound for court.

MR, WESTERVELT: Cesrtainly 1if this was
a charge ¢f burglary, there was only one charge and
yvou had a hearing and bound it over to court, Sqguire,

you wouldn't let the Commonwealth file another

‘complaint on the basis of the same facts charging

burglary and come back for another preliminary heaxing

And if you strip away the other charges, that's the

.

B
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substance of what's going on here as far as conspirac¥
against Mr., Wright, and I think two charges against
Mr. Draper, they ara cases that have beaen chargea,
heard and bound over to court. Now they are charging
then again and trying to present evidence on them. I
don't know what kind of ruling you'rs going to make.

MR. GOLDSTEIN: What happens if you
fg2el they don't prove a case?

THE MAGISTRATE: Just a minute. May I
see all of you outside,.

(Hearing recessed at 2:30 p.m., and
rasumed at 3:25 p.m.)

THE MAGISTRATE: Do you want to repeat
your motion, attorney.

MR. WESTERVELT: Sgulre, I'm moviﬁg on
behalf of Mr. Wright that no evidence be received on
the criminal conspiracy charge which was heard and
bound over by the Court at the last preliminary
hearing in this case.

MR. GOLDSTEIN: I'm jolning in the
motion that no testimony regarding the duplicitdus.

charges be heard at this time.

THE MAGISTRATE: I'm sorry =~-
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MR. GOLDSTEIN: As to Mr. Draper, your
Honcr, that would be every charge except violation of
section 910, subparagraph (2).

TiE MAGISTRATE: That would he
manufacture, distribution -~

MR. GOLDSTEIN: Well, distribution of
the frammes, the sale, giving away and transferring
of equipment, apparatus or devices used in the theft
0f telecommunications services. That's the 910,
subparagraph (2), which is ths only additional new
charge against John Draper.

THE MAGISTRATE: Do vou want to say
anything at this time, Attorney Matergia?

MR. MATERGIA: No. We are prepared to
procead.

THE MAGISTRATE: All right. I'm going
to raule that vou can proceed. We'll just hear ﬁh@
facts concerning the chargess filed on December 1, and
ne testimony on the charges that have already been
heard and bound to court. Proceed at this tinme,
please. |

MR. MATERGIA: I call Trooper Harris.

THE MAGISTRATE: Is it 910 (2) on-
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Draper and on Wright?

HR. WESTERVIELT: 919.(1), I believe.

THE MAGISTRATE: 910 (1), subsections
i and ii.

MR. WESTERVELT: Right.

THE MAGISTRATE: Those are the enly
ones we're hearing on Wright, correct?

MR. MATERGIA: That's correct.
Conspiracy having already been bound over.

THE MAGISTRATE: Okay.

JAMES R. HARRIS, JR., & witness called
on behalf of the Commonwealth, having been duly sworn,
was examined and testified as follows:

DIRECT EXAMINATION

BY MR, MATRERGIA:

0 State vour full name, please.

A James R. Harris, Jr.

1] Where are you employed, Mr, Harris?

A, . Pennsylvania State Police.

0 In what capacity?

A Criminal investigation out of Swiftwater barracks

0 Were you so employed on the 22nd of October 18773
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B, Yes, sir, I was.

G Wera you responsible for the investigation of
telscommunications fraud emanating from the develop-
ment known as The Hamlet?

A Yes, sir,

43 And in the course of your investigation did vou

have the occasion to execute a smarch warrant?

B Yes, sir, I d4id,.

0. And when was that?

A That was on the 22nd of October at approximately
2:15 p.m. |

Q Would you describe to the Court what YOu found

upon th@ execution of your search warrant?

A Upon the execution nf the search warrant at the
homa, the search warrant was served on Mr. Wright at
the residence, the McFarland residence, located on
Fern Drive in The Hamlet.

Upon entry into the dwelling going up
the steps intq the -~ there's & sliding glass door,
and upon entry into the main rocem there was a computer
setting on a table along with a closad circuit
television which was hooked to it and a tape recorder,

and there was paper paraphernalia, booklets.
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Now, on the other side of the room to
your right diagonally ~- it is a rather long room -=
there wag another computer set up on a desk which
would have been against the cutside wall, and this
particular computer alsoc had a closed circuit TV . and
tape casette moniter or tape casetie hooked to it
with a small fan. There was wires running from this
and these wires were hoocked into the telephone
dunction box.

4] Did you have the occasion to photograph what
you viewed at that tinme?
A, Yoz, gir.

MR. ¥WESTERVELT: ¢Sqguire, I cbiject to
this. I don't understand the relavance to this of a
charge of sale of these items against Mr. Draper or
plictures of Mr. Draper's computer on the charge against
Mr. Wright of manufacture or digstribution.

MR. MATERGIA: We haven't done anything
yet.

MR. WESTERVELT: Well, you're going to
put all these pictures in that show these that don't
have anything to do with the question before the

Court.
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MR.'MATERGIA: I think your objection
is just a little premature, George. If I introduce
any evidence here that --

MR. WESTERVELT: You have already had
him testify about the computer being hot wired to the
phone lines. That has nothing to do with any of these
charges. I think we all agree on that.

MR. MATERGIA: Off the record.

(Discussion off the record.)

MR. MATERGIA: Back on the record.

BY MR. MATERGIA:

s Trooper Harris, who was present at the home at
the time you executed the search warrant?

3 Just Mr. Wright as far as ~-- you're talking about

occupants of the residence itself?

2 Right.

A Just Mr. Wright.

v And he's seated in the courtroom tocday?

A That's correct. The gentleman with the glasses.
& Next to Mr. Westervelt?

A Yes.

MR. MATERGIA: Leat the record show he

is identifying the defendant W. Andrew Wright.
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BY MR. MATERGIA:

o Did you have the occasion to speak to Mr. Wright?
a At that tinme, y®s, sir.
Q And what did you say to him?

A Well, first after I asked him his name and I
arrasted him, read the complaint €o him, and th&ﬁ I
sérvaa the search warrant on him, read that to him,
served him with his copies.
Q. You advised him of his constitutional rights at
that time?
A. Immediate=ly feollowing the reading of the complain
and the search warrant.
0 pid you have any further cosiversation with him?
A As far as to the identification of his conmputer,
he identifled his and he identified the other one,
MR. GOLDSTEIN: Objection as to any-
thing he may have sgaid regarding Mr. Draper.
BY MR, MATERGIA:
Q Simply as to what he said relative to his
computer, confine yocur testimony.
A Yes, he identified his computer.
MR. MATERGIA: I would like to have

thaese marked.

t
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(Four photographs marked Commonwealth
Exhibits Nos. 1, 2, 3 and 4, respectively, for
identificaticn.)

MR, WESTERVELT: Squire, the assistant
Pistrict Attorney shows me the exhibits marked
Commonwealth 1, 2, 3, 4, and we will stipulate tﬁose
are pictures of Mr. Wright;s computer.

THE MAGISTRATE: All right.

MR. MATERGIA: Very well. I move thein
admission into evidence.

MR. WESTERVELT: No objection.

THE MAGISTRATE: Acca}éted.
BY MR. MATERGIA: |
o Now, when you refer to the testimony, Troopar,
of Andrew Wright as identifying his computer are you
referring to the exhibits which we have marksd and

admitted into evidence as Commonwsalth 1 through 47

A Yes, A Bol 20 Processor Tschnology computer,
0 And whers was this computer located?
A That was the computer on the desk immediately

apon entering the room from the outside that was:
right inside the doorx.

11 And what did you do with this computer?
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A The computer was taken apart and was disassembled,
the cleosed circuit television set, plus the tape
recorder and the computer itself. They were ﬁismantlﬁd
and then placed in boxes, they were itemized by myself
on an inventory record and they were transporited then
later to the state peolice barracks in Swiftwatsr.

e Did you subsequently deliver these items as
depictad in the Commenwealth's Exhibits 1 through 4,

t+he photographs, to +the Bell Labs for inspection?

A Yeg, sir. Down at Holmdel, New Jersev.
0 And to whom did you deliver those items?
A I delivered them to Mr. Kennsth Hopper and Hr.

Wwalter Heintza. They are ¢f the support security
force.

MR. MATERGIA: Off the record.

{(biscussion off the record.)

MR. MATERGIA: On the record againa.
The Commonwealth would like to have markadlas Exhibit
5 a group of tapes which will be referred to in
testinmony at different points perhaba as item 4, I
want the record to indicate that, even though they
are Commonwealth's Exhibit No. 5. And Commonwealth's

Exhibit marked Ne. 6, which may for purposss of
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testimony be referred to as item 5 by the Commonwealth
witnesses.

MR. GOLDSTEIN: Who are these offered
against?

MR. MATERGIA: These are offered
against Andrew Wright.

{Group of tapes marked Commanwealth
Exhibit No. 5 for identification.)

{Group of tapes marked Commnonwealth
Exhibit Wo. 6 for identification.)
BY .;IﬁlR. MATERGIA:
¢ Trooper, handing vou Commeonwealth Exhibit 5,
weuld vou identify that?
A These are tapes thaﬁ ware taken at the location

of Mr. Wright's computer.

o Where were they located again?
A At HMr., Wright's conputer.
o Were they dapicted also in the photographs

raferrad to?

a . I would have to look at tha photographs to be
sure. Yss, there are tapas -- there are tapes on
the back of Commonwealth Exhibit No. 2 clsarly shown

along with Commonwealth Exhibit Wo. 1, there are
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portiong of the tapes shown in the left corner of the
picture. And also on Commonwealth No. 3 there are
pictures of the tapes. And Exhibit 4 also.

0 Okay. Handing you Commonwealth Exhibit No. 6,
would vou identify that, please?

A These were also taken along at the point of Mr.

Wright's computer.

0 They were selzed in your ssarch?

A Thay were seized in the search, ves, sir.
Q Where waere they again located?

A At Mr. Wright's computer.

o And what did vou do with these at the time that
vou seized tham?

2 I marked them on the -- my inventory at ths time

they were packaged in boxes and then were -- they

waere numberad by myself as to their contents and then
tranaportad to tha Swiftwater barracks.
MR. MATERGIA: I move theif admission.
THE MAGISTRATE: All right, they are
accepted.
MR. GOLDSTEIN: WNot against Draper.
MR. HMATERGIA: Against HMr. Wright.

THE MAGISTRATE: These are against
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Wright.

MR. MATERGIA: As to the charges

Mark nov as Comnonwealth Exhibits 7 and
83 for identification purposes, again as to the charges
cutstanding against Mr. Wright, these documsnts,
(Page from Scl computer manual marked
Commonwaalth Exbibit No. 7 for identification.)
{Schematic drawing frem Sol computer
manual marked Commonwealth Exhibit No. 8 fer
identification.)
BY MR. MATBRGIA:
3 Trooper, handing you Commonwealth Exhibit No. 7,
would you identify that, please?
A This is a page that was taksn out of the
Procassor Technology book belonging to the computer

of Mr. Wright.

Q Would that be the Scl compuiser?
A The S0l computar.
o . wWould it be fair %o refer to that as the Sol

computer manual?
A. This is a page of the Sol computer manual, yes,

sir,
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2 And Commenwezlth Exhibit Ne. 8, would you
identify that?
A Thig is a schematic drawing which was alsoc taken

out of the Sol computer manual book.

0 The same manual?

A Yes, sir. It's a handwritten drawing.

1} Did you take these two items inte your custody?
A Yeg, sir.

MR. MATERGIA: I move their admission.
THE MAGISTRATE: All right, so noted.
BY MR. MATERGIA:
0. | What did you do with these items after vou took
them into your possession?
A They were logged into evidence at the
swiftwater station, they were placed in the evidénce
roecm under leek and key. The only person who has
acc&ss.to that iz Sergeant Hoski.
Q Did yeu have the occasion to have this evidence

as wall as the other evidence examined?

A Yes, sir,
o And by whom?
A By the security support group, Mr. Hopper and

Hr., -=
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BY MR. GOLDSPTEIN:
+] State police?
A Ho, sir. This is from Bell Telephone.

BY MR. MATERGIA:

0 Did you deliver these items to the Bell Labs?

A Yas, I delivered them, I delivered ~-

0 To whom did you turn these items over?

A Well, specifically ¥Mr. Hopper. These items heaere

were not originally taken and turned over to the Bell
Labs on the date of the initial -- this was later
given to Mr. Hopper for further examination.

MR. MATERGIA: We will move their
admigsion,

THE MAGISTRATE: Accepted.

MR. MATERGIA: Cross examine.

CROSS EXAMINATION

BY MR. GOLDSTEIN:

0 Troopar, whergs was Wright when you gbt theré?
A Mr. Wright?

.g . Yes, sir.

A Standing out on the porch, sir.

Q and what, if anvthing, did you say to him?

A I asked him who he was and then he identified
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himself.

Q Then yvou placad him under arrest?

A Yas, sir,

1) And then what d4id you do?

A I read him the search -- the arrest warrant --
and then I read the ssarch warrant.

) This was all out on the perch?

A Pardon?

0 Was this out on the porch?

A Ne, sir. We meoved inside the rocom in the house.
o At what peint did vyou move inside?

A What part?

Q Yes, sir. What point.

A When we moved inside the room.

Q Is that when you read the warrant to him?

A Yes, sir.

{ Did you go in thsre inmediately after vou

arrestsd him?

A,

That was as we arrived we met Mr. Wright con the

porch, and we stepped inside the room and I read the

complaints to him,

o

A

pid you identify yourself? Were you in uniform?

No, sir. I was in plainclothes.
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Q

A

Were any trocpers in uniform?
Yas.,

Whenr 4did you tell who yvou were?
When did I +ell him?

Yes, sir. At what point.

As we were coming up the steps. I displayed my

identificatien and announced I was with the state

police.

0

Al.

How, who slse wes with vou at the +ime?

We had mewmbers of ocur organization and wa also

had members of Begll Telephone.

Q
Bell
A
John
0.
A

Q
A,

May I have first the names of the people from
Telephone?

Aleng with us was Mr. Beam, William Beam, MNMr,
Fisenhouth, Hr. Wilford Dunne.

#Wilbur Dunne?

Wwilford.

Right. Anyvbody elsa?

Thers was antothelr gentleman whose name e€8capas

me at the present time,

g

A

0

Where was he from, do you know?
Ha'as with the Ball Tslephons security.

And yvou had the warrant in your possession when
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you searchad, is that right?
A Yes, sir.
o And did you yourself know what thisgs alleged

violation was all about in terms of the technology

involved?

A Net in technology.

O And yeu teok what Bell told you to take, is that
right?

A, I asked them te¢ identify -~ I took them aleng to

identify the proper things that would be in cannectiﬂn
with what we were looking for.

0 Se you seized what they told you was proper to
seize basad on their expertise? |

A. Based on their expertise, yas, sir.

Q. S¢ what you're saying iz you really had no
knowladge, other than being a law enforcement officer,
as far as what was geized. You teook what Bell teld
you should ke taken, is that right?

i I was informsd of the items that we were saeking
prior to our going there, and then i confirmed what

I was taking with the people from Bell Telephone.

o You had only one warrant that day, is that

correct?
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A, One saarch warrant?

0 Yes.

A Yes, sir.

o And that warrant waé for a housa?

A Yas, sir.

Q& Did vou have a warrant for any vehicles?
A No, sir.

Mr. MATERGIA: Objection.

THE MAGISTRATE: State vour objecﬁicn.

ME. MATERGIA: This Quagtian is
irrslevant as it relates to any charges against M.
Goldstein's client, Mr. Draper.

THE MAGISTRATE: I'll sustain your
obijaction.
BY MR, GOLDSTLEIN:
0 Well, did you seize anything from any vehicles?
A, No, air.

¥R. MATERGIA: Objection. Thers's
hean no testimony by the Commonwealth that relatas
to the search or seizure of any items in & vehicls
nor the presentation of any items as they relate to
charges against Mr. Draper.

THE MAGISTRATE: SBustainsd.
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BY MR. GOLDSTEIN:
o Did anyone from Bell maks any searches independen
cf you?

MR. MATERGIA: Obisction. I would like
to have the guestion clarified as it relates to Mr.
Draper.

MR. GOLDSTEIN: Well, so far theré's
bezn nothing against Mr. Draper. I want to find cut
what elge he may know. I want to find ocut if anvbody
from Bell independsnt of him searched.

MR. MATERGIA: The purpposeg of cross
gxamination die not & fishing axpedition as to the
Commonwealth's evidencs against vour client, but-
rether an ability to question this witness as to the
content of his testinony on direct sxamination.

MR, GOLDSTEIN: He's discussing a
asarch and what was thersa at the time, and I'm oroas
axamining on that sesarch.

MR. MATERGIA: I 8till weculd object to
the line of guestioning. What counsel is attempting
to do here is attempting a discovery procedure for
purpoesg of suppression.

MR. GOLDSPTREIN: That's not what it's

t
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for.

MR, MATERGIA: That's not before the
Court.

MR, GOLDSTEIN: 1It's not for suppressic
It's the other case I +told you about.

MR. MATERGIA: I ¢bject for that
purpose.

MR. GOLDSTEIN: I'll withdraw the
guestion, Judge.

MR. MATERGIA: Counsel is well armed
with the civil discevery technigue as it relates to
any other issues.

MR. GOLDSTEIN: OFff the record.

(Discussion off the racord.)

THE MAGISTRATE: Ckay, you withdrew
your cuestion.

MR, GOLDSTEIN: I have no other
questicns at this time,

BY MR. WESTERVELT:

14 Mr. Barris, Mr. Wright was the only person in
the house when vyou first arrived?

a. Yas, sir.

G 1pid other individuals arrive during the search?

FIT
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A, As the search was proceeding, yes, sir,.
0 And who were they?

% Well, there was == I ~~ one was the other
defendant, Mr. Draper, aleng with other persens who I
assung ware guests at the residsncs.

Q How many altogether?

A I wouldn't be able to give you a factual number.

I would have to only make a guess,

& All right.
A Possibly ten or twelve peopls total.
o The computer that Mr. Wright identified as his,

where was that leocated in the house?

A That was sitting right on the éask inside the
doorway.

G What room was it in the hause?

A I would -~ I wouldn't know which room to call it.

I would call it possibly the living roem. It was

being ussd apparently ass a work roconm.

Q There were no beds in that room?

A No, sir. Only chairs and desks.

Q Both computers were located in the sama Toom?
3, In the same room.

v And all the other electronics paraphernalia was
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in the same roon?

A Ne, noct all.

0 The majority of the electronics paraphernalia
was in that room?

A, I would say a good portion of it was in.that
room,

a Wag this room open to the kitchen or other living.
arsasg?

A There was -- the room was a rather long room
and than there was a hallway leading off of that and
into bedreoms in the back, and then there was a |
staircase leading up to the upstairs portion.

Q It wouldn't be inaccurate to describe this as a
common area of the house or an open area of the hnuse?
A It appeared +o be nors like a busin@ss room, a
work room,

G Do you know how many individuals wera living in

this house at the time?

B Living in the house at the time?
o Yas.
) We, I don't have —-- I enly have knowledge at the

time that we went thers of &wo probably living there.

We sxpected mcre peopls to be there that day.
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a And in fact there ware quite a few more people
there that day?

A Thers was persons arrived while we were there
that did not even come onto the property, turned.

around and left,

0. Mr. Wright never identified the tepes as hié,
did he?

A I don't specifically remember.

0 But he 4id identify the computér as hisg?

E Yeg, sir.

HR. WESTERVELT: Okay. I have no other
questimns.

MR. MATERGIA: The Commonwealth has
noe further guestions of this witnasé.

THE MACISTRATE: You can taks youf
seat.,

MR. MATERGIA: I ecall Mr. Richard

FPrevite.

RICHARD PREVITE, a witness called on

behalf of the Cowmonwealth, having been duly swern,

was examined and testified as follows:
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DIRECT EXAMINATION
BY MR, MATERGIA:
. Mr. Previte, I'm going to hand you the
Cemmbnwealth's Exhibits 1 through 5, being various
photographs that have been admitted into svidence, and

agsk if you can identify the items depicted there.

A Yes, I can identify then.
Q And what is it?
a. Phis is thes ~- it appears to ba the computer that

I looked at at the Bell Telsphone laboratories in
Holmdal, New Jarsey.

o What kind of a computer is it?

A It's a Sol computer manufactured by Processor
Technelogy Corporation of California.

Q And is that a fair and accurate representation

of the computer that vou had the occasion te examine?

A, Yes, it isg.
G aAnd from whom did you obtain this computer?
A I obtained it from Mr. Kenneth Hopper, who

showed it to me and iLndicated that he wanted me to
look at it.
0 and likewise Commonwealth's Exhibits 5 and 6.

A Yes, I do recognize these as some of the tapes
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that I had looked at at the laboratories. In fact my

mark is on it as I had looked at them.

0 ig there a common name that you apply %0 these
tapes?

A Just casetbte tapsas.

0 Software, ie that apprcpriate?

A Oh, ves, software, casette tapes.

o And likewise Exhibit No. 672

A Yes. I ~- I don't know the number -- I believe

21 and 22, I belisve, were music tapeg, if I rzcall.
Q Whersa ars you employed, Mr. Previte?
R I'm enployed by Bell Telsphona laboratcories of

Belndel, Haew Jersay.

0 And in what capacity?
5 I am an electrical snginser, menber of the staff,

apﬂ I work in thelr -~ right now my particular jeb is
exploratory terminal develospment.

Q What is your educational background?

A I have a degree, bachslor of elsctrical engineer-
ing, from Polytechnic Institute of Brooklyn, and:I
have beesn recaiving continuing education in the fiald
of elsctronics and computer teachnology at the Beil

Telephone laboratories in our coursas provided by the
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- Bell Telsphone laboratories.

0 How long have you been employed in the electronics
industry?

A Abgut 23 yesars.

G Did you have the occasion to examine the Sol 20

computer and software that you referred to as

identified in Commonwsalth's Exhibits 1 through 6?

A Yes, I did.
Q0 What wag the nature of vour examination?
A, Well, when I first received it I was asked to

examine it, to discover if there were any programs or

any of the software was possible to perform any of

the fraudulent telephone calls and things of this sorg

in general to examine it. I then proceeded to look
at all the tapes, both music and data tapes, and
listened to them and tried to make a determination as
+o if there were anything ineriminating en them with
reference to performing fraudulent telephone calls or
;omething of that sort. In my investigation I 4id
find on tape 4, labeled item 4, and I don't know what
exhibit it is -~

1) I+'s item 4 and it's Exhibit Wo. 5. You may

raefar to it as item 4 1f vou are comfortable.

Lt
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A Tes. Item 4 I found a tape whioch related +o

MF gensration.

Q What is MF generation?

A MF generation i1s something that is used to -=-

for trunkinyg for completing calls by cperators and by

central office equipment. It's the tones that are not

normally available or not available to an individual--
MR. GOLDSTEIN: I object. I think any

tone 1s available tc¢ anyone. There?s no law against

possessing tones, sounds.

BY MR. MATERGIA;

i You may simply define the characteristics of MF

tone generation as it relates to the Bell System.

A, Ky knowledge, they are multi-fregquency tones

which are used to complets connactions of central

offices equipment, things of that sort, trunking and

- things of that sort.

2 Okay, continue,
A Well, whan I did run thesgsse tapes I identified
where to place them within -- memory within ~-- well,

wa call it memory, dit's difficult -- how to put them
into the memory of the processor. And once properly

placed into memory of a processoer program ¢an be run
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and they identify each other. 1It's something similar

to, I guess, people talking to each other. If you have

got the right location they know how t0 converse with
each other. And sinply stated you just have to know
how te load them properly. Once they are loaded
properly they c¢an be run and perform functions which
were intended by the software, by the program. This

particular program --

Q You're referring to item 47

A Item 4.

1 Exhibit 572

A Yes. Once properly loaded. This particulaf

program when I ran it displayed on the video screen
instructions and the means of applving numbers --

MR. GOLDSTEIN: How, I object at this
point. 1Is this against Draper or against Wright?

MR. MATERGIA: 1It's against Mr. Wright

TEE WITNESS: 5S¢0l Processor.

MR. GOLDSTEIN: Okay. I with&raw.the
objection.

THE MAGISTRATE: You withdraw the
cbhbijection?

MR. GOLDSTEIN: Oh, yes.

___R. Previte - direct 161 |
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THE WITNESS: And on the screen it

indicatas both the instructions and the method to

provide numbers by the user of the terminal for furthgr

use, Once the numbers are provided,_presumably
numbers that one wishes to complete calls to, thé -
well, that's what the processor does., Now, I then --
do you want me to go further into the DAC?

MR. MATERGIA: Yes.

THE WITNESS: The processor by itself
cannot genarata tonesg =--

MR. WESTERVELT: Excuse me. Maybe I
missed the last part of that answer, but it seemed to
kind of trail off, the answer to the last question.

You said it read out on the video screen.

THE WITHNESS: It reads out on the video

screen both instructions and it provides a means for
entering numbers which are later to be called by the
usey of the terminal.

MR. WESTERVELT: Entered into the

machine, you mean?

THE WITNESS: They are entered into

the machine and an individual then places numbers that

he wishes to complete. In essence he's placing then

-
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into the memory within the computar.

MR. WESTERVELT: Okay. Go ahead., I'm
SOXYY.

THE WITNESS: He then -- the computer
by itself, as I received it, is a standard Sol
Processor not capable of generatiﬁg tones. But #hat
happens by the program it accesaseg what we call Qutput
perts. These output ports may be accesased by programs
which -- by programs and by running the programs in
cartain fashions,

I found within the -- the Sol manual --
a sketch for a DAC. That's a digital to analog
converter. What that digital to analog converter does,
it takes essgentially ~- I'm having a hard time becau37
I'm trying to give it in layman's terms -- it takes
ess&ﬁtially pPC signals -- when 1 say DC signals ~-
that ars either on or off zero or one, or what we
commonly refer to as digital signals. 1t takes these
digital signals and, manipulating them in certain
nunbsrs, it either places more or lsss resistance in
this particulaxr loop. By placing more or less
resistance in a loop it's similar, I guass, in laywman's

terms to putting on a faucet, you can turn Or open
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the faucet in a certain fashion and allow more or les
water to get in. The analogy here is you can generat
lower or higher veltages on the outpﬁt tarminal.

BY MR. HMATERGIA:

o Now, when you refer teo the DAC diagram, I think
yocu called it a schematic --

A. Yes.

0 -=- are you referring to what we have identified
as Exhibit No. 8 and also No. 77

A ¥es. On No. 7, the Scol Processor, they have
indicated within the Sol Processor the terminal
numbers of their output ports, their output ports of
an address., The address is also something that is
placed within the programs of the tape. I don't know
for sure, I believe this address was of a -- I'm not
sure on that address. But those tefminal nunbers
ca?respond to the terminal numbers on this DAC sketch,
43 That's what vou're referring to as Exhibit 87

A Yes,., Now, the program is s0 arranged t¢ output
in certain ways these output terminals, or this
address. Once that is done that generates varying

voltages on this ocutput. If one ties a speaker to

that one can hear various frequencies or toneas being
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genarated. It's these tones which are the MF tones
or the single freguency tone.

If one observes and locks at the
programs within ~-- let me go ~~ before I go to that
let me just give you a little bit of a background as
to how one places numbers into the computer and how
one exercises them. The user identifies or knows
what numbers he wishes to place calls t+o by the
instructions there and by the program he accesses
certain what's referred to on the -- on the progran
sender registers, he has accsss to place'six numbere
into ths terminal. If one looks he has generatad
enough memory, if I can say so, to access these s8ix
numnbers.

He places the numbers as he wishes intd
registers one through six. Each time he places a
number into it it's placed into what we call an array
or a memory location where he deposits these numbers
so that they may be remembered, so that when he
chooses tO access them later he can go back into this
memory and pick these numbers out.

He then presumably places a call. Do

vyou want me to go into how one would effectuate a
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call?

0 I would like you to speak to the significance of
your examination and finding the multi-freguency tone|
A All right. Let me just go into that, He -- the
user then can stipulate that this computer generates
what we call an SF frequeancy, 2600 cycle freguency.
The computer is also programmed to know the differenci
between an MF tong or a single freguency and change
the time limitations placed on each tone, 50 that it
generates an SF signal for one second and it generates

the other signals for a lzsser amount of time, It

geneérates an SF signal to seize control of a network.
MR. WESTERVELT: I object to that.
He's giving vou an abstract opinion of what this thing
can do. There's no indication that that's what it's
designed te do or that's its purpose.
PTHE WITNESS: Let me say this. It can
gensrate frequenciss.
BY MR. MATERGIA:
0. What is the significance ofi the ability to
generate SF tones of 2600 cycle?
A To my knowladge the generation of a 2600 cycle

into a call once established reseizes control of that
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call so that other numbers c¢an be entered.

0. And what is the significance of the emanation of
guch a tone in relationship to the Bell Systenmn's
billing technique?

A The Bell System uses the SF signal, or the singl
frequency signal tone in order to re~establish the
control mechanism ¢f the network. In other words,
once the trunks recognize this frequency thay revert
contrel back to accept mulii-fregquency signals to
generate new ¢alling procadures, and S0 on and so
forth.

I'm not an expert on that phase of -~
there may be othef people wha'know muich morse aboﬁt
that. This is what I've been told and this is wﬁat
I understand it to be.

MR. GOLDSTEIN: X object.

MR. WESTERVELT: 1It's hearsay. He's
just admitted it's hearsay.

THE WITHNESS: I c¢an just tell you what
the computer does.

BY MR. MATERGIA:
Q Okay, continue.

A The computer can generate 2600 cycle tones for a
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periocd of one second, and the computer can generate
MF tones up to 22 édigits, or the digits so put in by

the user, and it generates the tone corresponding to

the digit whieh it sees in the computer.
o Is the abllity to generate MF or SF tones

inherent in the Sol 22 computer?

MR. GOLDSTEIN: Objection.

THE MAGISTRATE: Will yvou state your

objection, please.
MR. GOLDSTEIN: He's not been
gualified as having anything to do as an sxpert on

the computer.

MR. GOLDSTEIN: Ho.

MR. WESTERVELT: Now, wailt.

THE MAGISTRATE: How, do you want to
state your objection again, Mr. Goldstein?

MR. GOLDSTEIN: He's not been --

MR. MATERGIA: 1I'll rephrase the

guestion.

MR. GOLDSTEIN: All right.

BY MR. MATERGIA:

Are you familiar with the Sol 22 computer?

H 2

THE WITHESS: Oh, but with the programg--~
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A Yeg, I believe I am,

Qo ‘Have you had any occasion to examins not only
the computer but the manufacturer's operation manual?
A Yeg, 1 have.

2 And in your examination do you know whether or
not the Sol computer has the capability to generate

M and SF tonasg?

A The Sol computer by -- you mean that blue box?
o That's corract.
A 1t does not.

MR. GOLDSTEIN: I cbject. He asked if
ha knows.
MR. MATERGIA: I think he has already

answered the guestion.

MR. GOLDSTEIN: I obiject. It's not

responsive., I ask the answer be stricken.

THE HAGISTRATE: I don't see any
objection to that.

MR. GOLDSTEIH: I don't think he's
qualified. We can cover it on cross examination, I'm
sure.

THAE - MAGISTRATE: Continue. I think he

answerad the guestion.
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BY MR. MATERGIA:

Q Did you have the occasion to examine the Sol
computer identified by yourself in Commonwealth's
Bxhibits 1 to 5 along with the soc~called software,
being Commonwealth's Exhibits 5 ana 6, together, in
an attempi to determine the ablility of that equipment
to intervena the Bell System?

MR. GOLDSTEIN: Objection.

A Yes,

MR. GOLDSTEIN: Leading.

MR. MATERGIA: Why is it leading?

MR. GOLDSTEIN: You just told him the
answer to the question: did you in an attenpt to do
ge-and~-so do so~and-sgo?

MR, WESTERVELT: It suggests a yes-~0or-
n¢ answer on direct examination.

BY MR, MATERGIA:

13 Would you describe the nature of your examination
of the software as it relates to the Sol 22 computer
in terms of the ability of that equipment to make
teleconmmunications calls?

2, Programs on tape 4 are capable of changing the

outputs to an addresgsed port.

!
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MR. GOLDSTEIN: Move your hand, I can'g

hear what vou're saving.

THE WITNESS: I'm sorry. The progranmns

on the tape are capable of changing the outputs on onse

of the ports, on one of the cutputs. When one ties
the data to a&nalog converter on those ports the

changing -~ the judicious changing of those ports can

caus® voltage variations to occur on the output. Thege

veltage variations when applied te a speaker generate
tones. It's theese tones which when applied to a Bell
System neatwork instruct it to do certain things.:  The
sSF ﬁane, to my knowledge, or the 2600 cycle tone,
instructs the control anstwork to revert back to accep
MF tones. HMF tones will be acceptad by the network
to -=- to place, you know, to call the called parties
referenced to by the numbers. That's about as simply
as I can put it.

BY MR. MATERGIA:

o pid you have tha occasion to run the tapes

referred +0o and identified as Commonwealth's Exhibits

5 and 6 in the 501 computer which you have identified?

A Yes, I 4id. Yes, I did.

0 And what was the result ¢f running thosz programs?
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A Well, the result was, as I indicated, to appsar
on the video screen the instructions and the methods
to place called numbers into the memory of the Sol
computer. When one -- well, I don't know =- the
instructions are "I" and "T." When one presses a
character, a specific character, one recsives a tone,
and the "I" generates a 2600 cycle tone. The "p"
causes the computer to MF key pulse out the numbers
that are placed upcn the scresn. The numbers that ar
placed upon the gcraen by the user are "K" -- it
starts off with "K', which opens the specific sender
register. Now, a "K" is interpretad to bes key pulse.
And in all MP calls key pulse is always the starting
frequency. The computer then continues to MF ke?
pulse the digits which were placed thereupon. Digits
are represented in the control -- in the control of
+he natwork by frequenciss.

And then the computer continues after
all the digits to send out the key pulse represented
by the digit "S8" which the user places upon the |
screen to terminate the sntering of numbers. And
this "S" also corresponds to a group of frequenciles

which dasignate the start of -- in other wordsa, the

.



R, Previte - direct , 173

FORM ACME # 5

oTnO2 -

N,

PENGAD CO., BAYONNE,

completion of the call, the complstion of the digits,
atart processing the information which you have
received to the contrcl network. That's -~ 30 when
one sends the "T" in rapid order the multi-freqguency
tones go out for the "K® digits and the start pulse.
& flow can that be used to creata a theft of

telescomnmunications services?

A Well, it -- I can say that it gozs -~ when one
places -- |

") How is it done?

A Wall, my knowledgs of how it's done?

Q0 Yas.

A My knowledge of how it's dones is in -~ is that

one places a c¢call to a free number, presumably to a
frege number, and that's --

MR. WESTERVELT: 1 object unless he
jdentifies the source of his knowledge. I have a
ferling this ig hsarsay.

MR. MATERGIA: One momsnt. We ask for
the Court's indulgence.

THE MAGISTRATE: All right.

MR. MATERGIA: Batk on the record.
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BY MR. MATPERGIA:

0 Did you have an occasion to use this equipment

in an attempt to place a toll free call?

A Yés.

43 And when was that?

A, I don't know exactly. It's about two waeeks ago.
Q Weuld you describe how you accomplished this and

what vou did?
A Wia went to the Cresco office hers locally and
we sat up the Sol computer. And then we attempted to
complete calls to —-- to given numbers that we had
arranged to put into it. We then called ~- we then
set it up and we placed calls, we called up, I don't
recall what numbars we called now, they were 555
nunbers oxr something of that sort. And once we
called those numbers, before the £all was answarsed wa
would hit the *I" key %o gensgrate a 2600 cycle tone.
At that point the sender -~ we heard a
tone coming back te us which indicated that we now had
spaized control of the call, and then we hit the “T"
button.

I was not successful in completing any

calls with the "7" button because I was not successful

- ﬁL"
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in getting all the digits exactly as I had thought.
But I had accepted and I did gst control of tha
network with the 2600 cycle tone. But I would get
wrong numbers, that 1 had accomplished a wrong number

or something of that sort.

& Are you familiar with the term blue box?

A ¥es. Wall, I am now, yas.

Q. "And what does the term blue box signify?

A My understanding of what a blﬁe box dozs is-that

a perzon places a call toc a free number, presumably,
and pefore the call is completed he seizes control of
the network gensrating a 2600 cyele tone, and after
which he generates HMFP tone and gets the number that
he actually wanted, which is a charge number.

The cantral office, however, does not
have knowledge of the fact that the sscond number was
key pulsed and only has knowledge that the first call
put in was a fres c¢all. That's my knowledge of what
blue box is. So that the call is esssntially never
charged.

v What are the essential elements that are présent

in a blue box, or blus box device?

A, I would say my knowledge of a blua box, the

jLF‘



FORM ACME # 5

07002 .

K.

PENGAD C0. BAYOMME,

R. Previte - direct 176

essential 2lements are the generation of 2600 cycle

tone to -- over control of the network and then the
generation of multi~frequasncy tonas.

Q Doss the Sol 22 computser with software have the
capability of so generating those twe elements
necassary in blue bhox?

A  You say just the 80l plus the software?

o The Sol plus software which you had tha occasion
to axamine and whiech you have identified as C-~-1

through 5 and 6 and 7.

A In addition to the DAC?
0. Yes .,
A Yes, it does.

MR. MATERGIA: Cross axamnine.

CROSS EXAMINATION
BY MR. WESTERVELT:
Q Mr. Previte, I have to admit that I'm a little
lost at this point. Let me tell you what I understand
you said and you tell me if it's right. This
computer you set up in Cresco?
A Yas,
D, And put in the tapes?

A. Yas.
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o And then tried to make illiegal calls?
A After we put numbers in, some numbers into it,
yes.

0 So you had to add something to what was there,
just numbers that you wanted to call?
A I think we picked up some -- we Jjust picked some

nunbers we wanted to call, ves.

Q Were vou successful in making these illegal
calls?

A NG .

G How, when you set this item up in the Cresco

office isn't it a fact that you had te add anothar

piece of equipment to the computer?

A, I had t¢ add a DAC which was builée ~-—
0 A DAC «- go ahsad,.
a. A DAC which wae built per the insgtructions

basically that I received from the notsbock that I had
received in evidence.

0 And you nade that yourself, that was not seized
from Mr. Wright's house?

A Ne, that -- well, toe my knowledge I did not get
one.,

0 You didn't get one?
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A I did not get one.

0. Ne "D" to "A" convertar was supplied to vou?

A No. This is true.

Q ¥You came up with that vourself and connectad it

t0 the computer?
A I made it per the instructions of item whatever
it is.

ME. MATERGIA: I think on the rescord
we should indicate here that he's referring to
Conmonwealth's Exhibits 7 and 8, beinyg the instruction
and diagram received ©or obtained in the S0l 22 manual
identified by Trooper Harris and admitted into
avidenca.

BY HMR. WESTERVELT:

G S50 you had to add this "D" to "A" converter in
crdar to attampt‘to make the calls which weren't 
succegsful, in any avent?

A, Yes,

LS

& How i8 it right to say that if you look at fhis
whole thing as a human being that the computer machin
pictured in these Commonwealth's 1 through 4 would

be the brain?

A, ¥Yea, I would say that.
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0. And this "D" to "A" converter would be roughly
the aquivalent of a voics bhox, ¢r a veice box and a
mouth and a tongue and testh and &1l the things it

takag -~

A The "D" to "A" converter is referred to as an

interface.

o iIt's something that lets the computer talk *o

other things?

A Yas,
o In this case a vhone system?
A, Yes., It's —-— It redquired a PAC -- 1t reguired

this device in order to get information out, yes.

Q And there are other ways of making a cnmputér
£alk o a phone system, isn't that right? You can
hook a speaker onto a computer that's appropriately
programmed and point the spe&aker at the talephané
instrument and let it make tonss, isn't that correct?
A In certain ways, ves. You mean the speaker'
dirsctly? o, not without a DAC,

o But the peint is that this computer, as you
received it, whatever was on the tapes, couldn't talk
to a telaphone?

A. Without the DAC, this is trus.
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43 And vou didn't receive anv DAC from the state

police when they delivered this te you?
A. He, I received no DAC.
0 Essentially what thisz computer could de was to
think impure thoughts, isn't that right?
MR, MATERGIA: Objecﬁion.
Q Isn't that what it could do?

MR. MATERGIA: Objection. I think the

chaiacterization of counsel is misleading.

ME. WESTERVELT: Qkay. 1I'11 reph#ase

the gquastion.

BY MR. WHSTERVELT:

Q The computer could think illegal thoughts,
couldn't it? Isn't that right?

MR. MATERGIA: I'm going to object to
the guestion as being argunentative. If counssl wants
to explorse the opinion of the witness as to tha.
capability of the equipment I have no cbiection. I
¢hink the form of the gquestion is improper.

BY MR, WLDBTERVELT:
Q. We agree that the computer in one of thasa-ﬁlue

pox setups or a:setup to make illsgal calls is the

eguivalent of a brain, it dees the thinking?
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A A Bblue box?

13 The coimputer.

3. Oh, the computer, ves.

¢ And the DAC, or whatever other interface device

you use, does the talking?

A The DAC does the interchanging of information
batweaen the computer and the talephone systen.

0 You want t» characterize it as conversing rather
than talking or transfer of information rather than
talking., Okay.

A All right.

) Without the DAC or without the converter ox
without some other appropriate interface all the
computer can do is think?

A It could run programs and things of that sort.
o But it can't do anything, it can't have any:
interceoursge with the telephone systen?

B, Well, let me put it this way --

0 Poor choice of worxds. Isn't that trus? The
computer without the DAC or without some other |
interface can't converse with the telephone system?
A With a speaker. It nesds a speaksr to generate

tones, yes.
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Q But those ltems to your knowledga were not there,
cr at least they were not delivered to you?

A, I didn't gee then, no.

Q 50 again we come to the conclusion that all this
computer could do was to think illegal thoughts or
think of illegal things; it couldn't put them into
action in the form that you received ii.

N Well, this is true. But the fact that I had a
sketch in ny possession indicated that somsone was
doing something to the output ports. And while I
didn't have it in my hand I had a sketch which I built
my DAC upon. The DAC that I built was not one that
I built out of mémorycor from my knowledge, bui rather
from the sketch that I had received.

o sut that sketch was a part of a a pProcessor.
manual that had several hundred pages?

B No, no. That sketch was a handwritten sksatch.
That's not part of the S0l Processor. That's a

handwritten sketch.

Q. You're talking about the scheamatic?
A. Correct.
o Is the technology to construct a DAC secret

technology in the Bell System?

-
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A, Ho .
Q. Common knowledga among computer programmers and-—-
A I would say it's common knowledge among computer

Progranmars.

o About the e¢quivalent of how to rebuild a
carburetor among automobile mechanics?

A I would say it's pretty common knowledge.

0. Can you use alsoe a DAC for thigqs like
instrumentation and music generation?

A Absolutsly. That's what they use.

@& pid you‘maka any written reports of your
conclusions and your expaeriments with this machine as
vyou went through the process of checking it out?

A I have information that I jatted down in ny
personal bococks, my psrscnal notss, yes.

o pid you make any written reports to other Bell

smployees or o the District Attorney?

A i ==
MR, MATHERGIA: You can answer that
question.
A Yes, I did.
0. And can you ta2ll us how many 5f those thers

ware?
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A iHow many reports there ware?
4 Yes. Was there one final report or did you make

interim reports?

A I -~ I made & f£inal revort.

Q And that outlined your conclusions? -

N igs.

0 Do you have a ceopy of that with you today?

A I don't have one with mne.

43 Do you recall the date of that final report
approximataly?

A Early this week sometime, it was Monday, Tuesday|

it was this week I finished up my ~~ my work. I had-+
before this I had also ~- in other words, this final
repori wags just not done HMonday. I ha& naturally been
putting things aside on my écmputer file as to what--
vou know -- what I had been thinking, my thoughts on
the =subjsct.
MR, WESTERVELT: I have no cther

guestions. Let me see if I can find Mr. Goldstein and
see if he wants to cross examins.

He informs me he has no gquestioens.
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REDIRECT EXAMINATION

BY MR, HMATERGIA:
0, Mr. Previte, how long did it take you to

construct what vou called a DAC, a digital analog

converter --

A vVery --

Q ~~ from the diagram?

A Well, I gave it to one of the wire men at the

labs and I told him, you know, gst the parts and build

it. I hink he 4id i+t in about half an hour.

o Ig #his a difficult thing to constxuct.once the
diagram 1is present?

A NO.

0 How, when vou indicated in direci examination
that you attemptad to make calls fxrom the canadensis
area by applying the program and DAC which you

constructed from the diagram and you were unsuccessful--

A Yes.

o -- would yvou clarify that in terms of whether or
nok --

a. All -- I found a lot of side tones on the

frequencies when I analyzed it, and I presume with

some debugging theough that it could be made -~ it

— S S " E—
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suggestsd that word to this
THE WITNESS:

debugging. Put debugging.

what it neans.

BY
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KENNETH D.

hehalf of the Commonwealth,

R. Previte =« redirect

MR, WESTERVELT:

HMATERGIA:
MR. WESTERVELT:

MATERGIA:

HOPPER,

Purified.

-~ purified.

I want the record +o

Beam, who is a Bell security man,

witness.
Daebugging. I want to sa

Let someone ask me later

43 Wwhat does dsbugging mean?

A It means going in and adjusting your program.

No further guestions.
I have no recross.
1 call

Mr. Kennath

a witness called on

having been duly sworn,

was axamined and testified as follows:
DIRECT EXAMIHATION
BY MR. HMATERGIA:

0 Mr. Hopper, give your name, pleass.
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A, Kennath D, Hopper.

o)

Whare are you aemployed?
A I'm enmployed by Bell Telephone Laboratories, at

the Holmdel, New Jersey, laboratory.

& In what capacity ars you employed with Bell:
Telephona?
A I'm a member of the technical staff of specifi-

caliy the security support group.

Q Aow long have vou been enployed with Bell
Telephone Systam?

A. Thirty years,.

o In your gmployment have you had axperience with
the exawmination of devices capabls of emanating MF

and B8F tones?

A Yas, I have.

o Are you familiar with the term blue bhox?

A. Yeg, I am.

2 And what is in lay language a blue box?

A A blue box is a tone generating device which is

capabls of generating the %tones that are used o
control the toll portion of the tslsphone network.
0. And how is 4this accomplisghed through the

emanation of these tgonsg?
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A, It's a -~ the use of a blue box requires an.entry
procedure into the hatwurk. Do you want me to go
through this entire procedure?

1} Wwall, explain, if you will, brisfly the method
of application of MF and SF tones 3¢ as to accomplish
a theft call.

B, All right. First let me define sach of these.
SF, single fraguency, is a single frequency of 2600
cycles per secend, which is usad to indicate an idle
condition on a trunk. The presance of 2600 cycias on
a trunk ig indicative that that trunk is idle and is
not carrying conversation.

Qkay. Multi-frequency, HMF, is
specifically a language of twin tones, two toneg-that
are transmitted together to represent all the digits
of zero through nine pluz some notwork control signalé

which are also cembinations of two tones.

g Okavy.
A Now, where do we go from thera?
O What is the significance of the presence of, or

the capability ©f, the generation of MF and SF tones
as it relates to theft of communications?

A, All right. We take a tvpical case of f{raudulent
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ﬁelephﬁne calling. &n entry call is made into the
nat --

MR. GOLDSTEIH: Objadtion. It is not
rasponsive to the guestion.

¥R. MATERGIA: I believe it is

responsive, I've asked him what the significance of

the multi-freguency and single fregusaney taenes are to
the capability of making a fraudulent or accomplishinq
of a theft of communications and ==

MR. GOLDSTEIN: The answer is that's

the way vou do it, not scme philosophical discussion
about how you do it.

MR. MATERGIA: Well, the witnass-ﬂhouIJ
be permittsd to explain or elaborate as to the |
method of doing so. I'11 just ask the question:
@#laborate how this is done.

MR. WESTERVELT: Parhaps I.can make
ancther objection. This is all irrelsvant. The
previous witness has already testified basically as
to how vou d¢ it and he said what they found didn't
do it. I don't see what the relevance of how you do
it again is.

"MR. MATERGIA: That's not the case at
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‘the wholg case,

all.

MR. GOLDSTEIN: Ig this testimony
againgt Mr. Wright or Mr. Draper?

MR. MATERGIA: This testimony is
directed for the chargeg against Mr. Wright.

MR. GOLDSTEIN: Okay, then, I'll just
keep quiet.

MR. MATERGIA: I think counsel for Mr.
Wright has incorrectly stated the testimony 0f the
pravious witness. |

MR, WESTERVELT: Well, I don't understand
all thig stuff, I admit, The objection is that it's
repetitive because I think the last witness explained
pasically how you do this blue box business. Ané in
any event my impression of his testimony was that wher
he tried the tapes in Mr. Wright's computesr it didn't
succeed in doing it. So I don't see what another

recap of how yvyou do it successfully has to do with

THE MAGISTRATE: Do you have any answer

to this obijsction?

MR. MATERGIA: Well, to some extent

this witness' testimony is repetitive but it goes
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beyond the knowledge of the previous witness when the
previous witness indicated that he'g not versed in
the area of the operation of the»Bell System as it
relates to the issuance of multi-frequency and single
frequency tones -- in other words, how fraud is
accomplished through the generation of these tones.

THE MAGISTRATE: I don't think we
heard that kind of testimony. I'm going to overrule
your objection. |

THE WIYNESS: All right. 1In a rather
classical and typical case of fraudﬁlent c¢alling an
entry call is placed into the neiwork, usually to a
n0n~c§arge type numbsr. This could be an 800 number,
it could be to a 555 information service. After that
call has entered the network and has switchad through
the toll portiocn of the network, but prior to answer
at the far end, 2600 g¢yclas is applied from this blue
box device to the calling telephone. The presence of
2600 cycles appearing on that circuit is ignored by
the local office. The local office has nothing
sensitive to 2600 c¢ycles. However, the 2600 cycies
appearing on the toll trunk makes that trunk appear

idle at the far wund.
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Now, the removal ¢f the 2600 cycles
looks to that distant toll office like a new seizure
and it puts eqguipment on the line expecting to receive
new digits for a new call in the multi-frequency key
palsing language.

Now, at this pcint the blue box user
transmits a néetwork control.gignal which is referenced
as key pulse, KP, followad by the digits of the number
that he wishes to direct the fraudulent call to. And
at the conclusion of all those digits ne transmits
another network control signal known as 3T, which
indicates that all the digits_aré in, and the distance
switching the machine should start to switch on the
information it has got.

How, at that point the local affiée
has seen only the billing record for the 800 or 555
call, and then no knowledge in the billing record of
the radirected destination. The call then switcﬁes
and complates and an answer signal comes back from thT
redirected party, the fraudulently called party, which
appgars to be nothing more than an énswer to the 800

call that was originally used to entar the network.




FORM ACME # 3

‘bT00Z -

PENGAD CO,, BAYTONME, .1

K. D. Hopper - dirggt ] 193

BY MR. MATERGIA:
0 Would a device capable of generating such
multi-frequency and single frequency tones be caéable
of accomplishing a telecommunications theft?
A ¥es, it would.

MR. MATERGIA: Cross axamine.

MR, WESTERVELT: I have no questions
for this witness.

THE MAGISTRATE: I have none, You can
take your seat.

MR. MATERGIA: The Commonwealth rests.

MR. GOLDSTEIN: I move for a discharge
against John Draper. There's no evidence he has
anything in 910 (2). |

MR. WESTERVELT: I have a motion to
makeg, but maybe you want to rule oﬁ that one first.

THE MAGISTRATE: Let me read that
subsaction again.

MER. GOLDSBTEIN: I would note, your
Honor, that no evidence against Mr, mraﬁer has been
presented today wiatsoever.

MR. MATERGIA: The Commonwealth will on

the record state that there being no evidence presentéd
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against Mr. Draper as it relates to the chargss ‘in
this complaint, the charges should be duly dismissed
ag it relates to Mr. Draper.

THE MAGILSTRATE: All right, at this
timg we will dismiss those charges.

MR. GOLDSTEIN: Thank you.

MR. WESPERVELT: Squire, on behalf of

Mr. Wright I would like to move to dismiss the charge

of manufacture, distributian or'possession of
telecommunications services for theft as presented
today. The asvidence today was not as long as at the
last hearing. I think it's fairly easily recallable.

The witness through which the
Conmnonwesalih attempts to establish a prima facie case
is Mr. Previte. DMr. Previte testiiied that he took
Mr. Wright's computer, took the tapes, which, by the
way, were not proven to be Mr, Wright's -- you're
left to speculaté they ware Mr. Wright's, but let's
leave that for a minute -- he said he did everything
he could with them. He's had them for some tima. He
has tried all types of tests on them, and the taking
of the eguipment that was seized from Mr. Wright,

there was no way that eguipment could communicate
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with a telephone line or telephone system, that he had
te make up & piece of equipment to connect the
computer +o the telephong line.

How, admittedly ¥r. Wright had a
diagram for making that piece of equipment. But Mr.
Praevite himself says that that's something that is as
common to people who work with computers as repairing
a carburetor is toc somsone who works on automobiles.

There's no way as this machine sat
there when Troopey Harris seizad it that it cou;d
communicate with the telephone system., Therefore it
cannot be an item to steal telecommunications servicaes
because it has no mathod of communicating with the
talephone system,

The second reason for dismissal is that
even when this man, whose gualifications are very
impressive, no doubt, and he seems to know what he's
talking about, took it, put it all together, took it
to Cresco and tried to make an illegal phone call, it
didn't do it.

Now, he says if you debug it cor if you

modify or fix it up to make it do that then it will

do it. But it doesn't do it. As it stands it will
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not successfully accomplish a theft of telecommunica~
tions service, even adding on the extra part that he
added on to it.

T#o independent reasons why this charge

should be dismissed. There's no gquestion about it in

this case, Squire, and I ask you to dismiss the
charges of manufacture, distribution or possession.
MR. MATERGIA: Squire; this being a
preliminary hearing, the Commonwealth is only bound to
show a prima facie case, and I think we have made that

caas osut. Furthermore, we have proven and submitted

evidence to the szffect that (1) a computer was
seizaed; (2) that the computer Was identified by the
defendant as belonging to him., You have before you,
first of all, direct s&vidence of the seizure of

certain tapes which have been asdmitted into evidence,

and that those tapes are programmed and can be in a
sense played through the very computer which was
seized and identified as belonding to Andrew Wright.

Circumstancially you have the testimony
from Commonwealth witnesgses that identify these tapes
as being part of the computer in a sense of their,

First of all, location with respsct to the couputer




197

eprM AcME # 3

gragz -

Je

M

PEMGAD CD., BATOMME,

that they were found next to, in direct proximity or
immediate proximity to that computer, and also by
virtus of the Conmonwealth's Exhibiis 1 through 5,
the ability to examine the photographs to further
correborate the testimony of Commonwealth witnasses
that those tapes were found with the computer.

S50 in essence you can through
circumstancial evidaence find that the computer and
the tapes were one and the same or all cne pall of
wax.

We also ha#a aevidence to the effect
that there is a DAC, or converter, the diagram of
which in handwriting was found among those items:
identifisd as the S0l computer belonging to Andrew
Wright, and that a converter could bé congstructed
from the diagram such as to a&apt #he 50l ccmputgr 80
as to tranemit the various multi-frequency and singls
frequency tones that are necassary to accomplish a
telecommunications theft. S0 you have those tﬁings
hefore vou.

You also have the testimony of Hr;
Previte, who ﬁot only establishes that the tap&sL&nd

the DAC constructed from the diagram are all
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compatible and work well with the Sol computer
identified as belonging to Andrew Wright, but in fact
compriszse a gsystem for the emanation of multi-frequenc
and single frequency tones capable of placing a
fraudulent call.

Now, his testimbny was that short of
some debugyging thess devices in their entirety worked,
He says that they do not work well. He was able to
place calls, he got the wrong number, but nonethelass
he was able to place calls by runnihg the program and
alse using the DAC as constructsd.

I think vou also have to look to the
statute because that's significant:here. The statute
gays: "...makes or possessas any instrument,
apparatus, equipment or device dasigned, adaptad or
which can be used..." So that thajlénguage very

significant there is "designed for the commission of

a theft of talecommunications services and adapted
for the commission of theft of telecommunications
gservices."” And that's the relevant language that's

before you.

Surely we feel we have made out a

prima facie case against Andrew Wright.
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THE HAGISTRATE: All right. Wortley

Andrew Wyright, I'm geing to bind you over to the

Court of Common Pleas on this charge. I think there

is prima facie evidsncs
section. That evidence
Court is

{Hearing

I hereby

shown here to establish that
has begen shown at this time.
dismissed.

adjourned at 4:55 p.m.)

-

cartify that the proceedings

and evidence are contained fully and accurately in

the notes taken by me at the hearing in the above

matter; and tiat the feoregyoing is a true and correct

transcript 9f the sane.

P R, ’ S
Tt . n
P P

Yt e

Frank A. Condon, Raeporter




