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April 25, 1972
GENERAL INVES"ATIVE DIVISION

This is a new case in which subject,
utilizing a ""blue box" and a "black box'", has
circumvented telephone company billings. The
"blue box®” is a term used to describe an
electronic instrument which produces sound |
frequencies which defeat direct dial billing.
The '"black box'" is a term used to describe an
electronic instrument which mutes telephone
tone signals and defeats billing on incoming
calls, In addition to this activity which is
a violation of the Fraud by Wire Statute when
used on interstate calls, subject has
apparently been able to gain access to a com-
puter at the University of Michigan through
use of his electronically equipped telephone.
He has also been able to '"tap'" a restricted
conference circuit of AT&T and has attempted
to gain access to other restricted areas.
Search warrant is being obtained and will be
executed 4/25/72, for subject's equipment in
Dallas. Assistant U. S, Attorney anticipates
presentation to Federal Grand Jury 5/2/72.
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\\ INSTANT CASE WAS PREDICATED UPON TELEPHONIC REQUEST FROM AUSA
AoRTHERN DisTriceT Texas

CHARLES R. PARRETT, NDT, DALLAS, TEXAS TO SA ‘f/
b6

0¥ APRIL TWENTY LAST TO MEET WITH AUSA PARRETT AND
REPRESENTATIVES ;

)SOUTHWESTERN BELL TELEPHONY COMPANY RERS ON APRIL TWENTY ONE LAST.

§

msee

TELEPHONE COMPANY OFFICIALS APPEARED IN AUSA'S OFFICE APRIL 5/7
TWENTY ONE LAST PURSUANT TO A SUBPOENA DUCES TECUM ISSUED IN

U S DISTRICT CQURT |
UsDC, NDT, DALLAS, TEXAS APRIL TWENTY LAST.

TELEPHONE COMPANY OFFICIALS FURNISHED RECORDINGS AND WORK

SHEETS PERTAINING X&EPHO}\lT/CA&%S,,'Iﬁ%Oﬁw,@ﬁN}/OUTGOING,
FROM TWO TEBE£&%% S OF
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END PAGE ONE
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f- BETWEEN MARCH SEVENTEEN LAST THROUGH APRIL TWO LAST

BY USE OF "BLACK BOX" MUTING DEVICE FOR INCOMING CALLAS AND "BLUE
BOX" MULTI FREQUENCY TONE GENERATOR FOR OUTGOING CALLS.
SEARCH WARRANT TO BE OBTAINED APRIL TWENTY FOUR INSTANT

TO BE EXECUTED APRIL TWENTY FIVE NEXT AT APARTMENT

TO BE COORDINATED WITH OKLAHOMA CITY WHO IS OBTAINING SEARCH

WARRANT FOR A SUBJECT IN NORMAN, OKLAHOMA4 AKA

PERPERTRATING SIMILAR FRAUD BY WIRE.

DURING RECORDING PERIOD TAPES AND RECORDS REFLECT

EIGHTY NINE CALLS MONITORED ON PHONES, EIGHTY SIX OF WHICH

WERE FRAUDULENT, THREE LEGITIMATE. TAPES FURTHER REFLECT SUBJECT
HAS BEEN ABLE TO ACCESS A COMPUTER AT THE UNIVERSITY OF MICHIGAN
THROUGH USE OF THE TELEPHONE, ALSO A RESTRICTED CONFERENCE CIRCUIT
OF AN AT&T VICE PRESIDENT IN NEW YORK AND HAS ATTEMPTED TO CALL
THE NUCLEAR ENGINEERING LAB AT UNIVERSITY OF OKLAHOMA, THIS
CAPABILITY APPEARS TO PRESENT POTENTIAL DAMAGE SHOULD SUBJECT BE
ABLE TO ACCESS BANK COMPUTERS OR SIMILAR SENSITIVE RECORDS,

END PAGE TWO



PAGE THREE
DL 87-21187
FOLLOWING EXECUTION OF SEARCH WARRANT AT DALLAS
FEDERAL GRAND JURY
AUSA PARRETT ANTICIPATES PRESENTATION TO FGJ MAY TWO NEXT SINCE
TAPES REFLECTED SUBJECT PLANS TO TRAVEL TO EUROPE FOR THE SUMMER.
DALLAS WILL FOLLOW CASE CLOSELY AND KEEP BUREAU
ADVISED, Pe
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CHARACTER OF CASE

FBW

s 15

/452‘

TYPED 8y

Title marked changed to reflect subgect's truo

N
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/ name and all known aliases.
AL

Dallas teletype to Bureau and Oklahcma City

REFERENCES:

§’)
ng;/

LEADS

following leads are set out.

dated 4/24/72,

Dallas teletype to Bureau dated 4/25/72
Oklahoma City teletype to Bureau and Dalldb

dated 4/25/72,

-P-

For the information of receiving cffices, the

It should be noted these

leads are based on 24 hour. tape recordings by the
//7E§%§phone company and have been eXamined under authority
($)

subpoena duces tecum.

The purpose of these leads is

Bo
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2-New York

1-Oklahoma City (87-17023)

2~-San Francisco
3--Dallas (87-21187)
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to verify with the receiving party that a representative
number of telephone calls were received even though these
calls and conversations have been recorded.

OKLAHOMA CITY - INFORMATION

One copy furnished in view of ipvestigative
interest in similar case involving

ALBUQUERQUE

AT CORRérES__NEH_MEXIC . Will interview
| |teTephone which number was called

lbw bn 3/18/72 at 8:40 p.m..

and on 4/2/72, wherei discussed
the possibility of a telephone company being on the line
monitoring the call. This call was placed at 8:04 p.m.

on 4/2/72 and lasted 16 minutes,

NEW YORK

AT NEW YORK CITY, NEW}YORK. Will interviewl

| | AT&T Longlines, 32  Avenue of the
Aniericas, to verify he was monitoring a special conference
circuit of AT&T.Vice President on 2/3/72 and while doing so,
heard an unauthorized conversation wherein a male calling
himself in Richardson was heard to say to_parties on the
circuit . - could call his telephone number without
cost because he had it "muted." '

B :
. COVER PAGE



bé
b7icC

DL 87-21187

SAN FRANCISCO

AT 10S ALTOS, CALIFORNIA., VWill interview
telephone who was calkd on 4/2/72 at 6:13 p.m,

Dallas time and lasted for six (6) minutes; and on 3/17/72,

“at 11:08 p.m., Dallas time which was a 34 wminnte call

during which conversatio

| was called on
his other phone by in Oklahoma while talking to
DALLAS
AT LUBBOCK, TEXAS.1l.Will interview |
at] |Will verify thadf
placed numerous calls for her while she was in
1S rtment in Dallas on 3/31/72 which include s
to

among otlhers,

2, Will interview to veri

Ilplaced a call o her in care of

on 3/17/72 at 3:21 p.m., Dallas time.

AT RICHARDSON, TEXAS., 1. Will interview

AT DALLAS, TEXAS. Will follow and report
prosecution of

-

Cc
COVER PAGE
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_ADMINISTRATIVE

Dallas is claiming a Fugitive statistic,although
an FD-65 was not submitted,because at the time the warrant
was issued subject's whereabouts was not known,although
he was arrested approximately three hours after the warrant

was issued at his place of employment.

Execution of the search warrant and arrest of

subject in this case was coordinated with the
i Division who executed a search warrant on
a phone freak. These two searches were eXecute

simultaneously.
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UNITED STATES DEPARTMENT OF JUSTICE.
FEDERAL BUREAU OF INVESTIGATION

Copy to: : 1-USA, Fort Worth, Texas
' (Attention' AUSA CHARLES R PARRETT)
meaa:b ’ Office: Dallas, Texas
Date: 5/1/772 I
Field Office File #: 87-21187 Bureau File #:
Title: be
b7C
Character: ~~FRAUD BY WIRE
Synopsis: ’ A Subpg ena duces tecum was {é3qed on 4/20/72 in

. USIC, DallTs. Té%a as, in conpection with fraudulepnt telephone
serv1ﬂe of

On 4/21/725 interviews were conducted of Southwestern Bell
Telephone ~€ompany> (SWBTC) representatives and records

examined pursuant to a subpcena, Interviews and records
examined indicated was utilizing a
multi-frequency signal generator, aka "blue box" which

permitted him to place long distance telephone calls from

his two telephones bypassing telephone billing equipment

and the use of a mute, aka 'black box" on his telephone

which permitted incoming long distance calls toll free to

the An authorized affidavit for search warrant
for[fiffﬁf:;]apartment and a complaint charging him with
violation of Title 18, USC, Section 1343 was filed om 4/25/72
before U, S, Magistrate BAILEY Fr_RAHKLHL]NDT, Dallas, who
then issued a search nt for apartment and

an arrest warrant for] Iwas .arrested by
BuAgents at his place of employment on 4/25/72 -and thereafter
taken to his apartment where the search-warrant—was

executed, Paraphernalia pertaining to fraudulent telephone
calls was seized; however, a "blue box" and 'black box"

were not located in the apartment[::::::::]was afforded a
hearing on 4/25/72 before U, S, Magistrate RANKIN who released
him the same date on his personal recognizance, A consent

to search was obtained from[::::;;]to search his safe deposit
bhox lat the Citizens State ‘Bank, Richardson, Texas,
On 4/26/72, this search resulted in the seizure of a '"blue

box" interviewed and furnished signed statement 4/26/72.

This document contains neither recommendations nor conclusions of the FBI. Tt is the property of the FBI and is loaned to your agency; it and its contents
are pot to be distributed outside your ugency.
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Preliminary examination fixed by U. S. Magistrate RANKIN

for 5/ ch warrant and -inventory made
by SA on 4/27/72. . .

-P-

DETAILS:
AT DALLAS, TEXAS

Investigation in this case
receipt of a telephonic request by SA
from Assistant United States Attorney CHARLES R, PARRETT
Northern District of Texas (NDT), Dallas, Texas, on Aprxl 20,
1972, to appear in his office at 9:30 a.m,, on April 21, 1972,
to interview Southwestern Bell Telephone Company (SWBTC)
officials and to examine pertinent telephone company records

" to be furnished by these telephone company officials under
authority of a subpoena duces tecum pertaining to an alleged
fraud perpetrated by[ |through the
use of unauthorized electronics equipment in placing and
receiving long distance telephone calls,
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. FEDERAL BUREAU OF INVESTIGATION

‘%/éu/72

Date of ronscription

Southwestern Bell TSlepnone COmpany,; Dalles, ToXat, Pl

furnished the following information:
On February W, 1972, he received a telephone

call from 4
American Telephone and lelegraph (ATLGT) LONg L1OC
32 Avenue of the Americas, llew York City, New Ybrk¢

_ 'E;::;;;lgald he was monltoring a sp pecial
conferencé ¢ it of one of the AT&T Vice Presidents
on Fehruary 3, 1Q72, and while doing so, heard an unaunhorized

conversation on the telephone circuili. n the conversation,
a male individual who called himself vho said he
lived in Richardson, - . was heard to say to partiecs

the telephons circuit to call him at his telephone number,
|withaut cost, because he had it "Muted®.

on February b, 1972 determined through

rjmia_zg;gphcne business of . number
was listed to a

!stated Thess Tecoras
fTurthe? reiieéfé?? TI service on the

telephone number in the apartment.

l |ste elephone service © ingis
in this apariment fo for the
Februaxry ?, 1372, and Tor the nunbew on February
%, 1972, according to the telephone TECOTAS, '

then contactedl lin the
Test Center in Richardson, Texag,|

. |
[:::::::ffequested that | un a voltmeter test
on polth of telephone mmbers to determine if '

any foreign attaclments were on these lines. : L

_ ] | tested both telephons lines, and told

[;;;:::%gg;s meter was bouncing clear off scaie clearly

i dica something unauthorized was on the telephone
ines. i

mterviewed on__4/21/72. «_Dallas, Texas g;# Dallas §7-21187

by

SA gn 3 . ‘%‘./ 21/ 7

Date dictaled

T document confoins nelther recommendotions nor conclusions of the FBL it is the property of the FBl and is losned to your agency;

it and its

contents are not lo be distiibuted outside your agency,
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then began manitoring two
telophone Iines on or about February 28, 1972, however, due

to technical difficulties, the telepaone company could not

get a complete cation on telephone numbers being
called from the telephones by touch tone dialing

and multl frequency generated signals due to a loss of
fidelity. .

Recordings were continued through March 6, 1972.

sent the tapes to the ATET Laboratorles for

anaLysis{ however, identification of numbers called

could not be accouplished from these tapes due to the
lack of fidelity.

l stated nevw recorders and other equipment
were obtaine ne Southwestern Bell Telephone Company

in Daij.as9 and recordings began at H:00 p.m. on March
hrough April 24 1972 by
for the Southwestern Bell

Telephone Company in Dallas, TeXas.

stated these recorders were automaticg
and weré activaced when the telephone receiver

was picked up, thereby recording in and outgoing telephon
calls on the %w telephones. Recorders were located
at 308 South Akard, Da s, Texas, headquarters for Southwestern

Bell Telephone Company. stated 89 telephone calls
were recorded during this period. 86 of these wers fraudulent,
aend three were legitimate,

Approximately 83 of the calls were by "Blue Box",
Zhe majorlty of these were by using the Inward Watts mumber .
for Computer Systems, Inc., Atlanta, Georgia, whose number
was 800~241-0200. _

L5 of the fraudulent calls were completed
and three of the fraudulent calls were incoming ca
muted by the "Black Box', an unauthorized electronic
attachment to the telephone lines, which thwarts the
central offlce hilline equipment Erom charging anyone
who night call telephone numbers long digtance,

a
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stated the "Blue Box" ls an unauthorized
electroni¢ aevice,; which does not necessarily have te be
connected to a telephone set to be operational. He stated

a "Blue Box" is a multi frequency tone generator, which
emits certain audlble signals, and when transmitted over
telephone lines warts telephone billing equipment so
that a person u%xlmz;ng a "Blue Box" can call anyplace in
the world free of charge,

‘ Istated as a. of recording '
telephone ¢aIls made from the telephones ;ﬁf%iff%ﬁ
8 Co

p..o

the "Blue Box!, it was learnec at not only has
telephoned various countries, he has also been al
telephone a limited nuunber o% computers| btated
besides the fraud perpetrated against the Telephone company,
he 1s fearful of the potential of a person using a "Blue
Box" gaining access to computers, and the harm that could
result from suck computer access.

stated a "Black Box" ig an electronic
device vaItn I8 actually attached to telephone lines, and
is an unauthorized device, which will permit incoming long
dlstance telephone calls to that telephone to be made free
of charge, because the device thwarts billing equipment
of the telephone company.

On April 18, 1972 reported to Asgistant
U. 8. Attorney ANDREW BARR, Northern District of Texas,
Dallias, that the Southwestern Bell Telephone Company had
certain evidence of a Fraud By Wire violatlon being
perpetrated against the telephone company.

The above informa e ompany
records were furnished by pursuant
to a subpoena duces tecum, Kumber P72~0630, lssued on

April 20, 1972 by the U, S. Court for the Northern
District of Texas dlrecting |§Q bring all records
pertaining to fra : ‘

telephone numbers Iaaafess' l
o the U, S, STriC¢T

T xas, Room 16G28, Federal
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Courthouse, 1100 Commerce Street, on April 21, 1972,

at 9:30 a.m. _Pursuant to the above described subpoena
duces tecum, produced the foregoing
information; tapes, and work sheets, and other

pertinent telephone company records.
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. Date of tronscription

[ S S o 5/1/72

Southwestern
Bell Telephone Company (SWBIC), Dallas, Texas, furnished
the following information: _

He installed’ aﬁtomatic tape recorders at*%ﬁ@“
SWBTC iain Office, 308=Bouth Akard, Dallas, Texasy=on==
March 17, 1972 at 5:00 p.m., which were used to record

telephone calls, both incoming an
_1972. on ftwo telephones listed to
elephone numbers

il : : R~

further g%ated from these tape recordings
he prepared Toll Fraud Worksheets which listed each . amE
telephone call and a short statement telling rux. -of
information recorded in each telephone call.! Etated
he made these tape recordings for the purposé o] ing
\ . 3 1} ] tel me use at )

stated he fed these tape recordings into a
Dial Pulse BRegister which converted the tones and signals
-into letters and diglts in the form of a2 printout.
hWWm ’’’’ iy’

From these prlntouts and recordings, he prepared
the above described worksheets showing the date a call was -
nade, time of the calTj "telephone number called, the sdund
of a 2600 cycle tone, *sad~the telephone number muitr“frequed
that:-is, the telephone number called by the use of a multi-

frequency signal generator referred to as a "blue box."

stated by using: a "blue box" long disjance
calls are transmitted. in such a manner as to bypass.and
conceal their existence from the billing equipment of SWBTC.

stated that none of the 45 completed
calls recorded bv him apnesared on telephone company billing
records of . :

stated that the "blue box" and "black box*

Interviewed on 4/21/72 at Dallas, Texes rle #_Dallas 87-21187

by

7

SA jly Date dic!oied;—éigmg__—_~;

This document contains neither recommendalions nor conclusions of the FBI, It is the property of the FBI ond is loaned to your ogency;

it ond

its conlenls are nol lo be disiributed oulside your ogency.
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nmust be in close proximity to the telephone equipment
it is connected to or being used in connection with.

That is, the "blue box" "black box" would have to
be located in at the times they were
being used in connection with numberl and/or

~

B . . e
Ez;ﬂ-"é‘.—' ;.» Ase PRI T oa s S

stated records o e
showed £ha located in

was disconnected on March 24, 197z,
The foregoing information was obtained frOm;;z
l !pursuant to®5a Subpoena duces tecum number
- ssued in the U, S. District Court, for the
Northern District of Texas, on April 20, 1972.
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l Date of !ronscripli’c-m 4/24/72

Southwestern
Bell Telephone Company {(SWBTC)}, Dallas, Texas, furnished
the following information:

e

~ A volt meter test was conducted on tele hone number
l llocated at | l

| which was listed to ! and
the test indicated that unauthorized €guipment was sStill

connected to the telephone line on that date.

b6
b7cC

Bl
. %
Interviewed on 4/24/72 ot D&llas, Texgs = Fiie‘#__muﬁs 82-»2, Ilm
by SA bly 9 bate dicrated 4/27/72

this dotument conlaing neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its conlents are “not to be distributed outside your agency,
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3_;_ - Dote of !ror;scrip'ion 5/1/72 Joes
Special Agent listened to tape
‘recordings whieh | |

Southwestern Bell Telephone Company (oWBii),recorded between

March 17, 1972, and April 2, 1972, while monitoring two
;halenhnné_nnmhéns l1isted to.

2lso examined a toll fraud worksheet pre-
pared by| corresponding to each telephone call
recorded in the tape records mentioned above. Thes: tape
recordings reflected in part~the following: . e

- A telephona call wasg placed o;~Mgggﬁ_;1r 1872,
at 8:21 p.m. by]| | from to? -
800-241-0200; he then sounded a 2600 cycle t ich
disconnected the 800 number thereby leaving on the
nationwide: toll network., By use of a multi-irequency
signal generator "blue box", he "multi-frequed" |
listed to| bA

person identified as! [:#ffjked.tﬁig: [at this number.
; asked also known as
how much the call would cost him.
l !called |said not to
C

a im that, |

[that the
first t1 :Lha_niﬁced a call for-—-som@one it was freel’: He

also told hat "in the phone-freak worid' he<was

known as [that no ane knew him asg:;;;fj;o one knew

8 " iast: th only knew h : n Dallas,

she could c¢all him and he would

e told her that all incoming is
so, In the conversationtf:;ffﬁold
ould have to show him how To ’

ced

On Margh 17. 1972 Ica;%ggi::;;;;;:]
in California at |(by use o )
-above_described procedure). During This coanversation,he

told that he had received & call-on his other phone
from in Norman, Oklahoma, and also that sold him his
“*ox,

t
. connect her with
‘ hig numn

operate "the little Dbox.™

intorviewed on 4/21/72 _o___DPallasg, Texzs ‘ ez Dallas 87-21187.

SA jly - 10 ' 4/27/72

Date dictated

by

This document contains neither recommeandations nor canclusions of the FBL 1 is the property of

' : the FB! and is looned fa your agency;
it and its contents are “not to be distributed oulside your agency. ' ? K
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‘ n March 18 1972, at 2:50 p.m.,

called in Oklahoma at| | by
using the above described procedure and discussed the
fact his[ | blue box was not working properly.

He tested the "blue box" by.calline several telephone :
nupbers including and second telephone,

On March 2? 1972, telephone%
direct and told ﬁof“to call him between then and
Saturday becaus€ he had taken all his equipment off" the';
line because he had reauested the telephone compaﬂy”fﬁke
out one of his numbers

On April 277 1972| called | i

using the abb¥é™deseribed multi-freq procedure.
tel in New Mexico he was "using the thing"™ and
5] you don't think I would call you and pay for it

do you?"

11
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AT DALLAS, TEXAS

On April 25, 1972, Assistant United States
Attorney (AUSA) CHARLES R, PARRETT, NDT, authorized

the filing of an fidavit for search warrant pertaining
tol and

filing of a complaint charging
with violation of Title 18,

U. S. Code, Section 1343.

On A4pril 25, 1972, authorize i i or search
warrant and complaint were filed by SA
with U, S. Magistrate BAILEY F. RANKIN, NDT,

as, Texas, who issued search warrant, Docket Number
3~72, Case Number 198, and warrant of arrest for

Docket Number 3~72, Case Number 197.

_ The following investigation was conducted by
SA and SA

AT RICHARDSON, TEXAS

12
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1 oo : Dote of transcription:

bé

I 8 shown thépggi;T
credentials by SAl mﬁ

mhn_zhen_intna%gced‘
Special Agents and '

ang Assistant United States Atgorney CHEARLES H, PARLLTY
ot

| placed

- _under arrest by S4] ‘aSSiS'Pd by SA's ' iand
l iwas adyised by SA a warrant_ had*é

" been issued charging him with a violationm, to wit ?raud
by Wire. : :

SA read to q}ae content

entitled "Interrcgation; Advice o ghts while

- lcoked at the form. Aftexr reading each right to
he was asked if he understood that right to which

d "wes" to each and every right separately. - ..~

[fff:ffjstated he understood what his rights were but h
would rather wait unt¥¥ e~ talked to his father befo?e
signing the waiver portion of the fornm,

| 5T in order for:Z
: him to witness a searcn™01his premises. ~ :

SA gave & copy of a searuh warrant
- issued April U5, 1972, by U. S. Magistrate BAILEY F, -
- BANKIN, Northern District of Texas, Magistrate Docket »
- Number 3-72, Case Number 198, at 3:06 p.m,

The followiﬁ@“fnformétion was obtained through
interview and observation: -

Name
Aliases
Sex h ”f€ ¥ale
Race o White
Date of birth
lntervlewedl__o%@z . at Dallm&_xm& F;lg# Dallas 87-21187 o
SAs I o
and [FRH:J1F

by

ba!e dictated 4/27/72
13 -

This document contains neither recommendations nor conclusions of the FBI, It s the properly of the FB! ond Is loaned fo your ogency;
I ond ils contenls ore no! lo be distributed oulside your ogency.
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- , b6
Place of birth | b7c
Height 6y 27
Weight ' 160 -
Hair ‘ Black, medium length
Eyes ' _Brown o

Besidence

Social Security No.
Texas Driverts:License
No.

Selective Service No.
U. S. Passport No,

Marital Status
Father
Mother
Brother

Sister

Arrests
Military service

14
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b6
b7C

v then stated he would not furnish a
statement, "I have no way of helping you and until I
speak with my father I have nothing to say."

E:?‘E- 2 e . -k RTIS REEUNEVES

15 - .
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o FEDERAL BUREAU OF INVESTIGATION e - pic
1 l l?o!e of 'f;ns;ripﬁon 5/1 /T2
I 1
—i was advised of the identities
of Special A&gents] b d
at which time SA[ |requested of that the
- interviewing Agents be permitted to search the premises.

ﬁ1was furnished a consent to search
form which he read, stated he understood and then signed

agreeing to the searchaw&w“, o S
: A se the building was then conducted by
SA' and nothing was seized or taken
from e premi

v The above search was conducted immediately
fellowing the arrest of at o
this location.

=

Intorviewed 004 /2693 — o' Riehardsom;—Texas—— ' * —Palias 87-21187

SA and 16 :
by_._______swﬁ Dote dictoted A_LONY LTIO.
. . X)) L] VL

This documen? conlains neither recommendations nor conclusions of the FBL 1t is the property ot the FBI ond is looned o your agency;
it end ils contenls are not to be distribuled oviside your agency.
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( ‘ b7C
1 : . : * " Date of»ironscripti.on__s/_]_m_____*m

Pursuant to a search Warrant’issued by U. S.
Magistrate BAILEY ¥, RANKIN, Northern District of Texas,
Docket Number 3-72, Case Number 198, on April 25, 1872,

a search was conducted of the premises listed in the |
I_s_e.amhmam of| i '

| _ihe gearch

warrant was ser ' | on the
prenises by SA at 3:06 Peeg who gave a
copy of this searc warrant. , a

Immediately thereafteT_Ja_saaxnh_gi_iha_nzemises
ents

Inventory oé@propertyAseizéd is as follows:

o G

Number Quantity @ﬁﬁﬁbription

Special Agent

1 1 Book, Blue Book of Telepnone -
Numbers issued by Scouthwestern
5 Bell Telephone Company with 22
Miames and numbers in alphabeticaf”
order :
2 1 Masterpiece notebook number S-85-

5" X 8" lined paper, contalning

four (4) pages of names and
numbers, one page of computer
numbers, two pages of conference
numbers, one page of loop arounds,
one page of miscellaneous informa-
tion, one page containing a
frequency graph, three pages of

- foreign numbers, and one page of
odd-ball numberso :

Intervigwed on A /DK /7D gt Daliss Towas Ele 2 Dallas 87-21187
SAs '

by,

—ang] DIMs3ly
| - 17

This documen! conlains neither recommendolions nor :olcluslons of the FBI. It is the property of the FBl ond is loaned to your ogency;
W and ils confenls are nol fo be disiribuled ouviside your agency.

Dote dictated 4/27/72
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Number Quantity
3 3
4 1
5 1
6 1l
7 1
8 1

b6 -

Safe deposit box key emvelope -

b7C
$potr R ' v oA e S
i | s
Description ' " Special Agent
’Cellophane or plastic bags
containing approximately and

four (4) ounces of grass
like substance

Water pipe, brass, with ‘
black trim, stem approximately

four inches long

Springfield legal pad number
3205, 5" X 8 ", lined paper
containing two pages of names
and numbexs

Fed "envelope from the Citizens
8{5te Bank, Richardson, Texas, |

Qﬁfﬁ no key inside

RS AT e

Receipt Number 10974, dated
April 19, 1672, for rent of a
safe deposit box
for_two years at $13, signed
by | rent paid
by cash,

Esquire Magazine, October,

1971 issue containing an article
on the "Becrets of the Little ‘f
Blue Box" on pages 117 through<
125 and 222 through 226.

18
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Number Quantity Description Special Agent

9 2 bPackages of Bugler brand
' gummed cigarette papers,

100 leaves per package

10 . 1  Spiritual Sky brand
incense sticks

11: 1 Envel%&?“bostmarked

Albuqliéigue, New Mexico,

containing two 8" X RS v
11" 'SHevts of paper with et
wiring diagrams for a touch-
tone ;f&lephone and =a standard el
* telephone.
12 1 Safe deposit box inventory form,

Citizens State Bank, Richardson, ]
Texas', date de9051ted 4/18/72,
items deposited, one passport,
one birth certificate, one $20_
gold coin and one box

13 1 3% X 5" envelope postmarked

Winter Park,r.l‘:.lf.m:i.da...__Am:.i._l__l
22, 1972, to

|containing

a 5" X 8" sheet of yell
was a letter fromi |
ated April 24, 1972, wherein
efers to shuting down the hot

ne.

19
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FFRL aeee wnt a TR y
b "wgilﬁﬁ?' b7C

e _search was concluded at 4:15 p.m., April
25, 1972 itnessed the inventory as it was
prepared and when it was completed initialed the pages

acknowledging the accur same, of the
inventory was given to by SA

20°
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FEDERAL BUREAM..OF INVESTIGATION : SR

j e

Dote of Iranscription 5/1/72

 Pursuant to a search warrant issued by U. S.
Magistrate BAILEY F., RANKIN, Northern District of Texas, .
Docket Number 3- Case ber 198, on April 25, 18972,

__£nn_a_Tearch of ]
the following items were seized by SA
in conducting said search. :

The following items were seized from a kitchen
table located in a breakfast nook area of the apartment:

‘ 1. One (i) Springfield legal pad which was a
. yellow lined tablet containing names and telephone numbers;

! 2, One'tl) small red envelope from Citizens
' State Bank, Richardson, Texas, for safe deposit box key
' envelope empty, contained no key;

3. A receipt, number 10974, dated April, 19,1972,

,ﬁ tol Ifofﬁﬁfﬁmwhich was a two year rentaly
i ffe oF Sare : bo}::‘l l recelpt signed‘|

g
ki 4. Two (2) Bugler brand packages of gummed cigarette
papers; / » ‘

JA |
P 5. One/ (1) punk stick burned on one end, believed ,
" to have come frog;g;ggckage of Spiritual Sky brand incense L

%sticks.

»...hﬂ

N
LY

n
J

RS e

\
: »,
interviewed on__ 4/ 25/72 ! o Pallas, Teias rie ¢ Dallas 87-21187.
:: . : : ‘:1,‘-‘\ ‘ ‘ .
. ' ‘ ' 23 )
by—"-‘*’*"“*‘S'A ly Date dicro;ed 4/27/72
LEy AN . .
.
This document contains neither recommendations nor conclusions of the FBIL. It is the property of the FBIl and is louned 10 yovur agency;

# ond its conlenis are aot to he distributed cutside your ogency.
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FEDERAL BUREAU OF INVESTIGATION .

«
~ e e

.ot

i Dote of Ironscrip!ionmsmz__“;_, »
i - \ . .
, b6
Pursuant to a search warrant issued by U, S, b7C

Magistrate BAILEY F., RANKIN, Northern District of Texas,

Docket Number 3-72, Case Number 198, for a sgarfh of
the

olTlowing items were seized by SA
~from the kitchen table:

e 5" e

POS1T

1. One (1) 3 nvelope
1972, nke orida. 1

2. Omne (1) 5" X 8" sheet of yell :
dated April 24, 197%2;~saying the following,l |
Well, slow & sure here is some more money for your little
expense account, One thing for sure if you don't send me
a mountain of post cards from Geimany this next trip or I

o will be really hacked off at you! Well, be sweet & write
——me a lipe since our hotline is no longer im service! Love,

R e AL 1

i
PSP RN

PN e . . [ TS
Interviewed on___4 /2 8/72 o allas FoRas Fle # patias—87~-2118%—
[l g = e pap -~y = & % g ’ A CSARTLY N .

e

AL
pe

by__;_MSA_ Pln Date dictated,__é_/%qﬁg

This document contains neither recommendations nor conclusions of the FBL I} is the properiy of the FBI ond is loaned o your agency;

it-and Hs contents are not to be distributed oulside your ogency. !
/
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FEDERAL BUREAU OF INVESTIGATION ‘ ’ S "M
4}v:’>:;-!"e\f-f ‘ . b6 kil
b7C

1 : . . ) : ) ‘ Dote of tronuripﬁon—————~5M2~—~—

Pursuant to a search warrant issuved by U. S,
Magistrate BAILEY F, RANKIK, Northern District of Texas,
Dallas, Texas, Docket Number 3-7

25, 19 foria. search of
the followling described i1tems were
located during search of this apartment and were seized by
SA

- One (1) envelope postmarked at Al yergu
New Mexico, February 16, 1972, addressed to

bearing the retura address,

Two (2) 8" X 11" sheets of paper, one containing
a drawing of a. wirlng diagram for a touch-~tone telephone,
and the other a wiring diagram for & standard dial type :
telephone, both slieets having been contained in the above s
described envelope. =

A safe deposit box inventory sheet from Citizens
State Bank, Richardson, Texas, listing the following
contents, dep081ted April 19, 1972:

1. Passport;
2, Birth Certificate;
3. $20 gold coin;

4, Box

All of the foregoing items were 1ocated on a
shelf in the closqﬁ *n the bedroom. A ”
Also s&fﬁgﬁ ‘were three (3) plastic or cellophane s
bags, containing approximately four (4) ounces of ground
grass-like substance, having a peculiar odor and believed
Tt be marijuo 3 ! | { G : e+ in—a

nterviewed on__4/25/72 o_____Dallas, Texas fio # Dallas 87-21187

by SA Jly Dole dictated 4/27/72

This document contains neither. recommendations nor conclusions of the FBI. It is the property of the FBl and is loaned fo your agency;
it_gad ils contents are nol to be distribuled oulside your agency.
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linen closet located_in tfthe bathroom. These bags were
also observed by SA prior to removal of
same from the shelf,

24
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{re

Date-of tronscriplion 5/1/72

Pursuant to a search warrant issued by U. S.
Magistrate BAILEY F. RANKIN, Northern District of Texas,
Dallas, Texas, Docket Number 3-72. (nse Numhey 198 on
search of :

the following described 3
gseized during a search of this apartment by SA

SHISINAENG S et

1. On¥(¥) Masterpiece notebook, Number S-85,
contzifing lists of names and telephone numbers;

2. One Southwestern Bell Telephone Company '
Blue Book of Telephone Numbers containing names,

address and telephone pumbers. . R
: SN = e, o ‘ . L D)
b6
b7¢C
/I!
Interviewed on 4/25/72 at Da;lgs, Texas File # Dalles 87-21187 -
25 ., |
by SA $ly Date dicloted 4/27/22
This document contalns nelther recommendations noc conclusions of the FBI. It is the property of the FBI and is looned to your ogency;
it ond its contents are not to be distributed oulside your agency.



FD-302 (REV. 11-27-70) : ;i p R Y ,
o ) B : e

FEDERAL BUREAU OF INVESTIGATION

fome

5/1/72

Date of Iranscription

Pursuant to a search warrant issued by U. S.
Bagistrate BAILEY F. RANKIN, Northern District of Texas,

Doc = : ber 198, on April 25, 1872,
of the follow-
ing ifens wWe&re selZ ; :

One (1) brass water pipe with a four inch stem
located in the refrigerator; .

Lo L
Far !

“Yhe of Esquire Magazine, October, 1971,
containing an article entitled "The Secrets of the Little
Blue Box'" appearing on pages 117 through 125 and continuing
on pages 222 through 226, located on the coffee table inn

One (1)%%

the living room. E i
b6 :
b7C e
0
L ’j“‘;v"{;
Interviewed on 4/25/72 at Dalias, Texas rite #0211 1ns 8721187
LN - T 1y Date dictated 4/ 2T /T2
This document contains neither recommendations aor conclusions of tha T80 1 is the proparty of the F8! and is.iooned to your agency;

it ond its contents ore “not fo be distributed outside your agency.
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1 h } t v ) . . Date of tronscription 8/ 1 Zzz v

i was interviewed at_hexr place
_of emplovment,l ~  Istated she rewmembered

e
N

Srake R

| stated that Faid he’waé going #toslstay
in Germany and live with g German family while he worked

oversear. '7statedr_—-——_%2azg_har his address in Germany

beczuse wa?_;nigg;ng of going
to Europe this summer.| stated that was going
described as follows: —
Sex . Male
Age : : A 20 -21
HYasohdt (% 1
Interviewed on 4 /26 Z i allmajrgh&ndggn !Eexag,_ﬁ___%_ﬁ?e #_Dallas 87-21187
: SA and 27
by SAl m:é :‘_y . Dote dictated 4/27/_ 2

This document conlains neither recommendotions nor conclusions of the FBI, i is the property of the FBI ond is looned to your egency;
it and its contenls ore nol to be distributed oulside your ogency. ‘



Weight
"~ Build
" Hair

Occupation'

~Characterist1c§

e
Prov T
170
Slender
Black, wore in "mod style"
also had mustache

Wore glasses

was shown a photograph of fJ
:Iand_nns.i.tixely_idexmiﬁed_hjm

" 28




FD-292 {REV. 1+:27-70)

I: y | | ; Q | \
- o - t 5 M M
. - i . . . i .
; Sl / . . . '
ey X, : . - ¢
Ml - " : L

. Ve

FEDERAL BUREAU OF INVESTIGATION

(¥

<

1 s . . ) . Date of ironscfipfion——_——szuf/' ad, 22—-

was contacted at the

Citizens State Bank (CSB), 200 Main Street,

Richardson, Texas, for the purpose of examinin

the contents of a safe i box,| I

at CSB. At the outset | was Informed oi the
nti

names and official ide es of the interviewing
Agents and he was ad od by SA of the purpose
of the meeting, was informed of his rights as
set forth in itled "Interrogation; Advice of

Rights by who fur copy of these .
rights for “to-read, tated he understood
each of his rights which he waived as evidenced by his

signature on the Waiver portion of the form,

E:::::::btated he had been advised by his
attorney To open a safe deposit box described above

for FBI Agents and to release to the FBI Agents

any property contained therein which they wished to use
as evidence in this matter. added his attorney
also advised him to surrender his U. S, Passport to the
FBI Agents. e . :

Promptly thereafter, executed a voluntary

- consent to search authorization describing his savings box,

I l at CSB,

accompanied by the interviewing Agents
obtained his safe deposit box from the CSB vaulit and opened

, in the presence of the interviewing Agents.
removed from the safe deposit box a brown paper bag.
n

a Said, "here iswhat you are looking for." The paper

bag actually was"tW3 Paper bags, one inside the other,
containing an electronic device described as follows:

v A box measuring approximately 6" X 4" X 2",

- black plastic covered, sheet metal back, on-off toggle
switch at one end and seven (7) red push buttons which
emitted various beeps or tones when depressed.

I b6
b7C

e

ot
AN AL

v

. :hr.:,‘.r:~§.“.‘

L ==

Interviewed on

4/26/72 . Richardson, Texas re# Dallas 87-21187

SA | sal

by .

This document conloins neither recommendations nor conclusions of the FBL. # is the property of the FBI and is loaned to your agency;

and SA| IIDC:31y " 99 oot dicioted 4/27/72

it .ond its contenls are not to be distributed outside your agency.
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b7C

The electronic device described above and

U, S. Passport number] issued April 1. 1971
New Orleans, Louisiana, <o
were seized by the interviewing Agencts 1n

presence. No other property was removed or seized by
the Agents from safe deposit box

A receipt describing the ms seized was
prepared and given to by SA

W i

.

30



® | ®

AT DALLAS, TEXAS

was afforded a
hearing before U, S, Magistrate BAILEY F. RANKIN,
Northern District of Texas, onm April 25, 1972, concern-

ing his arrest the same date for violation of Title 18, b6
' S, Code, Section 1343. Judge RANKIN instructed : L7C
[:g::;;:ﬁto retain an attorney and fixed May 2, 1972,

as € date for the Government and the defendant to

. in his court for a preliminary examination.
[::fffif]was then released by Judge RANKIN on his
ersonal Recognizance, ’

31
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1 | | | ' om 5/1/72

Date of transcription

was informed of the
identities of the interview.ng Agents. He was furnished a

itled "Interrogat : ce of Rights by SA
_ hic read and stated he
understood. He then execufe e waiver portion of this

"form. He was advised of the nature of the interview which
concerned his activities in perpetrating a fraud by wire.

Promptly thereafter, he was interviewed and furnished

the following s1gned statement- s

Fikiiaons . C evamonsy

"Dallas, Texas
4/26/72

"X, |have
been introduced tol
and| | who have identified
- themselves to me as Special Agents of
"+ the Federal Bureau of Investigation. X
have read a form entitled Interrogation;
Advice of Rights which I have read. I
understand my rights and kanow what I am
doing. I hereby make the following
statement freely and voluntarily. No
_pronmises or threats have been made to
me and I understand this may be used in
a court of law,

b6
bicC

torviewed on___A/26/7% ______o___Dallas, Texas . fne# Dallas 87-21187
' 32 . '

SA land _
by : SA _ L WNB e J1yoate dictated . 4/27/72

This document conlolns neither recommendalions nor conclusions of the FBI. It is the property of the FBIl und is loaned to your agency;
it and its contenls are not lo be distributed oulside your ogency.
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"On or about February 2, 1972,
Southwestern Bell Telephone Company
installed two separate telephone

lines 1 , :
numbersi The
inﬁxzumgniﬁig@re“touch tone and the one
on Tf:fff:ff:COIor and the

instrument on was green.

"I read an article in Esquire
Magazine in September, 1971, which was
the October, 1971 issue containing an
article about phone freaking, that is
ways and means of bypassing telephone
'billing equipment on long-distance calls.

Bt A et
——

]

beé
b7C
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“In September 1971, on a Monday, he
telephoned while I was working., He left
two telephone numbers where he could be
reache Actually, one number was
where could be reached and the other

was for 3| a phone fr :
To the bestT oI my Knowledge |
have been
arrested for phone Ireaking.

I tried to call bt w 8 line A bic
was busy. I then called number
which the phone company disconnected on
September 28, 1971 when he was arrested,
He told me to call him at another number
which was a conference line. I called
him at the number he gave and he put me
on a conference line with some other
people, 1 mostly listened to this
conversation -concerning problems they
encountered in phone freaking.

"In September 19
rtalﬁnhnnes_ixatalledl I
so I could eventually
put myself in the conference line
through information I had ined

through conversations with

B Al

34
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"All of these individuals except

[::;:::;]either are or have been phone
reaks, ’

"The only tampering I did with my
phones in Austin, Texas was to install
a line tie that i§ I was able to connect
the two lineg™together to form a conference
and I experimented with a mute, referred
to in the Esquire article as a ‘'black box."
I discovered a mute would not work on my
telephone 1lif€:in Austin Texas. My mute
in Austin, Texas consisted of a resistor
in series on the lhe with a manual short
across the resistor.

"I lost interest in phone freéaking

“and moved to my parent's home in Richardson,

Texas, Christmas, 1971. My parents did
not approve of any phone freaking. 1
did not intend to phone freak any more -
after my move in December 1971.

35
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"From time to time : o

él kwho is in Norman, . i
ad met previously on - '

the telephone, would call me at my
parents home.

"In January- 197a1d - e

he planned t6™Bdild a new ‘blue box,” . o—
that is a multi frequency signal e
generator and X expressed an interest . b7C
in buying hiq old "'blue box."” .

"Sometime in January, 1972
sold me his old “blue box"®
Tor .00, :

[T gave him $50.00
cash and he gave me his "“blue box"

which is thersame ‘blue b2x" seized - B T
by Special Ageénts of the FRi. from : ' . Lo
my Safe Deposit Box at the Citizens i
State Bank,in Kichardson, Texas on '

April 26, 1972

"When mﬁ‘?ather discovered why ' | mmemms
I had gore to Oklahoma he told me
the “blue box' was not to be used in his
home, not to be kept on the premises,
and if it was found it would be destroyed.

36
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" ‘ * box' at werk

until I rented my

apartment where I currently reside.
re

"After my two telephones were
installed in my apartment on February
2, 1972 I used the 'blue box" to make
a few calls on both telephones.

"X later installed a mute on both
telephones in my apartment for the
purpose of receiving long distance calls
toll free to the caller. _

"I made long distance telephone -
ng the ‘blue box" mostly on

[f;;;f:fflalmost nightly from February 2,
1 or thereabouts, until April 17, 1972.

“"Most of these calls were made by
calling 800-241-0200 an Inward WATS number
in Atlanta, Georgia for a computer
activated by:feuch gongs. After touch-
toning this mpber I would use the "'blue
box' to trapsinit tones and signals which
provided accezs~to nationwide téXephoning,
This method wzs+<used to bypass telephone
billing eguipment and I was never billed

for making telephone calls long distance
in this manner. )

Special Agent has read to me
telephone calls recorded on toll Fraud
to my telephones
from March 17, 1972

to April <, 1972, which pages I have
1n1tlaled on the back side and which

31
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"pages were read to me but which -
complete information on the pages
I did not see, and that I placed
each call so indicated. ‘

"When I called the telephone
business representative on April 17,
1972, and she couldn't locate my
records I suspected something was
wrong .

the business -
representative called me on April 18,
1972 and said she had my record. - 1
asked her where it had been. She said
it was in the file. I asked her if she
had overlooked it the day before and
she said it had been pulled for some
reason I asked if she knew who had
taken it. She said no. I asked had
there been any notations made on it and
she said no. I told her I had decided-
to leave my phone in and I was sorry

I had troubled her The foregoing
conversation is to the best of mny
knowledge .

“"That night April 18, 1972 I
disconnected the mute and threw it
aaway in the trash receptable outgide
the apartment. I also threw away
1 allegator clips, extra wiring, diodes,
capacitors, resistors, neon bulbs which
hed been used by me in experimenting
with my mute.

38
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i

"I didn't throw away the 'blue box!'
because it was valuable Materials for

mutes could be purchased dt any electronics

supply house.

"The following day, April 19, 1972,
I opened a Safe Deposit Box at Citizens
State Bank, Richardson, Texas and placed
the 'blue box' therein.

"I knew these types of telephone
calls, thatiis with the 'blue box' and
a mute device were not in accordance with
the --~ 83 I knew it but I did not know
of any violations of Federal Statute.

"I have read the foregoing statement
consisting of this and seven additional
hand-written pages. I have initialed any
correction and each pasge, and I now sign
it because it is true.

"I am signing this paper of my own
free will bearing in mind that I am not.
an electronic expert concerning terms -
such as 'multi-frequency signal generator'
which I have used in this ‘paper.

_ "!/s/

"Witnesseds - '

"/s/ | Special Agent,
. FBIL, Dallsas, Texas L[-26-72

"/s/ Special Agent FBI,

‘ DEIIas  Texad  4/26/72" .

39
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DL 87-21187 ' , bIC
In addition,to the forego statement state

He stated he believes he made not
more than 12 such calls through use of the * blue box" for a

-friend,] |

He also stated he éal;edl
for her boy friend,

| He further stated

he has placed calls using the blue box to)
on his own.

He stated he made several calls forl I

He stated he made numerous calls L0 friends of
from a list she provided him,

e r—_____—Wsaid ‘ » | box
for| |
er l

e

N e -

stated he made one call for| |

stated he did

not charge any of the above persons any money for making
the telephone calls for them.

stated he:placed three (3) calls forl I

using the blue bo
stated he chargedl Ia Tpackage deal” on
these three calls_in that he charge per call with the

40
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b6
b7C - -
|stated he charged $20 Tt
for this call which lasted 1% hours,

interview

The following description was obtained through

and observation:

Name
Aliases

Sex

Race

Date of birth.
Place of birth
Height

- Weight

Hair
Eyes
Residence

Social Security No.,
Texas Driver's
License No,

Selective Service No.

U, 8, Passport No.

Marital Status
Father

43

Male
White

6' 2"

160

Black, medium length
Brown

Single




0 5
DL 87-21187

Mother
"Brother
Sister

Arrests
Military service

42

Admitted none
None

USRS,



. FD-302 (REV.11-27-70) ~ 7 ° : i , )

FEDERAL BUREAU OF INVESTIGATION

. A N » v
!'.. Dote of l;onscriplion 5,1/72
On Apx'il 27 1972, SA filed
a return with original inventory on search warrant under
U, S, Magistrate Duckei No, 3-72, Case No, 198 with U, S,
hiagistrate BAILEY F. RANKIN, Northern District of Texas,
Dallas, Texas,
b6
bIC
Interviewed on____ 4 /BT LT2 o_Dallag Texas '?f!e #Dallas 87-~-21187
- | 43
by SA ilg Date dictated 4!21!72
this "document contains neither recommenduotions r;or conclusions‘ of the FBI. 1§t is the property of the FBl and is loaned to your oger;cy:

it and s contents are “nol to be distributed outside your agency.



FD-302 (REV. 1}-27-70)

e

AR el ot et o

‘ ﬁ,-: .

L

. . E
, .4"—\?
. v 14
B
\
i

' FEDERAL BUREAU OF INVESTIGATION
A

i

K

. Date of Iranscription 5/? /7?

lly contacted SA

V_YXeptr ting

He statead

a een arresce

by FBI Agents, |

was referred to Assistant United

States Attorney CHARLES R. PARRETT, Northern District of

Texas,

I lthen ted SA and
granted permission for SA4 tointerview his client,

Bt gpeny <

R

b6 e
b7C

erviowsd on g g rge o __Palins;—Texas
440

File ¥ _Palias87—21187

P8 rity

Date dictﬂfed 47[2774_2____.__ .

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBi and is loaned o your agency;

it and ifs contenls are ‘nol to be distributed ouiside your ogency.
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opr:aL. FORM NO. 10 A N ST T e p

.. MRY 1862 EDITION & "-; . v R , e

“s5A FPMR (u CFR) 101-11.6 - T L ey g e

UNITED STATES GOVERNMENT o

s L. oo R . ‘,‘ R v
: Memomndum R ST
to P- " ACIING DIRECTOR,FBI (87-121042) DATE:  5/10/72-
. ;~‘ R : ATTN~ FBI Laboratory o R
FROM .1 "L_SAc, DALLAS (87- 21187)(P) s o
' a0 LW . S o S ' e AT
‘ o e h ‘ . ‘f/ ‘7) PR . W - . Sl ‘._ e oot /3 N ,,
SUBJECT: . Y I |aka o S C//L‘_L/,/\—-""T
/i oo-phuas == /'4/09 é?/fi’ Z- /

V ‘ _oo DALLAS

e .. Re Bureau 1etter to: Dallas : -
I dated 4/27/72, and Dallas rant of SA R
L., ' dated 5/1/72 : _ o — —t .

;, iéf ) o _ Enclosed under separate cover for the FBI .
C;L\' : ‘Laboratory is one Multi Frequency Signal Generator,, known L

~as:a "Blue Box" and two two wiring. diagrams for tulephones .
.one drawi for a_ touch tone hone and the second for a
s_an arduphonewﬂf'

7%  The "Blue Box" was sezad durim a search of . /2
a safe deposit box held by on '

" j and the diagrams were seized dur:ng a search of .
‘ apartment on 4/25/72 Lo o T

~Z It is believed ‘the . dlagrams may show how. to _

A connect a mute, or "black box!". device to a telephone. The N

~ "Blu& Box" 'was used to duplicate telephone company tones -
and signals -in order to circumvent telephone. billing
equipment on 1ong dlstance telephone calls.“ : :

: It should be noted that when telephone company
. officials examined -the "Blue ‘Box". shortly after it was .
- seized they advised the batteries were weak and did not
: produce good sig bept for the: 2600 cycle tone.

B-19;
s PM sssousny 7.2/ 02~

, _ The Laboratory is requested to examine the con-u
. struction and circuitry of the enclosa Multi Frequency Sinal -
~Generator to dgtermine if other "Blue Boxes" submltted wererlf,‘

1ce /THR ;26%@%%/72 Grey

@f Bureau (Enc 3j¢‘~ \\\“’ S e _T__m

%@Os S : . :

(1 < Package Copy)- WRE YWR e .

1 - Oklahoma City (87- 17023) (InfO) M’“’/lz 972
2 -Dallas A —

WNM/cnf Jee M) AR

g Jﬂ”%Aﬁ “7/%4%&;‘
CRLLPYS o 729 P4 B
(-’ Lo Buy U.s. .S'm)mgy Banal.r Reguldrly on tbe Payrall &wzng; Plam S /

5010~108-02
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- DL 87-21187

»constructed in the same manner indicating one source,
Subject in_instant case stated he ohtained this "Blue ) o
_Box" from b6

bic

: It is !urther requested the enclosedcﬁagrams be
examined to determine if they show how: to mute incoming
calls to make them toll free to the caller.

. Request enclosed evidence be returned to Dallas
after examlnation.lj :

PV
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OPTIONAL FORM NO. 10 » .
MAY 1682 EDITION . y
.

GSA FPMR (4t CFR) 101+11.8
UNITED STATES GOVERNMENT .
TO : : DIRECTOR, FBI (87-121042) ~ DATE: 5/9/72
rROM <[ #5Sac, pALLAS (87-21187) (P)
SUBJECT: aka

FBW _ ‘ ' e
‘ o p7C
/gw , 00: DALLAS ‘ .

Re Dallas report of SA
dated 5/1/72,

Enclosed for the Bureau and each receiving office
is amended page 28 of referenced report. The Bureau and
each receiving office is requested to handle appropriately.

The USA's copy has been corrected. Dallas copies
have been corrected,

AL T | .
\C;jhureau (Enc. 1) :
2-Albuquerque (Enc. 2) | - C//jl—-,céllfé{ﬁé;l__.

2-New York (Enc. 2)

1-Oklahoma City (info.) (Emc. 1) NOT RECORDED .
2~San Francisco (Eac. 2) 6 MAY 151972
2-Dallas . , } J
WNM:jly | | —
an | y

1 . "4
e gt

Buy U.S. Savin g, Bonds Reg/z/'mlj on the Paysoll Savings Plan



yia (Rev. 1-19-87) ‘ QI
YEDERAL BUREAU OF INVESTI( ION
WASHINGTON, D. C. 20535 g

‘ : b6
DATE: = g.20.72 S Re: | | Axa b7C
TO o Few
' SAC, DALLAS {87-21187) B 00: "DALAS
£V I DENCE - EVIDENCE . EVIDENCE EV IDENCE
S Invoice of Contents )
. ' ' ' ) {3 Crypt.-Trans.
LABORATORY REPORT 6-19-72 . 715988 (). Document |
AUBMITTED SPECIAMENS Qi, Q2, Q3. ' ‘ P&C
: : : - : Radio Engineering
. MAILED 23 [ LFPS
JUNZ 11972
o .
| N FQ% - o 87-1210k2
Special Instructions: FBI File No.

Mail Room: Show shipment date and registry number.
Shipping Room: Show shipment date; bill of lading number;
initial invoice; return to Section checked in block; after

mltlahnﬁx&juﬁo 2(:&:6 fg?z:ed in admmtstratwe file,

"RE‘GISTERED AR MAIL

‘



wi §f~ fQL/OL/;z)\,...%
-

£X-116 54C, palias 4-27-72
A Pirector, FBI 1 -
ggﬁf/) 3 ’ 1 -
aka |
¥Eu
00: DALLAS
DALLAS PILE (87-21187) L
b7C

ReDitel and OCtel 4-25-72.

Thile the Bureau has no objections to the seized
electronic equipment being examined by telephons company
parscanel in order that they might offer teastimony that
this equipment could overcome their billing procedures,

. you should insure that electronic.cquipment and drawinge
are lmbn:lttod to the laboratory for examination.

Furthey, when dravings and equimt are no loager
- of value in the prosecution and destruction iz authorized,
the equipment should be forwarded to the laboratory.

2 - Oklshoma City

;Jﬁﬂﬂ@ﬁf ' ;" Eﬁﬁﬁfﬁ?ﬁ?7
7 : ; }4,}9* f NI Ce i

) va1~E7§at | A RZ 61972 }L
4 ) . ' j

e FBI

| {TRECORDED COPY FLEDIN §7— /.* f.

NOTE: These cases involve the dge of electronic equlpmeng uc“
-(bTue boxes and black boxes) to defeat telephone bdllin T
‘and in some cases(tol access computer systems, Some of thls
equipment has been seiZed by search warrant and is bei g,.a+ '
examined by telephone company personnel in order: that
may testify to the fact that their blbllng procedt
deféated (Fraud by Wire). Above coordinated with
in the Laboratory.
‘%H S
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72
Tele. Room .
\Gomae ——  MAIL ROOM TELETYPE UNIT [
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Miller, E.S.
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Dalbey
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. Fomes ; . . ) k Mr. Tolson..
- Mr. Felt ..

ZLERAL BUREAD OF, INVESTICATIGN Mr. Campbell ___.
@ unicarions secrion 9 M. Rosen
Mr. Bishop _..

Mr. Mohr.
APR 2 P " Milen, B8
51972“4{1[éﬁb Mr. Miller, ES

Mr. Csllahan......
Mr. Casper.

e |
. T, Elrsmg b6 ' Mr. Conrad....

/ ' B b7C Mr. Dalbey ...
NRZ18 DL PKAIN. , 7/ Mr. Clevela%

Mr. Ponder...
Sa6 PM ARGENT 4-25=-72 SEL

Mr. Bates £4 =~

. /:) /} j / Mr. W:ik&l‘t..-_.....
7 :

i Tele. Room

FROM DALLAS (87-21187) . ' Miss Holmes

b

Miss Gandy.—.
i
D O)

CHANGED :l

003 AS. v

Seas el

TITLE CHANGED TO REFLECT TRUE NAME OF SUBJECT AND KNOWN ALIASES.

y

RE DALLAS TELETYPE TO BUREAU APRIL TWENTY ONE LAST. //’

i .

AUTHORIZED COMPLAINT CHARGING WITH VIOLATION OF TITLE /

EIGHTEEN, SECTION THIRTEEN FORTYTHREE, U.5. CODE, FILED BY SA

BEFORE U.S. MAGISTRATE BAILEY F. RANKIN, NDT,

DALLAS, TEXAS ON APRIL TWENTYFIVE INSTANT. AFFIDAVIT FOR SEARCH
WARRANT FILED AT SAME TIME AND SEARCH WARRAANT ISSUED BY U.S. MAGISTRATE
BAILEY F. RANKIN SIMULTANEOUS WITH ARREST WARRANT APRIL TWENTYFIVE

INSTANT. EX-116 R‘ECJQX 7*’/ 9“/ ﬂ?/ Q;/

ARRESTED BY BUAGENTS AT HIS EMPLOYMENT WITHOUT INCIDENT

AND PROMPTLY THEREAFTER HIS RESIDENCE SEARCHED PURSUANT TO SEARCH ~—
WARRANT SUPRA. 20 wmaY ‘2-1972 ‘

CERTAIN PARAPHENALIA CONNECTED WITH FBW SEIZED, HOWEVER MULTI

END PAGE ONE )
M D i 08




PAGE TWO
DL 87-21187 |
FREQUENCY SIGNAL GENERATOR, "BLUE BOX" AND MUTING DEVICE, "BLACK BOX"
NOT LOCATED ON TELEPHONE LINES OR IN RESIDENCE. EVIDENCE TENDS TO
INDICATE "BLUE BOX"™ AND "BLACK BOX" MAY HAVE BEEN PLACED IN SAFE
DEPOSIT BOX IN RICHARDSOM, TEXAS BY SUBJECT WHICH WAS OPENED APRIL
NINETEEN LAST. SEARCH WARRANT AFFIDAVIT CURRENTLY BEING PREPARED TO
SEARCH SAFE DEPOSIT BOX ON APRIL TWENTY SIX NEXT.

SUBJECT AFFORDED A HEARING APRIL TWENTYFIVE INSTANT BEFORE
U.S. MAGISTRATE BAILEY F. RANKIN, DALLAS, TEXAS, WHO RELEASED
SUBJECT ON HIS PERSONAL RECOGNIZANCE.

FD SIXTYFIVE NOT SUBMITTED AS SUBJECT ARRESTED SHORTLY AFTER
WARRANT ISSUED.
P
END
JRM FBI WASH DC
CLR
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My onrad

Lasol. LABORATORY & .

FEDERAL BUREAU OF INVESTIGATION
WASHINGTON, D. C. 20535

1
1
1

To: - - Date: June 19, 1972
SAC, Dallas (87 21187) . FBI File No. 37-121042

aka Lo EB-1400-KB/NZ
FBW | ‘ oo

00: DALLAS ' o b7C

Spec.Xmens received 5/12/72.

- Ql One multifrequency sigxia; generator known as a ""Blue Box."
Q2 One copy of a schematic drawing labeled ""Touch Tone Phane."”
Q3 One copy of a schematic drawing labeled "Standard Phone."

Results of Exammation

Q! is a box measuring approximately 6 3/16" x31/16" x 2",
It is made of black molded plastic closed on one side with a ‘removable
aluminum plate. The word "JAPAN" is embossed on the side opposite
the plate. Adjacent are seven red spring-loaded push buttons mounted
through crudely drilled holes. On one end there isa toggle -type
on-off switch. «

The device is powered With two 9-volt battenes and has circuitry
which enables a single tone to be sounded through a small speaker as each
button is depressed. Two tones will sound simultaneously if any two
buttons are depressed. The speaker is mounted inside the box with an
acoustic path being provided through a number of small holes in the plastic.

Measurements and tests performed on Q! reveal that one of the
seven tones corresponds to a single frequency commonly used for signalling
and control within telephone switching systems. The other six tones, when
sounded in various combinations of two, produce multifrequency tones which
correspond (within 1. 5%) to the same signals used within the telephone net-
work between telephone switching systems and by telephone toll operators.
This box could be used, by a person who had information as to which
buttons should be depressed to produce specific signals, to make long
distance telephone calls which could bypass normal telephone company
billing equipment,

(7)
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. The multifrequency tones which can be produced by QI are not
the same asg the tones which are generated from a subscriber's push button

s type of telephone sat Devices. such as Ql are commmly known as "
"'Blueanes."‘ o , . - : o

Although Ql carried no Iabe!ing or instructicns as received ‘the |

 aluminum plate has two areas which have been protected from mddation. SRR _-
~One area bears the imprint of six rectangular shapes and the other bears |
- ’the 1mpr1nt of two reemngular shapes. : ‘ o o

~ ‘ Internauy Ql cantains a circuit board with electmnic companents
wired to produce seven ogcillators or-tone generatcrs and an amplifier. -
‘This board is electrically connected to the seven push button swilches,
the on-off switch, two 8-volt batteries and a permanent magnet-type .
speaker approximately 2 1/2 inches in diameter. The circuit board and
some of the components have markings which indicate some parts have

- previously been used. . The manner and quality of workmanship indicate

1 was hand assembled by someone who has had some experience in
electronics wiring. QI does not match the type of construction or :
circuitry of other '"Blue Boxes" previously examined and no determs.nation _

| can be made as to the source of Ql.

QI differs imm some *’Blue Boxes" m that rather than havmg

singlé buttons to produce each multifrequency digit or signal, two buttons .

on Ql must be depressed to produce all but the single frequency signal,
" 'An examination of Q2 and Q3 reveals that Q2 and Q3 are

‘ schexhaﬁc drawings which with minor differences represent regular

single line telephone sets. - Q2 closely represents a get such as the
Bell Telephone System 1500D touch tone telephone set, Q3 ¢losely -

represents a set such as the Bell Telephone System 500D telephone set.

Q2 and Q3 show no circuitry that would prevent an indicatkm of completed |

. caus ma.de to theae gets., .

: Enclosed are ﬁve photographs showing external and internal
views of Ql ‘ . S

The submitted Ql, Qz and QS are being retumed to yeur office |
under separate cover via registered mail : ,

Page 2
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RECORDED FEQRAL BUREAU OF INVESTIGATION ’ NO LAB FILE
5/16/72 UNITED STATES DEPARTMENT OF JUSTICE
sdj

Laboratory Work Sheet
Re: ' pka pie s 7~ /R Ol‘i“g"ﬁg(
FBW Lab. # E-1400-KB/NZ

b6
b7cC

Examination requested by: SAC, Dallas (87-21187) (Letter dated 5/10/72)

Examination requested:  Engineering Date received: 5/12/72
Result of Examination: Examination by:
W o 1Y) 72— —

| Ul Al %vM |
%W Vel Xxx )X Porimdandqb o Nemdu b I9(RE/~
Lot W

Specimens submitted for exammatlon

Qi Multi Frequency Signal Generatbr, known as a
""Blue Box"

Q 2 One drawing for a touch tone phone
Q3 One drawing for a standard phone

074/363 /@s S0 LA
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LINE

ca NETWORK

SWITCH -

4256
NETWORK

.

155 1, SECTION 502-502-10}

G3AR
HANDSET

CONN
BLK RINGER TERMINALS "+ -
NOIV, RING -
I NQ IDENT GRD g(c)[&c; \‘

TiP PARTY

idd

1 L2 (yyrs-
%6()[$Y]

P

TIP PARTY

WITH 25W3 DtaL

. 26504 IDENT LINE 4258, 425€ OR 4256 GIA OR G3A
Ring 8 GRUUND % (6) (5-6) SWITCH NETWORK HANDSET
[GLIRA W F
(6) [s-6355 4 e 4256 OR
R S e 425E ONLY

(R}

T

{BK)

@
T . ]
LI S,
r**——““*—~f—"‘L““—* ’ .

NOTES:
1. LINE SWITCH OFF HOOK SEQUENCE :
{1) bec CLOSES
{2) de CLOSES
{3} ob OPENS
(4} fg OPENS
2. SET FACTORY WIRED FOR RING PARTY.
REFER TO TABLE © FOR CLASSES OF
SERVICE NOT SHOWN,

(-} INDICATES CURRENT COLOR CODE
[ } INDICATES D COLOR CODE

(BR} [S-BR])

Ui

(aL)

WITH 25A3 DIAL

Fig. 2—15C0D Telephone Set, Connections
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_ NOTES:
I. LINE SWITCH OFF HOOK SEQUENCE:
{1} be CLOSES
} : (2) de CLOSES
(3] ob OPENS
(4} fg OPENS
2. SET FACTORY WIRED FOR RING PARTY.
REFER 7O TABLE D FOR CLASSES OF
SERVICE NOT SHOWN.
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Fig. 2—1500D Teiephone Set, Connections




Sla “»1"-5‘4' PACV /}enq z«dw\f«

s b e
TouCM Towve pHowe

&

VB 0%

A e ML-*-‘}

&G P L

‘ r”fl
MR \\/‘\’h L
I

\L\

!&%Q\,

St swit ) A »o'w?




) '{.' e/ p/) /..’lu@a J WAl Gy R e F 5 P R
| : ﬂc‘ /\ce.("' éf-&) F/’u& 4 ) ,f}c/) Jl ) /w.:/ / %cf"" f}’

!))

N

e RS 2
gy 18 O

0 Py
e ..\,’{C.)

: / I oy A
/\J{_! o~ {J'\_Qs.,d,»,"\)w . » ;,.\,Au.-l‘...\‘.

Y
e
.

’ - ' *'{‘
a.,»é« // {'G W Q;’JL)“\ : ’ FAWLINAE S %r'{a’ & (“)
i ‘ ‘ ,

;VZ»/,"*—““'" ''''

Qe




S’

§S8 2, SECTION 502-501-10G1

Gi- OR G3~ TYPE

3¢, 7C (MD),
HANDSET

OR 7D (MD)
DIAL -

ERRea

(o) [s-6] d e
VA

FROM .
SH
— - (5)

TTTTTTTTT™e
() Is-v] &7

. S\

{BK)

NOTES:

FOR MANUAL SERVICE, MOVE (W) [S-Ww] LEAD FROM F TO RR TERMINAL.

2. 500 C/D FACTORY WIRED FOR RING PARTY. 501 C/D FACTORY WIRED

FOR NEGATVE RING PARTY. SEE TABLE C FOR CLASSES OF SERVICE

HOT SHOWN,

LINE SWITCH OFF HOOK SEQUENCE:

(1) cb BREAKS (3) bc MAKES

(2) de MAKES (4) tq BREAKS

4. STATIONS WITHOUT ANI, (R} TUBE LEAD MAY BE CONNECTED TO G IF
RINGER OPERATION 1S MARGINAL. AT NEGATIVE STATIONS ON 96V
LONG LINE CIRCUITS, (R} LEAD SHOULD BE CONNECTED TO G.

w
.

#* SAME TERMINAL MAY APPEAR IN RINGER CONNECTIONS.
{ } CURRENT COLOR CODE

[] o cotor cooe
‘DP-DIAL PULSE CONTACT
ON-DIAL OFF-NORMAL CONTACT

TPA 542630

Fig. 6—~5500C/D and 501C/D Telepliona Sets, Conrections (Sheet 2 of 2)§
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‘ - , ' 1S5 2, SECTION 502-501-101

4258 {MD) OR 425£ NETWORK Gl- OR G3- TYPE

HANDSEY

LINE SWITCH | 52 8¢, 7¢ mg:
» ‘ 84 or 70 ()
DIAL . +

i
1
.
!
:
§
i

(o) [s-6] d e

FROM . a
SH 1t

(v) [s-¥] b7

b,

, {_JRCVR

—7 | TrMTR

i

a’c 1o

NOTES: .
. FOR MANUAL SERVICE, MOVE (W) [S-w] LEAD FROM F TO RR TERMINAL.
2. 500 C/D FACTORY WIRED FOR RING PARTY. 501 C/0 FACTORY WIRED
FOR NEGAT|VE RING PARTY. SEE TABLE C FOR CLASSES OF SERVICE
NOT SHOWN. :

3. LINE SWITCH OFF HOOK SEGQUENCE:
{t} ob BREAKS (3)bc MAKES
(2) de MAKES  (4) fg BREAKS

4. STATIONS WITHOUT ANI, (R) TUBE LEAD MAY BE CONNECTED TO G IF
RINGER OPERATION 1S MARGINAL. AT NEGATIVE STATIONS ON 98V
LONG LINE CIRCUITS, (R) LEAD SHOULD BE CONNECTED TO G

* SAME TERMINAL MAY APPEAR IN RINGER CONNECTIONS.
{ ) CURRENT COLOR CCDE

[] wo coLor cope
DP-b1aL PULSE CONTACT
ON-DIAL OFF -NORMAL CONTACT

TPA 542630

Fig. 6—H500C/D and 501C/D Telephone Sets, Connactions (Sheet 2 of 2)§
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ori L rorm No. 1‘6\* o
MAY 1962 EDITION i
GSA FPMR {41 CFR) 101-11.8

UNITED STATES: G.lRNMENT
“ M emomna’um

R '%, ‘ACTING DIRECTOR, FBI.
- ey ATIN: FBI LABCRATORY

- Aka .

y 7 ®ac, I“LLAS.(87-21187)(pj""
7/SUMEC
Voo ":f"fob:°DAQLAe

o ”'Rérép.Sf»SA'
Dallas, Do '

' of a parts list;

The enclose

Enclosed for the PBI Laboratory is ‘one Copy of a
- schematic fer- constructing a multi frequency signal ' generator
"Blue ‘Box" 1nc1ud1ng instructions for '"Blue Box' use;

one. c0py of a parts list supﬁlement

1temq were f‘urrn thd to C;A

DATE:  g/a4/72 - 7.,

dated 5/12?2;at

‘one copy

on.6/6/72, by

ZEN 5~ Dallas (2- 87-21187)
(1- 80‘444A) |

mSE l “QBH.SS

35 f"f’é*

50!0 108-02

&8I~ {VBQHW bk




DL 87-21187 .

'REQUEST OF THE FBI LABORATORY

The schematlc and parts lists are enclosed for
the Laboratory's retention to be used in examining any 'Blue
Box€s" submitted by other offices in case the schematic .
may be useful in tracing thecenglneerlnw orlgln of. a. '
"Blue Box'", ! :

v

bhe
b7C
b7D

The information concernlng the identity of

and the fact he is constructing a "Blue Box'" has been Tfur-—.
‘nished to Southwestern Bell Telephone Company Security
Representatives in- Dallas Texas, for whatever action they
deem appropriate, . ’ C -
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REPORTING OFF[CE OFF!CE OF ORIGIN- DATE . INVESTIGATIVE PERIOD
DALLAS - DALLAS 8/29/72 5/1 - 8/22/72
TITLE OF CASE f*) o | REPORT MADE BY : - rvpeo By
‘ = aka | pde.
CHARACTER OF CASE . :
“FRAUD BY WIRE
REFERENGES: Report of SA dated 5/1/72
R at Dallas. o -
' b6
- P - b7C P
. b7D
LEADS @ -
| DALLAS ' %

AT DALLAS TEXAS .

Will follow and report p?r;ogeg”ﬁﬁion

e -

=

of subject. . /
3
ADMINISTRATIVE e
* - WA dashishaded tal VT ACQUIT-J case HAs BEEN:
convic lauTo.| Fue. FINES SAVINGS

RECOVERIES

TALS

N

PENDING OVER ONE YEAR [Jves X]no
PENDING PROSECUTION
OVER SIX MONTHS

APPROVED

SPECIAL AGENT
IN CHARGE

[Jres X]ino

DO HOT WRITE IN SPACES BELOW

COPIES MAD

A

- Bureau (87 121042)
l - USA Fort Worth
2 - Dallas (87 21187)

|4

g 7

A4

D e e

9B SEp 5. 1970

[210Y0 =7
g@,! 105

¥ V: \%ﬁ k"}@

e 1\
b

) Dnssemn"mhon Record of Attached Report Notations
Agency
Request Recd.
Date Fwd.
How Fwd.
By . . ) ;
» “ . R - A - GPO : 1971«-‘445‘529
548EP1 2197?4}/\// COVER PAGE
o B . . . - .
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The above information was furnished to

Southwestern Bell Telephone Company, DaLLas.”kw

LIt is- noted the lnvestlgatlve perlod covered by thls
report is protracted however, the case has been kept in a
current status through active. 1nvest1gatlon and 1nterofflce
_ communlcatlons. ' e

bnd Bl\ - .
COVER PAGE'
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FD-284 (Rev. 3.,3-59>. - . » . - ' . o : ‘ :
UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

cmym§i 1 - USA, Fort;Wbrth,'Texas
" Report of: ‘ : Office: Dallés,»Texas
Date: - 8/29/72 - ' . - » P
Field Office Fite #. 87-21187 ~  BueauFile # 87-121042
. Title: o ’ | . |
Character:  FRAUD BY WIRE
Synopsis: o scheduled for arralgnment

8/24/72 at which time his attorney indicated to AUSA CHARLES R.
PARRETT, Dallas, Texas, he will waive indictment and enter a
plea of guilty to violation of Title 18, USC, Section 1343,
Fraud by Wire. L :

- P -

DETAILS :

This docurnent contains neither recommendations nor conc\ustons of ‘the FBI.- It s the property of the FBX and is loaned to your agency it and -.ts contents
are not to be dxstnbuted outside your agency.

' U _S. GOVERNMENT PRINTING OFFICE ; 1970. o' 406—840

b6
pIC



REPORT Yy

2-1b o , ' ‘ )
@  oite @
sz, LABORATORY 4 a:
FEDERAL BUREAU OF INVESTIGATION
| ' WASHINGTON, D. C. 206535
» o - . Date: 19 7
to: SAC, Dallas (87-21187) o e %??2104219 2 e
Re: aka Lab. No. -1400"KB/NZ bicC
FBW _ B

00: DALLAS

Specimens received 5/12/72,

Ql One multifrequency signal generator known as a "Blue Box," -
Q2 One copy of a schematic drawing labeled "Touch Tone Phone,"
Q3 One copy of a schematic drawing labeled "Standard Phone.,”

Results of Exammatmn

Ql is a box measuring apprommately 6 3/16" x 3 11/16" x 2",
It is made of black molded plastic closed on one side with a removable

. aluminum plate, The word "JAPAN" is embossed on the side opposite

the plate, Adjacent are seven red spring-loaded push buttons mounted
through crudely drilled holes, On one end there is a toggle-type '
on-off switch, ‘ , .

: The device is powered with two 9—volt batteries and has circuitry
~which enables a single tone to be sounded through a small speaker as each
button is depressed. Two tones will sound simultaneously if any two
buttons are depressed. The speaker is mounted inside the box with an
acoustic path being provided through a number of small holes in the plastic,

, - Measurements and tests performed on Ql reveal that one of the

seven tones corresponds to a single frequency commonly used for signalling
and control within telephone switching systems. The other six tones, when
 sounded in various combinations of two, produce multifrequency tones which -
correspond (within 1,5%) to the same signals used within the telephone net-
-work between telephone switching systems and by telephone toll operators.

This box could be used, by a person who had information as to which

buttons should be depressed to produce specific signals, to make long

distance telephone calls whlch could bypass normal telephone compa.ny

blllmg equlpment '
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The multifrequency tones which can be produced by QI are not
the same as the tones which are generated from a subscriber's push button
type of telephone set. Devices such as Ql are commonly known as
""Blue Boxes,"

Although QI carried no labeling or instructions as received, the
aluminum plate has two areas which have been protected from oxidation.
One area bears the imprint of six rectangular shapes and the other bears
the imprint of two rectangular shapes. :

Internally Q1 contams a circuit board with electronic components

. wired to produce seven oscillators or tone generators and an amplifier,

This board is electrically connected to the seven push button switches,

the on-off switch, two 9-volt batteries and a permanent magnet-type

speaker apprommately 2 1/2 inches in diameter. The circuit board and

some of the components have markings which indicate some parts have = .. ..
previously been used. The manner and quality of workmanship indicate

- Q1 was hand assembled by someone who has had some experience in e e e

electronics wiring. Ql does not match the type of construction or L
circuitry of other ''Blue Boxes'' previously examined and no determination
can be made as to the source of Ql. ' :

: Ql differs from some ""Blue Boxes'" in that, rather than having
_ smgle buttons to produce each multifrequency digit or signal, two buttons
on Ql must be depressed to produce 3.11 but the smgle frequency signal.

‘An examination of Q2 and Q3 reveals that Q2 and Q3 are
; schemahc drawings which with minor differences represent regular
single line telephone sets. Q2 closely represents a set such as the

. “ - Bell Telephone System 1500D touch tone telephone set, Q3 closely
‘represents a set such as the Bell Telephone System 500D telephone set,

Q2 and Q3 show no circuitry that would prevent an indication of completed
calls made to these sets° : :

_ ‘Enclosed are flve photographs showing external and internal
- views of Ql .

The subm1tted Ql Q2 and Q3 are being retumed to your office
under separate cover via reg1stered mzul ‘

Page 2 3
* E-1400-KB/NZ o R S
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FEDERAL BUREAU OF INVESTIGATIO S o N S

R

: 5/16/72

Date of tronscription

voluntarily appeared at the
Dallas 0ffice o fficial
ati was made
known to him Ished a Torm entitled
Voluntary Appearance; Adv;ce of Rights, wh: d
by SA and was then read by o
then exXecuted the Waiver porti i?c
statinig he had talked to his attorney T
who had advigsed him to cooperate by consenting
o an interview] lwa d the interview
would concern telephone calls,
vhich constituted a viclatlion of the Federal Fraud
by Wire gtatute4 then furnished the following
information: R Ll '

entioned tJ
to an apartment,

In February, 197
that he had moved from his paren
- an telephones installed, inquired as to
ould have an extension ephone, whereby,
¥plained he did not have an n telephene

' Tather two geparate telephones. inquired further Lo
as to whﬂ[:;;::;:ihho was ] one Toom gpartment, T
- would have two telephones. Ftated was “cagey" -
-+ 1n his reply, and just smi e . : o , -

. pp with further ques from ;
l told that he had told previousTy e
- no vices or hangups, but his "“ki€ came from the .

capabilitf of making long distance toll free telephone calls °

‘!ntervlewed on 5/11/72 .oi Dallas.g TGXaS | Fife # Dallas 87-21187 |
s bm o 512/72

by Dote dictated
’ A

This’ document con!o!ns nelther recommendations nor conclusions of the FBI, I is !he property of the FBl and Is looned to your cgency

I ond s conlents ore not fo be disiributed oulside your agency.



v ] N
. # ¥oNs ~
. ‘

~ in vhich he used the two telephones in his apartment.

Istated he becgma werw inquisitive, and L
asked a Iot of questions about ity of gj
making these types of telephone calls., told him- BIc
he had a box, which generated frequencies s ar to the -

televhgne frequencies used by the Telephone Company.

stated this was technically interesting to him

peécause he had never heard of such a thing.

. L __Jstated he was concerned about the

© troublse could get into by making such tall frees
long distance telephone calls, and he asked if

- he was knowledgeable of the seriousness of wWhat illegal
acts he was doing. - He stated dicated to him it

- was more of a civil matter wi e Telephone Company, as

', opposed to any violation of law,




<z : .

navd :Lndicé.ted t that he was
., able to make conference calls, wheéTrein, he could connect
several people in one telephone call.] ]




. BL 87-

21187

purchased the box, which

from g

know,

stated that
referred €
n individual in OkTanoma, whose name

recalled that

had told him he

as a "blue box",

did not

stated }

T parT $50.00
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gL 8721187

for the blue box; ‘ - b6
. bicC
stated that he continually told
Ihe might get ca t for making telephone calls
wit ne box, but told him he would not get
caught as long as hé used the correct procedures.

The following information was obtained through
observatlon and Interview:

- Name : _
- Sex iy . T Male
Race . _ lihite
- Age S

Date of Birth
Place of Birth

- Helght , 61T

Welght : _ 205 pounds
~ - Hair - . ‘ Black, average length
"Eyes - o : ' Rrovm

Besmdence T e e
Telephone
Employer _

- Qccupatlion

Previous Employment

Social Security Number
Selective Service Number




wan

16)1; 8721187

Texas Driver's License
Number
Explration Date

Marital Status

Wife
Daughter

- Daughter

~ Arrest Record
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. FEDERAL BUREAU OF INVESTIGVAT!O.

Date of transcriplion 5/224'/72

b6 -
.. bIC

was shown a wWalver ol Rights form, which ne

read and signed,

stated that he resides at
[ ] and that he 18 the subscriber to Telephone NO. (Area Code
| He stated that several months ago he had read an

I
artlcle concerning electrimwamm_mmm%
distance telephone calls,

answered) questions regarding the use or the electric
devices necessary to make toll free telephone calls around the
world, - _

As the result of this inquiry, had received'

hjs name and telephone number and knowing that he was an electrics!
expert himself name and telephone number were glven by
| | to individuals seeking further %X?ert advice. As a

result, an individual known to him as from Dallas, Texas,
cal; numerous occasions. This man appesred quite young
and Itold him that, in all probability, he was using an
illegal device to make long-distance calls from Dallas to Corrales,

New Mexico, and that, 1T he is dolng this, he would be in violation
of the law and could possibly be punished,

With respect to — ~
| had furnished] [schematics of tele-

pholie Yrecelvers,

With respect to his own skillsJ stated
that it was quite simple for him to build & device necessary to

5/17/72 -, Albuquerque, New Mexico AQ 87-9426

File #

Interviewed on

SAs
snm 5/19/72

by Date dictated

10

This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is lcaned lo your agency;

it and its contents ore not to be distributed outside your agency.
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AQ 87-9426 g - pc
JTFW:nm N : , :

make the toll free telephone calls; however, he stated he has a
very regsponsible positlon and he certainly wceuld not indulge in
any 1llegal operation. He also admitted that ad requested
him to bulld a device for obtaining toll free ¢alls, which he,

of ‘course; turned down.,

11
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I FEDERAL BUREAU OF INVE‘STlGAT!O’ !

.3-" r'.."‘/:::"‘ ) D'nt\l‘e ;f.!ronscripiion 6/15/72
) _ ] | Southwestern
Bell Telephone Company, angl |

furnished to Special Agentl [Typewritten
rinanﬁnziniinns.nﬂ.ﬁana.recor GES Tofr Telephone Numbers
| subscribed to by

‘These transcripiions, consistiug of four bound
volumes, are identified as follows: :

Tape 1, March 17, 1972, 5:00 p.m. through
March 19, 1972, 9:30 a. mi7~on~Telephone Number

§A | b6
Tape 2, March 19, 1972, 9:45 a.m. through b7C

March leig?z 8:00 a;m., on Tq%gphone Number

Tape 3, March 21, 1972, 9: 45 a.m, through
March ?4 lajzr é :30 a.m., on Telephone Number

,f/ Tape 5, March 30, 1972, 4:45 p.m,, through
April 3. 1972, 8:00 a.m., on Telephone Number

It is noted a transcript #4 is not included., Al

though a tape 4 is being maintained for evidentiary purposes,
- it did not contain any recorded conversations due to
~mechanical problems,

The corresponding tapes for the transcripts des-
cribed above, are being maintained at the Southwestern Bell

Telephone Com any, 508 South Akard, Dﬁllas Texas, undexr the
control ofl (supra)

6/9/72 . Dailas, Texas .. Dallas 87-21187

Interviewed on

by SA ,j ma ' Date dictoted 6/}'5/72
12 |

This documen! contains neither recommendations nor conclusions of the FBIL,

It is the property of the FBI and is looned to your ogency;

it and its contenis ore .not to be distributed outside your agency.
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.7 @ERAL BUREAU OF INVESTIGAT!O?’

6/8/72

b6 -
b7C

Dote of transcription

furnished the following information.

During the past two years,. she has received about
two letters from him, and in October or November of 1971,
she received a telephone call from him, at which time he
said he was calling over his father's Watts line. At this
time, they talked about ten minutes,

Subsequept to that call, she has received about
fifteen calls from spread over a period of about
four or five minutes, Some of the calls were for a rather
long duration, lasting for up to an hour. Around the first
of 1972, almost all of the calls which she received were
for about an hours durgtion. About the second or third
call she received from ‘he told her he was
getting a "blue box" and that he would be able to make
calls to any place in the world by using this "blue box".
She got the impression that the calls would not cost him
anything although he did not say that. He also said that
he had a couple of telephone numbers that he could call

6/29/72  _ Los Altos Hills, Californig s _ SF 87-33388

Interviewed on
SA /sdr ‘ 7/3/72
by —re] Dote dictated
15
This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to

. your agency; it and its contents are not to be distributed outside your agency.
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2 .
SF 87-33388 h
TFW/sdr
"in a roundabout way" through other cities,; calling her ESC
by so doing this would get him a better connection to her
phone,

gave his phone numbers in
Richardson, Texas as | | and
told her that she could call him at those numbers without
it costing anything. She wrote those numbers down on a
plece of note paper along with the name of which
was the name that told her to use in talking to him.,

These phone numbers were phone numbers in
aDartment in Richardson, Texas.

She cannot recall specificallv phone calls having
been made by her or received by her from on March
17 or April 2, 1872, but _she does recall receiving and making
phone calls from and tol during the months of
March and April, 1972, She also recalls that a

who was from Oklahoma, came on the phone line occasionally,
Sometimes interfered ‘with her conversation with

never told her where he got his "blue box",
but frequently said that the calls were not costing anything.

Arcund the last of April or the first of May,

commented to her in a telephone conversation that

he believed the phone company was catching on to what he

was doing and said that they had to be careful., Around

the first of May, the exact date not recalled, she got a
phone call from and he said that he had been arrebted
by the FBI but that they were "barking up the wrong tree,"
However, in about a week she had another call from
and he told her that if the FBI contacted her, she should
tell them the truth about the phone calls she had had with

16
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ST 87-33388

TFW/sdr

him.

Since that time, she has had no contacted with e
b7C

17
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AR © On August 22 1972, Assistant-U,S.'Attof~
R, PARRETT., Northern DlS ict : ise

is

.fgul [ that subject

scheduled for arraignmment in U.S. District Court before Jﬂdge

stated

WILLIAK_IAXLQR_Tt Dallas, Texas, on August 24, 1972.  PARRETT
attorney has indicated to him that at this - =

-time |w111 waive indictment and enter a plea of. gullty i;}."

: to 'TIT Sect&on 1343 U.S. Code,’ Fraud by Wire. -

D
l 8'..'.
"
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%//’ ! _ _ldap

13

FBW Do
REFERENCE: ' Dallas report of -SA dated 5/1/72.
- P- ”
LEAD
- DALLAS

AT DALLAS, TEXAS

of ‘subject.

ACCOMPLISHMENTS CLAIMED

Will follow and report sentencing

] NONE

ACQUIT-

convic | AUuTO. FUG. FINES SAVINGS

'RECOVERIES

CASE HAS BEEN:
TALS :

s |-
¢ ™

: i
e Y

) PENDING oven ONE YEAR [:]vss [}]No :
PENDING PROSECU TION
., OVERSIX MONTHS Dvss @NO

APPROVED . . IN CHARGE

SPECIAL .AGENT

' DONOTWRHE!NSPACESBELOW
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(Chorecter' " FRAUD BY WIRE '

A I appeared in U S Dlstrlct
Court for the NDT, Dallas, _on 8/24/72, before Judge =~ ..
"~ WILLIAM M, TAYLOR whereln[fff:f:]walved 1ndlctment -and entered
a plea.of guilty to an Information-charging hlm with violation’

of Title 18, USC, Sectlon 1343, Fraud By W:Lre Sentenc:Lng was
»oet for 9/15/72 before Judge TAYLOR - . ST .

'.".'Sin'épsu _:|

| ) o P ~ .
‘~:;‘DETA1LS SRS

AT DALLAS TEXAS

U om August 24, 1972] Jappeared
. before United States Dlstrlct Court Judge WILLIAM M. TAYLOR in
United States District Court of the.Northern District of Texas
. with his attorhney |where1n waived 1ndlctment
. and an Information was filed -charging him with violation of
Tltle 18 United States Code, Sectlon 1343 Fraud by ere.'

. ,Eentered a plea of gullty to the charge and
*.VJudge-_TA, , sentenc1ng :Eor September 15 1972 R

SRR T

This documcnt contams nexther recommendatmns nor conclusxons of the FBI It is the propcrty o( the FBI and is. loencd tao your agency xt and xts contents -

. Lare not to be dtstrxbuted outsxde your agency '

. R : IR A A S.;GOVERNMENT -HR[NTING OF‘FICE::XQ‘M 0~ ans-naa

S >'->Da'1‘1_‘és, '>‘,"'.l’e'xlas’ ‘



UNITED STATES GOVERNMENT" A : ‘
M emora ndum

TO ACTING DIRECTOR FBI(87 121042) DATE: 9/26/72
ATTN FBI LABORATORY : Co

FROM ! : SAC, DALLAS (87-21187)(p)
~9-'_5013.]5101*:~ aka . . '
i FEW — ke
)(/ 00: DALLAS
p, - Re Dallas report of SA 9/6/72,

and Bureau 1etter to Dallas dated 4/27777Z.

: Enclosed for the Bureau is one multi-frequency 31gnal -
generator, aka "blue box'".

Enclosed '"blue box is. hereln forwarded to the
FBI Laboratory per instructions in referenced letter. Subject
was sentenced at Dallas, Texas, on 9/15/72, under provisions
of the Federal Youth Corrections Act. Sentence was suspended
and subJect placed on probatlon for eighteen months 2
- Therefore, Dallas has no further need for thls blue
box in the prosecution of thls case..

7 ‘Bur eau
1 Package. Copy)

1-Dallas
. WNM:gh
(5)

Buy U.S. Savings Bonds Regularly on the Paym‘lll.Saving:‘ Plan . :“}3
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. Cherarcter; .; - FRAUD BY WIRE .

' ' "appeared before USDJ
. ILLIAM M.‘ . vision, on 9/15/72, for Sentencing
. on’ violat1on~of T1t1e 18 UsCc Section 1343, on Whlch a guilty
 plea was entéred 8/24/72 was sentenced ‘under the
Federal Youfl Corrections Ac , wherein imposition of sentence
. was suspended.andt:f:i::]was placed on probation for 18 months.
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"DETAxtsi AT DALLAS, TEXAS

SRS ’ appeared before Unlted
vfj,States Distrlct Court Judge WILLIAM M. TAYLOR, Northern District
- of Texas (NDT), Dallas Division, on- September 15, 1972, for

" sentencing on a violation of Title 18, United States Code,
~~Section 1343, to which a guilty plea was entered in this court:
‘ August 24 1972 § . o

' .Judge TAYLOR advised he would be sentenced _

) under provisions of the Federal Youth Correctiens Act. __Judge

- TAYLOR suspended the imposition of sentence and placed :
on probatlon for a perlod of 18 months. a

Thig document contains neither recommendatxons nor conclusions of the F'BI 1t is the property of the. FBI and is loaned to your agency;.it and its contents

. are not.to be distributed outside your agency. nor duplica ted WJ. thin your agency .
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