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FEOHE TREAKS (AN TSVADE YOUR PRIVACY (U)

Among the several areas of possivle COHSEC iateresi developed
during an isvestigation of Phone Freuk activities iz the eepabllicy
t0 monitor telephove calls. Monitoring cec be sccoapiished by
accessing either the malntenesnce switehboard or the verificetion
operator. In scme systezs this ean be accomplished auvtoraticalily
and in others i% must be done through & svitelmen or operator.

7o monitor extomatically vis busy verification switches only requires
kaowledge of the specisl nurber and the cepability to corvince thes
that you are & teicphone company emcloyee with a legitinete need for
2¢cess to the switehboard. Caining access through a wwitehman or
operstor is sot difficult since the call is eoming in oo a teleyhone
company line, they mgsuse the caller iz ap cmpioyze.

Once aceess to the swilchbeard is gained, the intruder dials the
lagt four digits of the ruszber he vanis to monitor asd if a call is In
progress he can ligten in without either party knmowing it. {Altpouah
Lhere may be a slight “elick”}. If a ecall is not in progrees the number
would be *busy® to a calling perty ani the subacriber would not get
eiel tone if hs iried to make s call., Thrersfore, monitoring can omly be
done while & call is iz progress. 3But the intruder can remain in the
swischboard and fregqusntiy cell the nusber he wants to nonitor. -

H¥hile the Phone Freaks elaim they do thias “just to be able to

do it™ or for scce sell serving purpose, the capebllity discloses
anotaer potentizl source of imteliigence. . ‘
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