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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

March 17, 2010

Subject: LOS ANGELES FBI FILE 139-430
FOIPA No. 1043567- 001

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 3,
United States Code, Section 552/5652a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OFCA-16a: ’

Section 552 Section 55_2a
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143 page(s) were reviewed and 77 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

0 referred to the OGA for review and direct response to you.

O referred to the QGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy (OIP), U.S. Department of Justice 1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified. '

O The enclosed maierial is from the main investigative file(s) in which the subject(s} of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s}.
Because of our significant backlog, we have given pricrity to processing only the main investigative file(s}.



If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

In response to your Freedom of information Act (FOIA) request to Winchester, Virginia, enclosed is a
processed copy of FBl Los Angeles File LA 139-430.

To minimize costs to both you and the FBI, duplicate copies of the same document were not processed.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE S, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified o such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A} requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular eriteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-ageney or intra-agency memorandums or letiers which would not be available by law to a party other than an agency in litigation
with the agency; .

persennel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D } could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intetligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or (F Y could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of ¢riminal law including efforts to prevent, control, or reduce
¢rime or apprehend criminals;

~ information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign

policy, for exampie, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/heridentity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his'her identity would be held in confidence.
_ FBI/DOI
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FD-479 (2-20-T5) , ’

FILES AND RECORDS

DESTRUCTION ORDER
&1/ 7

Date

7
TO:  — b6
B7C
FROM: __ |

g . /’4 =)
RE: File No. /c:?) ‘_/7;\‘%’/’:.))

1 have reviewed this file, and under the criteria set forth in Part 11, Section 3,
of Manual of Rules and Regulations, this file should be:

A
l-year Rule [C]5-year Rule /@O-year Rule

7] Destrayed
Justification for Retention is as Follews:

\\
s

under the [ 120-day Rule

] Retained

Case Agent’s Initials . ~/
Supervisor’s Initials / / A :

GPQ : 1975 © - BT1-912



GSA FPMR (31 CFR} 107-011.6

UNITED STATES GOVERNMENT

- OPTIONAL FORM pa. 1o
s JULY 1973 RDFTION

Memorandum
g?a%@&f
TO  : SAC, LOS ANGELES ( ) patE:  12/5/75

FROM :© SA

/
/

ampm1:| ; //@>@L N

,,5

On 12/3/75, Special Agent WAYNE PERRIN, Pacific
Telephone Company. requested that he be contacted by
SA at his residence in Arcadia,
California.

Mr. PERRIN stated that he has been in telephonic
contact with captioned subject and described subject as
a computer electronic type genius who has told PERRIN that
he is able, through his knowledge of electronics, to
penetrate computer systems and activate these systems
for whatever results he so desires.

PERRIN said that subject has been able to
enter into his home telephone line and will contact him
several times per week., Subject has told PERRIN that he
has twice been able to penetrate the skcurity and
safeguarding equipment at the White House in Washington, D.C.
and has personally talked to President FORD in the early hours
of the morning. PERRIN said that :;jtold him he has
sophisticated electronic equipment that will enable him to
penetrate the Autovan ications System in Omaha,
Nebraska, and that he, possesses the knowledge
that would enable him to scramble aircraft and if he so
desired to launch migsiles. FPERRIN said that
has described to him step-by-step the procedures which he
uses to penetrate the various telephone circuits and systems
and the procedures that he has utilized to gain access to
such computers as NCIC and any type of retail or business
establishment, such as Sears Roebuck and Company, Bank of
America, Bankamericard and others.

PERRIN said that he has consulted with knowledgeable
electronics communications personnel of the Pacific Telephone

| A 139 =450~
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LA 183«New

Company and ha

which

lhas set

people have said that
and the procedures to be involved in a sophisticated
communications-telephone penetration.

SA PERRIN said that[::é;::;kould be arrested

at this time and charged with a

s conferred with them about the procedures

out d the telephone technical
E;::ffilcertainly has the knowledge

company, but he desired at this time to confer with FBI
personnel as he feels that this information should be
checked out and if determined %o be valid that perhaps
the FBI could contact the proper individuals at Omaha
and/or U.S. Secret Service and perhaps some type of
violation which would be under the Bureau's jurisdiction
could be investigated. '

It is recommended that this case be opened to
determine if subject has violated a criminal act and also
the U.S. Secret Service should be consulted to determine
if President FORD has

subject

had telephonic communication with

- 2% -

Teat to bomb the telephone

b7C

L7C



FD*¥92 (Rev. 10-6-65)

Bulky Exhibit - inventory of Prope'cqulred as Evidence

Date

b 1/27/76

Title and Charactey of Case

b6
100 bic
00:LA
Date Property Acquired Source From Which Property Acquired
1/22/76
Location of Property or Bulky Exhibit Reason for Retention of Property and Efforts Made to Dispose of Same
Bulky Exhibit Room Gvidence
bsé
Pescription of Property or Exhibit and Identity of Agent Submitting Same lbDTC
7D

1.

3 7% reels of magnetic tape co
"Phiome Freaking" demonstration

Submitted by SA

ntaining oririnal recording of

(3G - X3~
(HED, . IID 3

.‘,tr alirEn FRE

P8I LOS ANGELES _\
N G217

SEMIANNUAL INVENTORY CERTIFICATION TO JUSTIFY RETENTION OF PROPERTY (Initial and Date)

_."‘7'2
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At 3
[:v' [,

Field File# 139-430-131
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FD-192 (Rev. 10-6-65)

Bulky Exhibit - Inventory of Propesy Acquired us Evidence
. Date

. 2/11/76

Title and Character of Case

=

10C

bé
LIC

Date Property Acquired

Source From Which Property Acquired

Subject

Location of Property or Bulky

Exhibit

Bulky #Zxhibits Rm. Evidence

"Reason for Retention of Property and Efforts Made to Dispose of Same

Description of Property or Exhibit and Identity of Agent Submitting Same

Submitted by

b6
SA b7C

1. One Book-blue 8"x10" (top secret,eyes only)

2. One blue notebook "PT&T. Co."

(29— 420-1 6>
enwies O ruen. |
FEO 11 WY

FBI - LOS ANGELES
vX 1

SEMJANNUAL INVENTORY CERTIFICATION TO JUSTIFY RETENTION OF PROPERTY (Initial and Date)

A

At 9[,:’[&4 g

/77

Field File » 139=-430-182
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FD-840 REV. (§-24.85)

sile No. /5 9- 430 =%/
Date Recelved____/~/4 -74
From

(NAME OF CONTRIBUTOR)

{ADDRESS OF GONTRIBUTOR)

CITY AND STATE)

—TVAME OF SPECIAL AGENT)

To Be Returned D Yags Recoipt Given

No

Dascriptioni

Betorsed @f

o5/ v ZY




FE-340 REY. (6-24-05)

fe Mo L3930 - f2

Date j [ Sl T
From. | I
MAME OF CONTRIBUTOR

—

{ADDRESS OF CONTRIBUTOR)

P =

__lc.l:nunui STATE)
BY | S

e T SPER AL AGENT)

‘To Be Returnsd [ | Yes Receipt given {_| Yes

-4 Ne £ No

Description:

ry _2/(/ )d’—/ 4{4/




FD-3%0 REV, (6-24-65)

File No. i :

Dalelljuid' [ /16476
Fro
NAME OF CONTRIBUTO! J

(ADDRESSE OF CONTRISUTOR)

!

To Be Reiurned [ | Yes Roceipt given [ | Yes
[ -No [e}-No

T




PD-820 (REY. 8.24-838)

el 3P ~AB0 - AF

.::Ij IWEEY 22

"{ADDRESS OF CONTRIBUTOR)

pu—

TRANE OF BFECIAL AGENT)
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FD-340 REV. 18.24.65)

Flle No._ /;3 ?’ %3.0 = f'9<5/

Date Recelyed_ (> //}5 &

From
ME ?NTRZOR)

{ADDR OF CO 1BUTOR)
(CITY/AND STATE}

{NAME OF SPEGIAL AGENT)

To Be Returned D Yas Receipt Given D Yeos
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FD-36 (Rev. 5-22-54) .
»

FBI
Date; 12/12/75

Transmit the following in — ENCODE
{Type in plaintext or code}

TELETYPE - NITEL

Via -
(Priority)
TO: DIRECTO? 'P '
ATTN: SUBSTANTIVE DESK AND RADIO ENGINEERING- SEC
FROM: LOS ANGELES (139-430)
) ) b6
T.t{. > UNSUB, I0C. b7C

ON 12/3/75, SECURITY AGENT WAYNE PERRIN, PACIFIC

TELEPHONE AND TELEGRAPH COMPANY (PT & T), LOS ANGELES,

CALIFORNIA, SAID THAT AN INDIVIDUAL USING THE NAME

CAME TO HIS ATTENTION SEVERAL MONTHS AGO DURING AN

INVESTIGATION OF A THREAT TO BOMB A TELEPHONE COMPANY FACILITY.

PERRIN DESCRIBED AS AN ELECTRONIC GENIUS AND PHONE

FREAK. PERRIN STATES THAT IS EXTREMELY PARANOID COF

LAW ENFORCEMENT.

PERRIN DEVELOPED A RAPPORT WITH AND AS A

RESULT, CONFIDED AND DESCRIBED THE PROCEDURES TO DO .
b7C

THE FOLLOWING:
1. ENTER INTO PERRIN'S HOME TELEPHONE CONVERSATIONS

2. PENETRATE THE SECURITY AND SAFEGUARDING

EQUIPMENT IN THE WHITE HOUSE IN WASHINGTON, D.C. AND TALKING.
(3F o 430 - 2 SEARCHED
- INDEXED

WHS:ism I‘

£ F

Approved: W Sent ﬂ / M  Per

Spleciul Agent in Charge

# 1. 8. GOVERNMENT PARINTING OFFICE : 1089 O - 346-080 (11}




LA 139-430

PAGE TWO

TO PRESIDENT FORD IN THE EARLY MORNING HOURS.

3. PENETRATE THE AUTOVAN COMMUNICATION SYSTEM IN

OMAHA, NEBRASKA, AND CLAIMS TO POSSESS THE RNOWLEDGE b7C

THAT WOULD ENABLE HIM TO SCRAMBLE AIRCRAFT AND LAUNCH MISSILES.
4, PENETRATE AND GAIN ACCESS TO COMPUTERS SUCH
AS NCIC OR ANY OTHER TYPE OF COMMERCIAL OR GOVERNMENT COMPUTER
ﬁTILIZING COMMERCIAL TELEPHONE CIRCUITS.
" PERRIN SAID THAT HE HAS CONSULTED WITH APPROPRIATE

TECHNICAL PERSONNEL OF PT & T COMPANY WHO INDICATE THAT THE

_ b6
PENETRATION TECHNIQUES DEVELOFED APPEAR TO BE . bIC

TECHNICALLY POSSIBLE AND THAT SOME HAVE BEEN VERIFIED BY
ACTUAL PRACTICE.

AFTER NUMEROUS ATTEMPTS TO RECONTACT PERRiN FOR
FURTHER INFORMATION, HE WAS CONTACTED ON 12/12/75. PERRIN
STATED THAT HE HAD BEEN AT PT & T HEADQUARTERS IN SAN FRANCISCO
CONSULTING WITH HIGH OFFICIALS OF THE COMPANY ﬁEGARDING
THIS MATTER. PERRIN STATED THAT IT WAS HIS UNDERSTANDING

THAT OFFICIALS OF AT & T COMPANY WERE GOING TO PROVIDE ALL

b6
INFORMATION REGARDING TO THE U.S. DEPARTMENT OF b7C

JUSTICE, WASHINGTON, D.C. ON 12/12/75.

BECAUSE ACTIVITY APPEARS TO EFFECT MANY

AGENCIES OF THE GOVERNMENT IN VARIOUS JURISDICTIONS, AT & T

OFFICIALS BELIEVED THAT THEY SHOULD FURNISH INFORMATION bE
b7C

CONCERNING TO THE U.S. DEPARTMENT OF JUSTICE FOR

APPROPRIATE ACTION. FOR THAT REASON, TELEPHONE COMPANY

-2-
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LA 139-430

PAGE THREE

OFFICIALS REQUESTED THAT PERRIN NOT FURNISH ANY MORE INFORMATION
CONCERNING| ______ |AT THE LOCAL LEVEL. PERRIN STATED THAT
THERE WAS MUCH MORE INFORMATION REGARDING[ _ |BUT THAT

HE WOULD NOT FURNISH ANY ADDITIONAL INFORMATION. NUMEROUS
LOGICAY, AND TECHNICAL QUESTIONS WERE PUT TO PERRIN REGARDING
THIS MATTER BUT HE DECLINED TO ANSWER THEM CITING INSTRUCTIONS

OF SUPERIORS.

PERRIN HAS NOT BEEN ABLE TO OBTAIN

TRUE NAME OR PRESENT ADDRESS AND MOST CONTACTS WITH HIM HAVE
BEEN VIA TELEPHONE. HOWEVER, PERRIN DID FURNISH THE FOLLOWING

BRIEF PHYSICAL DESCRIPTION OF[ |

PERRIN REQUESTED THAT THIS MATTER BE KEPT STRICTLY
\\\EEENFIDENTIAL.
o LOS ANGELES WILL MAINTAIN CONTACT WITH PERRIN
AND LHM WILL FOLLOW.
IF THE U.S. DEPARTMENT OF JUSTICE IS CONTACTED
BY AT & T, THE BUREAU IS REQUESTED TO ADVISE LOS ANGELES

OF SPECIFIC DETAILS REGARDING THIS MATTER.
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] ATTH: SUZSTAUTIVE DESK AND NADIO EMAINEFRINE SREOTION
H e foc.
3 01 17-3-75, SECURITY AGENT WAYNE PIRRIN, PACIFIC
TTLEPHANE AMD TELTEDAPH COMPANY (PT 2 T), LOF ANRFLEC,
CALITORMIA, SAID THAT AN IMDIVIDUAL YSING THT NAME
5 QAME T4 YIS ATTENTION SEVERAL MONTHE AGO DURIFM Al
9_- IFUTSTICATION OF A THPEAT TO POM3 A TFLEPHONE COMPARY FACILITY.
. PE?PIN DESGCRIBLD AS AN TLECTRORIC GEXIUS AMD PHOKE
f FRTAY, PERRII STATES THAT IS EXTREMELY.PARANOID OF

{ LAaw ENFORCEFENT,

: »ERNIN DEVELOPED A RAPPORT WITH AN AS A
. PESILT, CONFIDED AND DESCRIPED THE PROCEDURES IN DO
b THE FOLLAMINE:

|, ENTE® INTO PRRRIN'S MOME TELZPHONE COMVERSATIONS

y 5, PENTTRATE THE SECURITY AND SAFIGRUARDING
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g LA 179-437 . ,
E oo |

f?;fo PHE?%DENT FORD IN THE EARLY MORNTNA HOURS,

1., PENETRATE THE AUTOVAN commum10ai10n SYSTEM IN

OMAHA , NEBRASYA, AMD CLAIMS TO POSSESS THE KNOWLEDCE

:J'-THAT WOULD TNARLE HIM TN €nRAMRLE AIRAPATT AND LAUNCH MISSILES.
4 PENE&RATE AND GAIY ACCESS T0 COWPUTERS SUCH

AS BCIC OR ANY OTHER TYPE OF COMMERCIAL OR GOVERNMENT COMPUTER
UTILIZING COMMERGIAL TELEPHONE CIRCUITS.

| PEDRIMN SAID THAT HE HAS COMSULTED WITH APPROPRIATE
TECHNICAL PERSONMEL OF PT & T COMPANY WHO INDICATE THAT THE

PENETRATINN TECHMIOUES DEVELOPED| |APPEAR TO BE

TECHMICALLY POSSIPLE AND THAT SOME HAVE DEEDN VERIFIED RY

ACTUAL PRACTICE.,

AFTER NJMEROUS ATTEM®TS TO RECORTACT PERRIN FOR

FIRTHER INFORMATIOM, HE WAS CONTACTED OM 12-12-75. PERDIM
STATED THAT HE HAD BEEN AT PT & T MTADQUARTERS IN SAN FRANCISCO
CONSULTING wITH MIGH OFFICIALS OF THE COYPARY REGARDING

THIS MATTER., PERPIN STATED THAT IT YAS HIS UMDERSTAIDING

THAT OFFICIALS OF AT & T COMPANY WERE COING TO PROVIDE ALL

INFORMATION TFeARDING T0O THE U.S. DETPARTMENT OF

JUSTICE, WASHINETON, D.C, ON 12-12=75,

BECAUSE ACTIVITY APPEARS TO EFFECT MANY

AGENCIES OF THE GOVEPMMENT IN VARIOUS JURISNDICTIONS, AT 2 T
OFFICIALS BELIEVED THAT THEY SHOULD FURKISH INFORMATION

CONCERNING TO THT U,¢. DEPARTMENT OF JUSTICE FOR

APPROPRIATE ACTIOY,., FOR THAT REASOHM, TELLZPHONE COMPARY
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LA 139-437
OFFICIALS REAUESTED THAT PERRIM NOT FURNISH ANY MORE INFORMATION

comcERNING[ | AT THE LOCAL LWVEL. PERRIN STATED THAT
THERE 1WAS YICH MORE INFORMATION REGARDING BUT THAT

|
i
‘i PAGE THREE
|
|
|
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|

HE WOULD DT FURKISH AMY ADDITIONAL INFORMATION, MUMEROUS
LOGICAL AM) TTCHMICAL NUESTINNS WERE PUT TO PERRIN REGARDING
THIS MATTER BUT HE CECLINED Tn AMSWER THEM CITIMNG INSTRUCTIONS

N

%2 0F SUPERIONRS.

PERRIN HAS MNT BEEN ARLF TN OBTAIN

TRUE MVAME OR PRESEMT ADDRESS AND MNeT CONTACTS WITH HIM HAVE
REEN VIA TFLEPHOME, HOWEVER, PERRIN DID FURNISH THE FOLLOWIMNG

BRIEF PHYSICAL DESCRIPTION OF

PERRIN REQUESTED TﬁAT THIS MATTRR AF KEPT STRICTLY CONFIDENTIAL,
LOS ANCELIS WILL MAINTAIN CONTACT WITH ®TRRIN 4ND LHM

WwILL FOLLOY, |
IF THE 11,S, DEPARTMENT OF JUSTICE IS COMNTACTED

3Y AT & T, THE BUREAU IS REAUESTED TO ADVISE LOS ANGELES

OF SPECIFIC DETAILS REGARDINMe THIS MATTER,

END
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" UNITED STATES DEPARTBIENT OF JUSTICE

FEDERAL BUREAU OF INVESTI'GATION

‘ Los Angeles Caiifornia
In Reply, Please R ’
ﬁkgf' uf ofer t2 : December 17, 1975

ba
Lo bh7C
UNKNOWN SUBJECT,

On December 3, 1975, Security Agent Wayne Perrin,
Pac1f1c Télephone and Telegraph Company (PT&T), Los_Angeles,
ia, said that an individual using the name

lcame to his attention several months ago during an b6
1nvest1gat10n of a threat to bomb a telephone company b7C .
facility. Perrin described| as_an electronic genius
.and phone freak. Perrin states that is extremely

paranoid of law enforcement.

| Perrin developed e rapport with |and as e
result, onfided and described the procedures to

"do the folIlowing:

1. Enter 1nto Perrin's home telephone conversatlons.

: 2. Penetrate the security and safeguarding . b6
equipment in the White House in Washington, D.C., and , b7C
talking to President Ford in the early morning hours. . '

3. Penetrate_the Autovan communication system in
Omaha, Nebraska, and claims to possess the knowledge -

that would. enable him to scramble aircraft and launch
missiles. : :

’ ' —

- B : .

@-— Liiieiﬁgg;es (139-430) Lo /37 ?/39”"
msyie DFECECOPY 7
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This document contains neither recommendations nor concluslons
of the FBI. It is the property of the FBI and is loaned to ‘your

. MWITIO,
;@p.zw%agency, it and its contents are not to be distributed outside
S €& lﬂ;%our agency .
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UNKNOWN SUBJECT, - - s b6

b7C

4, Penetrate and-gain'acce55'to computers such
as NCIC or any other type of commercial or government
computer utilizing commercial telephene circuits.:

Perrin said that he has consulted with appropriate
.technical personnel of PT&T Company who indicate that the .~
penetration techniques developed[j:;;;:;;:]appear to be we
" technically possible and that som& have been verified by
“actual pract1ce. a

After numerous attempts to recontact Perrin for
‘further information, he was contacted on December 12, 1975.
Perrin stated that he had been at PT&T headquarters in San
Francisco consulting with high officials of the company
regarding this matter. Perrin stated that it was his .
understanding that officials of AT&T were going b6
to provide all information regarding to the U.5, , ®7C
Department. of Justice, Wash1ngton, D.C., on December 12,
1975. :

. _Because|__ |a¢tivity appears to effect many
agencies of the government in various jurisdictionsg, AT&T
officials believed that they should furnish information b6
concerning Johnson to the U.S. Department of Justice for b7cC

appropriate action. For that reason, telephone company

officials requested that Perrin not furnish any more

information concerning at the local level. Perrin
that there was much more information regarding -

| but that he would not furnish any additional

Information. Numerous logical and techriical questicns

‘were put to Perrin regarding this matter but he declined .
to answer them citing instructions of superiors.

" Perrin has not been able to”obtainl Frue
name or present address and most contacts wi im have ,
been via ‘telephone. However, Perrin did furnish the . . - beé
following brief physical decrlptlon of| - : pic

/ Name
Race
Sex ' s . .
Age - |
Weight
Height
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UNKNOWN SUBJECT

b6
bic

‘Perrin requested that this matter be kebt strictly
confidential. . :
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LUNITED STATES GOVERNMENT
Memorandum

TO — : DIRECTOR, FBI _ . | DATE:  12/17/75

1

-

FROM ’/Q:;IC, LOS ANGELES (139-430) (P) . l B

| b7C
mnqch/?zQSUB,I |.

I0oC .

] .Re LoS Angeles nitel to Bureau dated 12/12/75 and
- telephone call to Bureau 12/16/75, Radio Engineering Section.

‘ -Enc_ldsed for the Bureau are six Acopies' of a letter-
head memorandum reflecting investigation at Los Angeles.

LEAD

LOS ANGELES

. . AT'LOS ANGELES, CALIFORNIA: Will maintain contact
with WAYNE PERRIN, Pacitfic Telephone and Telegraph Company. ¥

- 1% o .  bs
' biC

- Bureau (Enc. 6) -
2/~ Los Angeles

SEARCHED ...

S ST orhIck CORY, e 7

SEALIZEY

1 FILED
Frud - Buy U.S. Savings Bonds Regularly on the Payrotl Savings Plan f




L pp30a(REV. 1127 70)
P o o

Bulg dl'lmnsr.rlpuu.. :.12/ 12 / 7 5

-

.-PERRIN Securlty Agent, Pacific,; e e T
‘ egraph Cbmpany, Pasadena, Calﬁﬁatnla,esgﬁbg BRI
‘t d Arﬂ 3 Callforﬁﬁa. Aﬂb ?,'ﬁ;" -

N recently Eﬁegelephonlc T
redson waé ringing .0 bé . ]
1A% tlgatlon ’*"b?c v

o - (FBI) . activities: PR
S : referrlng to|
is the name he 1is currently us'-“_"f
. .7 as a computer -electronic~type ¢ who hag-
S that he is able, thiough,his knowledge of eledtrOnlcs, .
. to penetrate computer systems and. actlvateqthese systems o
- for whatever results he so de31res.' '

. : P T
E " . Lo

. _~2 T ;-PERRIN said. that

has been able to. ot
7 R enter intd his home telephofie lipe and will contact ‘him °.
.. .- several time8 per week. ‘has told PERRIN-that - -
L. he has twice beeén able to . pen€trate the securlty and - S .
AR safeguarding equiprent at the White House.in Washington, y s

. D.'C.,.and has.personally talkedsto’ Pre51den& FOR —
.’ the early hours; of the mornlntj? . PERRIN sald thatb 16 o
told: him he has. -sophjsticated electronlc ‘equipment that T grel
will enable Himito. pe 2 - nications® .. -

§; -‘SYstem in Omaha, Nebra possesses P _'
’ the knowledge that woudj amble aircraft, .

SO ‘gnd _if he.so desired, Eb. 1ch m15511es.‘*PEBRIN said that

E . I%lhas déscribed to Kifr step—by-step the procedures - :

. .~ which he uses tq penetrate the yarious teleppone eircuits .

a8 .+, and systems and the procedures ‘that he-has utilized to

- gain access. to such computers :as 'the National Crime .. - " 3
Information Cenﬁer ANEIC) and any ‘type . oF retail br bu51ness‘ ,,fi
establlshment, such as Sears Roebuek and. Company, the : B

' Bank of’ Amer:.ca, BankAmer:Lcard, ~a1;d ‘others. -

12/3/75 Arcfdié;f

In!ervuewed on___4

G sA ahd . L - o _ "-. " 7.,
L 3 - . b6 B |
f- - sa fass/tee . . 1279775 25 =

by ) e - T o . Dotedictaled s
bl i T g Y R

Thus documént  conloins nenher recummendunons nor cnnc!usuons of the FB! "W is.the property of the FB ond is-lpgned ko your agency;
*.il and ils contents ore noi lo be* dnsrrubuled ou1s|de your’ ogan.cy E : : )

[
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TA 139-430

PERRIN said that he has consulted with b6
knowledgeable electronic communications personnel of b7C
the Pacific Telephone Company a: nferred with

them about the procedures which has se
the telephone technical people have said that
certainly has the knowledge and the procedures to be

involved in a sophisticated communications-telephone
penetration.

PERRIN said that could be arrested at b6
this time and charged with a threat to bomb the telephone ¢
company, but he desired at this time to confer with FBI
personnel as he feels that this information should be
checked out and if determined to be valid that perhaps
the FBI could contact the proper individuals at Omaha
and/or United States Secret Service and perhaps some
type of violation which would be -under the FBI's jurisdiction
could be investigated.




LA 266

NR 042 LA PLAIN
11510PM NITEL 12-22-75 HEW
TO DIRECTOR o
' FROM LOS ANGELES (139-438) (P)

ATTIN: SUBSTANTIVE DESK; RADIO ENGINEERING SECTION UNSUB, AKA
10C | |

RE LA TEL TO BUREAU, DECEMBER 12, 19753 AND TEL CALLS TO
RADIO ENGINEERING DECEMBER 15, AND 16, 1975,

ON DECEMBER 22, 1975, WAYNE PERRIN, SECURITY AGENTS, PACIFIC
TELEPHONE AND TELEGRAPH (PTT) ADVISED THAT
ADMINISTRATIVE C, LONG LINES, AMERICAN TELEPHONE AND

TELEGRAPH (ATT), IS THE PERSON AT ATT WHO CONTACTED THE U.S.
DEPARTMENT OF JUSTICE RE THIS MATTER. CAN BE CONTACTED AT
2855 L STREET, NORTHWEST, WASHINGTON, D.C., TELEPHORE :
] |
PERRIN STATED THAT OFFICIALS AT PTT HAVE NOW ADVISED HIM TO
TURNOVER TO THE FBI ALL INFO RE THIS MATTER.
PERRIN STATED THAT THE INFO 1S BEING PREPARED IN walrrzp'raam'
~ AND WILL TAKE APPROXIMATELY TEN DAYS OF FPREPARATION. 1IN THE b6
INTERIM PERRIN WILL INTRODUCE TO SAS OF THE LA FBI o

OFF ICE, | SED < /30~ &

SEARCHED
INCLT o

“Al‘".“':t._l“_i_-d. ey

| ‘ 4




PAGE TWO
LA 139-43p

PERRIN STATED THAT

FURNISHED BY PTT TO THE LA FBI OFFICE,

IS AWARE THAT INFO IS BEING

PERRIN FURTHER STATED

THAT WOULD BE RECEPTIVE TO BEING CONTACTED BY FBI

HEADQUARTERS RE THIS MATTER.

LA WILL KEEP BUREAU ADVISED OF FURTHER DEVEL OPMENTS. -

END

!
i

bé
b7C
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|
|
|
|
|
FBI I
Date: 12/22/75 !
i

|

|

|

!

4

PLAINTEXT.
{Type in plaintext or code/

NITEL

(Priority)

TO DIRECTOR f4

' FROM 10S ANGRLES (139-430) (P

ATTN: SUBS TIVE DESK; RADIO ENGINEERING SECTION

UNSUB, | I0C : ggc

RE LOS ANGELES TEL TO BUREAU, DECEMBER 12, 1975;
AND. TEL CALLS TO RADIO ENGINEERING DECEMBER 15, AND
16, 1975,

ON DECEMBER 22, 1975, WAYNE PERRIN, SECURITY AGENTS,

PACIFIC TELEPHONE AND TELEGRAPH (PTT) ADVISED THAT be

b7C

ADMINISTRATIVE C, LONG LINES,

AMERICAN TELEPHONE AND TELEGRAPH (ATT), IS THE PERSON AT

ATT WHO CONTACTED THE U.S. DEPARTMENT OF JUSTICE RE THIS

MATTER. CAN BE CONTACTED AT 2055 L STREET, NORTHWEST;

WASHINGTON, D.C., TELEPHONE | ]

PERRIN STATED THAT OFFICIALS AT PTT HAVE NOWV ADVISED
HIM TO TURNOVER TO THE FBI ALL INFO RE THIS MATTER.

PERRIN STATED THAT THE INFO IS BEING PREPARED IN WRITTEN
FORM AND WILL TAKE APPROXIMATELY TEN DAYS OF PREPARATION. b6

b7C -
IN THE INTERIM PERRIN WILL INTRODUCE TO SAS OF . S5

T OS5 ANGELES FBI OFFICE. . SEARCHED

WH eg}~ | ,/(ﬁaf?-vfz:jﬂ:)—ﬁst NOEXED

. )

A //%

Appréved;




PAGE TWO (LA 139-430)

PERRIN STATED THAT

IS AWARE THAT INFO IS BEING

FURNISHED BY PTT TO THE LOS ANGELES FBI OFFICE. PERRIN

FURTHER STATED THAT IWOULD BE RECEPTIVE TO BEING

CONTACTED BY FBI HEADQUARTERS RE THIS MATTER.

LOS ANGELES WILL KEEP BUREAU ADVISED OF FURTHER

DEVELOPMENTS .

END

2% .

b6
b7c




FD.302 (REV. }1.27-70) ‘ ‘

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 1 7'/1 Q /7 5

L
' bé
Security Agent WAYNE PERRIN, Pacific Telephone b7c

and Telegraph Company, Los Angeles, Califormia, stated that
he had been at Pacific Telephone and Telegraph’ Headquarters
in San Francisco, consulting with high officials of the company
regarding| PERRIN stated that it was his under-

-standing that officials of American Telephone and Telegfafh
.3

Company were going to provide all information regarding

to the United States Departmen ice, Washington,
on December 12, 1975, Because activity appears to

- affect many agencies of the govermment In various jurisdictions,
American Telephone sid Telegraph Company officials believed that .
they should furnish information concerning to the United, .
States Department of Justice for appropriate action. For that

reason, telephone company officials refuested that PERRIN not

furnish anymore informatlion concerning at the local level,

ated that there was much more iInformation regarding
E??f%?%:frbut that he would not furnish any additional informatiom.
Numerous logical and technical questions were put to PERRIN re-
garding this matter, but he declined to answer them citing
instructions of superiors.

PERRIN has not been able to obtain Lrue
name or present address, and most contacts with him have been

via telephone, however, id furnish the following brief ¢
physical description of b7C

Name
Race
Sex
Age
Height
Weight

PERRIN requested that this matter be kept strictly
confidential,

tnterviewad on,

i / \
12/12/75 . Los Angeles, California ,, ,LA 139-430~7
SA land , igc
SA HS /pml ' Date dictated 12/16/75

This document contains neither recommendations nor conclusions of the! FBI. It is the property of the FBl and is iocaned fo your agency;
it and its contenis are nol lo be distributed culside your agancy.

% U.S, GPO: 1974~-559-294




OFTIGNAL FORM NO. 10
JULY 1973 ERITION
GLA FPMR {41 CFR} 101.11.8&

UNITED STATES GOV MENT

Memorandum_

®

TO @ SAC, LOS ANGE (P) DATE:  12/19/75
FROM SA
b6
SUBJECT: . . b7¢c
! UNSUB. |
10C
00: Los Angeles
b6

Re Los Angeles teletype to Bureau, dated 12/12/75. bic

On 12/15/75, Section Chief BILL HARWARD, Radio Engineer-
ing Section, telephonically requested that Pacific Telephone and
Telegraph Company be recontacted to determine who at American
Telephone and Telegraph Company is going to provide the informa-
tion on I:lto the United States Department of Justice,

_ On 12/15/75, WAYNE PERRIN, Security Agent, Pacific
Telephone and Telegraph Company, advised that the Legal Depart-
ment from Pacific Telephone and Telegraph was currently en route
to New York to confer with legal people at American Telephone and
Telegraph, and that they both in turnm were going to meet with
Attorney General LEVI on 12/17/75. PERRIN indicated that he had
no additional information.

On 12/16/75, the above information was furnished to
Section Chief BILL HARWARD at the Radio Engineering Section.

WHS/pml 7 394490 -F
» P ' SEARCHED.. ey JNDEXED v
- SERIALIZED. S FILED... S

"DEC 221975
£B1 - LOS ANGFLFS

|
Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan

2010.110




" UNITED STATES GOVERNMENT s

© Memorar®um @@=

TO  : $AC, ADMINISTRATIVE (139-430) . pate:  12/22/75
FROM f SA
. bé
SUBJECT: 3 . ‘ . . : b7cC
S I0C /
: Title marked changed to indicate the name of the
subject as furnished by him in an interview on 12/22/75.
: SA| - [was introduced to the subject ﬁ?c
by WAYNE PERRIN, Security Agent, Pacific Telephone Company,
Los Angeles. | . _
b2
be
b7
b7D
b7E -

SAC authority is reguested for the expenditure of o2

b7c
bn

N - 1L % ia | iE
| _ dpon His Teturn _

‘to Los Angeles,

iy e |
» A /3G - $30- 7
i - | @wzﬁ? |

NEG 281375
FBI— LOS ANGELES

| 27
Z

Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan

¢ mgemee e dsme R e s e




FBI

Date:  12/23/75

Transmit the following in

{Type in ploiniext or code)

Vig AIRTEL AIR MAIL
(Priority)
T T T e e e e e F F_
TO: DIRECTOR, FBI
ATTN: SUBSTANTIVE DESK AND RADTIO ENGINEERING
SECTION | ‘
FROM: ADIC, LOS ANGELES (1 -430)
H CHANGED be
b7¢C
I0C ' . "
~ The title of this case is marked changed to include
subject's true name which he provided when interviewed on
12/22/75.
Re Los Angeles tels to Bureau dated 12/12/75 and
12/22/75, captioned, "UNSUB,
Ioc", b6
b7cC
On 12/22/75, WAYNE PERRIN, Security Agent, Pacific
Telephone Compan Los Angeles, introduced the subject to
SAI _
After PERRIN's departure, displayed a
friendly and cooperative attitude. He claimed most of the
Anformation he furnished PERRTN was obtained from
' kb6
bic
b7D
The Bureau and San Francisco will be furnished
3-Bureau (AM) ' b6
l-San Francisco (Info) (AM) /Jiﬂc
(li 39 — #£30
R 4 i ‘
Rl NoeKeD
INDEXE
Approved; Sent M  Per - . )
Special '\qent in Charge StiuALIZED ’}Z

U B, GOVERNMENT FHINTING OFRICE & 1515 5 - it -44a -

FiL.zD




5l

LA 139-430

with the ihformatidn provided by
Los Angeles,

The following is a Physical description of

®

upon his return to o6
b7C
b7D

Sex
Race
DOB
Address
Height
Weight
Eyes
Hair

An informatiqn coov ig being furnished San Francisco

for the case entitled,

Ioc*, 00: sF,

b6

BTC




T et

\-.5.:

1/6/76

CODE
TELETYPE A i

e

TO DIRECTOR, FBT (]39-499})

ATTENTION SUSTm DESK AND RADIO ENGINEERING SECTION

SAC, sw FWCISCO (139—188)
raon 1.08 memsu:'.s-q]n

b
BT AL, I0C, oo
00: SAN PRANCISCO. |
RE LOS ANGELES AIR'I‘EI. TO THE BUREAu, DATED DECEMBER

23,- 1975, / '
1- !39-430,__::» SLARCHED | 5?/ 42
wis/lan - > [ 7 |
(2) Ao CELLIZED -

FLED ¢ O —

b6

b7C

"b7D

b6
b7C




- o o
o , b7c
- : 57D
PAGE TWO (LA ]39-4]4) - . S

'I.'KIS mmmmw IS BEING FURNISHIﬁ ™ 'SAN FRANCISCO FOR
APE’!‘.OPRIATE MZ‘I‘IOR.

Los Mﬂm wxz.:. FURNIBR upnoymm POLLOW UP comunxcmrous..
."*" DOES NGHPBSTRE TO mgﬂﬂ OR %0 BE xnm:rrmn:"?

ENB "
_ _ | b7C
ah o ) b




LA 55)

KR @58 LA CODE

1118PM NITEL 1-6-75 RLD
TO DIRECTOR _

FROM LOS ANGELES (139-43@)

be
b7C
10C; 00: 1L0S ANGELES,
RE LOS ANGELES AIRTEL TO BUREAU DECEMBER 23, 1975
ABD LOS ANGELES TELCALL TO BUREAU SECTION CHIEF, WILLIAM
HARWARD, JANUARY 6§, 1976.
b6
bic _§
LYDIRE.
THIS INFO WAS FURNISMED TO BUREAU IN RETELCALL, .
WHEREIN WAS DISCUSSED bz
k&

AND PRELIMINARILY APPROVED. UACB BY JANUARY 8, 1976 b7C
LIMINARIL _ & ,/37,}/,30_/

b7D
LOS ANGELES WILL B7E

|

s e TN R R B ool i it i o AN o it




FBI
Date; 1/6/76

ransmit the foilowing in _ - CODED
{Type in plaintext or code)
‘Vi TELETYPE ' NITEL
ig ‘
(Priol_'ity)

FROM LOS ANGELES (139-430)

4 IOC; 00: LOS ANGELES. |
| RE LOS ANGELES AIRTEL TO BUREAU DECEMBER 23, 1975

AND LOS ANGELES TELCALL.TO BUREAU SECTION CHIEF, WILLIAM
HARWARD, JANUARY 6, 1976.

THIS INFQ WAS FURNISHED TO BUREAU IN RETELCALL,

WHEREIN THE WAS DISCUSSED

AND PRELIMINARILY APPROVED. UACB BY JANUARY 8, 197s6,

Los ANGELES WILL

WHS/rjn

(1)

' Approved:




R 940 LA CODE
tﬁaum WITEL 1<15-7¢ ®LD
T6  DIRECTOR |
FROM  LOS ANGELES c139-43¢3 |

" ATTN: SUBSTANTIVE BESK- D RADIO ENGINEERING szcnw. '7{350’
' AKA, 10€, 00: LA. ‘
RE LA TELETYPE , JASEARY 6, 1976,

1 WITH REGARD TO DEMSNSTRATION OF ACCESSING

§ AUTOVON TELEPHONE SYSTEN ILLISITLY, TENTATIVE. AREANGENENTS

ARE BEING MADE FOR THE SENONSTRATION THURSDAY, JAWSARY 22, 1976,

DEVICE WILL BE ASSEMBLED BY LOS ANGELES RMT ASAP. AFrm:m'

EXAMINED DEVICE AND DETERMINES IT IS SUITABLE, FIRM Anaﬂmznrs'm

BE MADE FOR DEMONSTRATION AND FBI HEADQUARTERS ADVISED.,
INVITATION OF TELEPHONE INDUSTRY AND GOVERNMENT REPRESENIAT]

TO BE PRESENT AT LOS ANGELES FOR DEMONSTRAT 10W 1S BEING LEFT
Tﬂ BISGRETIGH OF FBI HEADQUARTERS.

t




FD+36 (Rev. 5-22-54}

¢ e 767

|
i
|
i
|
!
FBI }
|
Date: 1/15/7¢6 [
|
ransmit the following in CODE. |
: (Type in plaintext or cade) :
TELETYEE NTITRET, !
{Priority) I
________________________________________________ |
TO: DIRECTOR, FBI /Z4
FROM: LOS ANGELES (139~430)

b6
ATTN: SUBSTANTIVE DESE AND RADIO ENGINEERING SECTION.bL7c |

IOC, 00: LOS ANGELES.

RE LOS- ANGELES TEEETYPE, JANUARY 6, 1976.

WITH REGARD TO DEMONSTRATION OF ACCESSING

AUTOVON TELERHONE SYSTEM ILLICITLY, TENTATIVE ARRANGEMENTS

ARE BEING MADE FOR THE DEMONSTRATION THHRSDAY, JANUARY 22,

1976. b6
‘b? ;
b7 E

DEVICE WILL BE ASSEMBLED BY LOS ANGELES

RMT ASAP. AFTER HAS EXAMINED DEVICE AND DETERMINES

IT IS SUITABLE, FIRM ARRANGEMENTS WILL BE MADE FOR DEMON- g

STRATION AND FBI HEADQUARTERS ADVISED. //,d’/!ﬁd
INVITATION OF TELEPHONE INDUSTRY AND GOVERNME;% REPRE~

SENTATIVES TO BE PRESENT AT LOS ANGELES FOR DEMONSTRATION

IS BEING LEFT TO DISCRETION OF FBI HEADQUARTERS.

SEARDEHER
1 - 139-430 INGs

A35 - %30 - //

T /f

VERNHEN'I' FR!

- bt




FD-302 (Rev. 11-27-70) . ‘ .

-

FEDERAL BUREAU OF INVESTIGATION

o

Dote of tronseription 12_!1@_”3

A confidential infoxrmant at Los Angeles,
California, furnished the following information:

One of the most brilliant “shons nhresic?

in the San Fernando Valley is al.vrlllm_m.h_nmj: b6
L |har an alias of b7C
Bw 3 3 belos 2 _masher wan

8 I

aca,y onee » I

tonown | |+ho gatuea

notoriety was convicbted fur steuling Pacific Pell
Tslephione ceudpment by mepny of | aking ¢le telephone .
w A% wivCe tph - i Al an i mat-o bE
annciah: o] b7C

who residez {n thoe San Franelsco, Califtornia, avva.

| [ Jmay also be well comuainss vith an

individual knowl 1s about *phong ak” activities
named vhoge mmﬁm@u

ox or both, nfy have soaething
the Nowvember 1974 Santa Bovharn *"mmelcar holocaust®ss

MummmwzmuMMa b7c
Barbsra wvera tiad up and incoming long distzner enlicrs
were told mmmhﬁm%&pﬂoffﬂum e
by a mclesr reactor explosion®. o
ih
is described as follows: < D/ -
Interviewed ;:n _..mms_m . Eile # %&—4_&“— HW e
o Angebrs; Catifornia b6
o L7C
by ads

This document contains neither recommendations nor conclusions of the FBI. It is the pro
your agency; it and its contents afe not to be distributed outside your agency.

o/ =33 Dote dictored —ZAIROLTE
118 '




» e iy

g v ~

'




FD-209 (Rev. 4-1-74) . ‘
OFNIQNAL FORM NG, 10 070--104

» WMAY L P42 EDITION
G$A GIN. EED. NO. 27

UNITED STATES GOVERNMENT

Memorandum

TO : sac LOS ANGRLES paTE: Y}/ 2 /76
FROM : ga
SUBJECT:

-

Dates of Contact

File #S%B%ﬂliﬁ cionlEcted (Uge Titles if File #s not available or when CI provides positive information}

| |

b 10 44 ,
00: San Francisco

1 — T

003 los Angeles

Purpose and results of contact
[JNEGATIVE

OSITIVE
%L’Aﬂsnc .

Infoamation herein obtained confidentially:
informant's name is not to be disclosed in report or
otharwise unless it has been decided definitely that he
is to be & witmess in a trial or hearing.

[C1POSITIVE ASSIGNMENT GIVEN

b2
b6
b7C
7D

b6
b7cC

Has informant shown any indication of emotional instability, unreliability or
furnishing false information? RO :

formant certified that he has furnished oll information obtained by him Coverage

nce last contact, including information concering narcotics.

PERSONAL DATA

1l = 139-414 = (Attachment 1)
1} 139430 = (Attachment 1) (Attns SA

e/ ral
.




LA 998

MR 832 LA CODE

T81M BITEL 1=19+76 N

To BIRECTOR |

FRON LOS ANGELES (139-439) (P)
ATINS SUBSTANTIVE DESX AND RADIO ENGINEERING SECTION

bo

, 18C, 00: LOS ANGELES. - e
' b7D

RE LOS ANGELES NITEL JANUARY 5, 1976,
FIRM ARRANGENENTS MAVE BEEN MADE FOR
TO DENORSTRATE ILLICIT ACCESS TO AVIOVON TELEPHOME
SYSTEN WORNING OF JANUARY 22, 1976, AT LOS ANGELES
OFFICE,
END

CEAROHED
INDLEED

e
i
R
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FD-38 (Rev, 5-22-64)
'

-“

FBI
Date: 1/19/76

32

Transmit the following in - CODED

{Type in plaintext or code)
TELETYPE NITEL

{Priority)

—_

SAE e el i e —— . ! ——— L — s —— o i — — o —— e ——— o Yo o

TO DIRECTOR c's }
E /(’—_\"-\\I
FROM LOS ANGELES' {(139-430) «P)

ATTN: SUBSTANTIVE DESK AND RADIO ENGINEERING SECTION

10C, 00: LOS ANGELES. b6
b7C
RE LOS ANGELES NITEL JANUARY 15, 1976. b7D

FIRM ARRANGEMENTS HAVE BEEN MADE FOR

TO DEMONSTRATE ILLICIT ACCESS TO AVTOVON TELEPHONE
SYSTEM MORNING OF JANUARY 22, 1976, AT LOS ANGELES
OFFICE.

END

RFJ/ck
(1) ODij gr
Sent -,
Agent in Charge u.s.GlReernment Printing Office: 1972 — 455574
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'E?EDERAL BUREAU OF INVESTIGATION

i | 1/8/76

Date of transcription

I l_ [was interviewed at the
_Los Angeles 1ce, furnished a written report

bé
[ lctated that this information was obtained b7C
from b7D
stated that he would demonstrate this
procedure upon request.
{Jstated that he does not desire to testify
or to be l1dentified,
The substance of I:Ireport is attached
in xerox form.
Los Angeles
Interviewed on ___1/6/76 __, Log Angeles, California _ .  139-430-/7
SAs and igc
WNS j
by ' /njs Date dictated 1/8/76

This document contains neither recommendations nor conclusions of the FBL. It i i
¥ 3 . 8 the property of th
your agency; it and its contents ate not to be distributed outside your agency. property of the FBI and is loaned to

GPO : 1075 Q - Bé6-118




. . 1/27/76
Ams RARIO mzmm SsCTION

Zj/mlc, 108 ANGELES (139'-450) L " . be

b7C

—

I0C '
00: Ios mdn

One set (3 reels) of
g;:n. :ant to FAI Headguarters r 3

Tepresent copies of
at g. ?‘:}_“ of u-damonstrati
freaking” techliqlll- ‘

nata [y ¥ped. // ’

r?"- —J&g-r

1. hid of Fippent Fen

Rei.‘..a.r ﬁ.ble yalues, if any, a:t
sviacaeo

(1 - mm) , o o
@' Los Angeles | »f,, R

mq,, S T




tm the tolqiem liu. iy other trusk 48 & recomding
nade of conversabiams in ‘lﬁl Toom where tha demcnstratica
occurred.

. Redic Xwg s.umm-tm:m:.m
&-n’&W‘M& i mm
.
mnuu.mirmrn !l'.!m. .

i Ny
(5)/‘“
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FEDERAL BUREAU OF INVESTIGATION

=

Date of transcription ___January 27, 1976

Senior Security Agent WALTER P. SCHMIDT, General
Telephone Company, Santa Monica, California, telephone
(213) 451-8431, furnished the following information:

During the evening of January 22, 1976, successful
attempts were made to access the Autovon network automatically.

bé
The method used was the one that b7C
[ ]had attempted to demonstrate earlier that same day. b7D
SCHMIDT stated that the following persons were
present at General Telephone Company, Santa Monica, Cali-
fornia, Headgquarters when access was made into the Autovon
network:
SA WILLIAM E. HARWARD, FBI,
Washington, D.C.
l |National Security
Agency, Washington, D.C.
ATST Company Long b6
Lines, Washington, D.C. Lic
L__ IAT&T Company Long Lines,

New York, New York

KEN D. HOPPER, Bell Telephone Laboratory,
Holmdel, New Jersey

WALTER P. SCHMIDT, General Telephone
Company, Santa Monica, California

SA WILLIAM E. HARWARD, FBI, Washington, D.C., was
the person who successfully accessed Autovon. SCHMIDT bé
stated that everyone present seemed satisfied that the b7

Autovon network could be accessed automatically utilizing b7D
~ the method which had been attemptedl Farlier
in the day. 45
b
' LA 139-430- RZ
Interviewed on 1/23/76 _, Los Angeles, California 4 LA 139-414
by SA }@mt Date dictoted 1/2 7/76 k6

b7C

This document cont.gins neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to
your agency; it and its contents are not to be distributed outside your agency.

GPO ;1975 O - 566-118
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-

FEDERAL BUREAU OF INVESTIGATION

1 Date of transeription __January 28, 1976
b6
biC
b7D
Present during the demonstration were the following:
SA FBI, Los Angeles
SA FBI, Los Angeles
SA WILLIAM E. HARWARD, FBI, Washington, D.C.
b6
KEN D. HOPPER, Bell Telephone Laboratory, b7cC
Holmdel, New Jersey
_ AT&T Company Long
Lines, Washington, D.C.
AT&T Company Long Lines,
New York, New York
Copies of the tape-recorded demonstration were
made available to:
WALTER P. SCHMIDT, General Telephone
Company, Santa Monica, California
KEN D. HOPPER, Bell Telephone Laboratory, bs
Holmdel, New Jersey b7C
National Security
Agency, Washington, D.C.
SA WILLIAM E. HARWARD, FBI, Washington, D.C.
Pacific Telephone
Company, Los Angeles, California be\
7
LA 139-430 "7
Interviewed on 1/ 22/76  ,, Los Angeles, California _. 4 LA 139-414
/J:.-\d.
SAs 7
' »
by and iz WHS : lmt Dote dictoted 1/27/7 6 6
b7c

This document contgins neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to
Your agency; it and ite contents afe not to be distributed outside your agency.

GPO : 1873 © - 566-U8




2
LA 139-430
LA 139-414

The following is a summary of the specific areas
covered by the demonstration:

1. Access to autovon.

2. Access of verification trunks - use of a
descrambler to monitor an ongoing conversation.

3. Access of private line networks - ability to
call through private microwave tie lines utilizing codes
and touch~tone telephone.

4. Computer access via telephone network - ability
to gain access to various Government and commercial computers
that utilize telephone network terminals.

|t
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- '+ FD-209 (Rev. 11-24-72
OPTIONAL DM MO, 10 010104 .
MAY 1941 EDITION

GiA GEN, RED. NO. 27

UNITED STATES GOVERNMENT

Memorandum

DATE:

O 4% apIc, LOS ANGRLES L/27/76 -
: be
FROM : ga bTC
b7D
SUBJECT:
Dates of Contact
1/16/T6
File #s on which contacted (Use Titles if File #8 not available or when CI provides positive information)
l 1
— bs
—— b7¢
|
[139-New;
Purpnse and results of contact
[ I MEGATIVE
" POSITIVE
FE] STATISTIC
Information herein obtained gonfidentially;
informant's name is not to be disclosed {w veport or
otherwise unless it has been decided defSnitely that
he 1s to be a witness in a &rial or hearing.
bé
Lnf Angeles indices negative onl I ST
1mum_m_m._l at LA file
: dentical
to L
709 - ='3..2 264

[C1POSITIVE ASSIGNMENT GIVEN (Ghetto only)

Haw informant shown any indicition of emotional tnstahility, unreliability or
furnishing fulse information?

- g . Covernge
[, Informant certified that he has furnished all information obtained by him
X since last contact, including Informotion conearning narcetics. eriminal

P ERSQNAL DATA

1}

- (attach.

= 139-New {attach.
- 139-Kew {attaeh,
= 139-New (attach.

(attachment

attagchment 1
attachment 1)

Laall XS F0)

e}"é"‘ A




RECOMMENDATION ¢

Open and assign 135-New cases on the following:

—2'-—

b2
b7

b6
b7¢
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) FEDERAL BUREAU OF INVESTIGATION

Date of transcription January 27, 1976

%z confidential informant at Los Angeles furnished
the following information:

Source signed a form of consent tc record and
disclose conversations relating to a demonstration of tele-
phone manipulations.

Present at the demonstration were:

s FBI, Los Angeles

sa FBI, Los Angeles

SA WILLIAM E. HARWARD, FBI,

Washington, D.C. be

b7c
KEN D. HOPPER, Bell Telephone Laboratory,
Holmdel, New Jersey

AT&T Company lLong

Li shington, D.C.
AT&T Company Long Lines,

New York, New York

National Security

Agency, Washington, D.C.

Copies of the tape recorded demonstration were
made avallable to:

WALTER P. SCHMIDT, General Telephone
Company, Santa Monica, California

KEN D. HOPPER, Bell Telephone Laboratory,
Holmdel, New Jersey be

!National Security b7c
Agency, washington, D.C. ,q\

LA 139-430 - % 7
o # LA 139-414

1/22/76 o 1OS Angeles, California E

Interviawed on

Sas 06
by ._and WHS : 1t 1/27/76 b7c

Date dictated

This document containa neither recommendations nor conclusions of the FBI. R is the property of the FBI and is loaned to
your agency; it and its contents ate not to be distributed outside your egency.

GPO: 1970 D - 588-113




2
Ia 139-430
LA 139-414

SA WILLIAM E. HARWARD, FBI,
Washington, D.C.

L _Ipacific Telephone b6
Company, Los Angeles, California b7C

The following is a brief summary of the specific
areas covered by the demonstration: : '

: 1. Access to AutoVon - source was not able to
automatically access Autovon. Time of day and trunk busy
conditions were blamed for the inability. Source was,
however, able to access Autovon manually by conning an
operator into manually accessing Autovon. E :

2. Access of verification trunks - use of a
descrambler to monitor an ongoing conversation.

3. Access of private line networks - ability
to call through private microwave tie lines. ntilizing
codes and a touch-tone telephone. '

o 4. Computer access via telephone network -
-ability to gain access to various Government and commer-
cial computers that utilize telephone network terminals.

[vo
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MAY 1952 ERITION
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*  UNITED STATES GOVERNMENT

Memorandum

TO  : sac , LOS ANGELES | DATE: 1/27/76
b2
bé
FROM : gy b7c
b7D
SUBJECT
Dates of Contact
1/22/76
File #s on which contacted (UIse Titles if File #s not available or when CI provides positive information)
BT AL
10C o b6
b7cC
00: 8San Francisco
(sF rile | Bufile|
Purpose and results of contact
[[INEGATIVE
I POSITIVE
[CISTATISTIC

Info herein obtained confidentially; informant's
name is not to be disclosed in report or otherwise unless
it has been decided definitely that he is to be a witness
in a trial or hearing.

{__] POSITIVE ASSIGNMENT GIVEN

Has informent shown any indication of emotional instability, unreliability or
furnishing false information? No.

[ Informant cetified that he has furnished all Information obtained by him  |-° e iminal

since last contact, Including information concerning narcatics.

PERSONAL DATA / 2 B - f: a /“

b1 FRCHED.. ...

1 —_ 139:‘14—.-‘A.tmhment 1,‘ srnug D T
(3)- 139-430 (Attachment 1) AN

WHS : LU ms..z"*‘".‘ﬁ?‘iﬁ ! o
(3) | . vt e g i i -




1/29/76

be
b7c

I0C
00: Los Angeles _.——-
(Los Angeles file 139-43@/

On 1/21/76. ADIC JAY COCERAN, FBI Laboratory; -
Section . FBI, Badio Engineering
Section; Wational Security Agency: =

WALTER P. SCHMIDT, General Telephone. i KEN D. bs
HOPPER, Bell Telephone L1E9za:nzgl_saﬁg'n’ax“““""“1 b7C
FBI, Los Angeles; and SA | PBI, Los

Angeles discussed the proposed damonstration of telephone
- manipulations schadulod for 1/22/76. _ :

On 1/22/76, demonstrations of talmo manipu-
lations were msde apd tape racorded. Those atéending the
conference and/or demongtration were as !ul.lm:

| AT&T Company, Long Lines, b6
Washington, D.C., telephone (703} l50—5317 b7C

ADIC JAY COCHRAN, FBI, Washington. D.C.,
telephone (202) 324-3000 o

SA H'II-I.IA!I E. ammm FBI, Washington, D.C.,

(202) 324-3000 .
| | “5?3"‘2;<:52?4-;3Q9” 
@ | e

(/f?,




LA 139-414

National
asnin ll, U.C., telephone

WILLIAM ¥. BOWREN, Pacific Telephona Compsny, pe,
Lg; Angeles, California, . tclephont {213} 293 e
621~2050" o

Pacific Telephone cOnptny.
F?iigana, alifornis, telephone (213)
518-2345

WALTER P. SCBHIDW. General Telaphone COmpan Y-
Santa Konica, California, telephona {213)
451~8431

W. R. PERRIM, Pacific Telephone Compan Ve
Pasadena, California telephone (213)
576~-2175

"KEN D, KOPPER, Bell Telephone Laboratory,
Holmdel,' New Jorsuy, telephone (201) 949-5452

ATET Company Long Lines, nuu tbrk. £
New Yoxk, t.lqphono (212) 393-6169 - b

. b7C
sal FBI, Los Angelona
Ca ornia, telegumno {(213) 272-6151

SA 44]!3: Los Angeles,
Callfornia, telephone (213) 272-nsi

On 1/33/76, a confarénce was held batvnan ADIC

lpulations, e discussion centered around
a course of action to be taken with regard to this matter.

GEBHARDT , ADIC COCHRAN, Section Chiief HARWARD, Su exrvisor o
and sas|_ and be

concerning the:previous day's demonstration b7c .3

of talephone mani Tt

as decided . thnt the 1nvese1gation of I b6 .
nhguid be & A th. RAN,  b7C iy
Section Chie Sha | R
travel to San rranalsoo in order R ‘San Francisco
¥BI office parsonally of the devulorm.ntu eonnorning tele-
phone manipulations. .




La 139-414

In addition, conscienticus efforts should be made
to eatablish and cultivate informiges in this area with
regard to possible prosecution relating teo I0C, AR-Interference
 of Government Communications, and ITSP-FBW-Computer ¥FBW.

‘_QB_LBMC C
and SAs

FBI Office whereln the

OCHRAN, Section Chief HARWARD,

)t with SAs of the San FPrancisco
¢ Was discussed. .. . bIC

- 3% ol
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& MAY 1942 EDITION
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UNITED STATES GOVERNMENT

Memorandum

TO 3% ADIC, LOS ANGELES DATE: y f27 /76
FROM : gA
SUBJECT:

Dutes of Contact

1/16/76

File #s Tn_mh;sh.mn&ﬂsﬁmi.ﬂlﬁﬁ.’ﬂlﬂ&ﬁ-ﬂﬂ-z #5 not available or when Cl provides positive information)

o]

00T Lo¥ ANEwlEY

Purposce and results of contact

[ ] NEGATIVE
[ POSITIVE
I*F] STATISTIC

‘ Information herein obtained eonfidentlally;
informant's name is not to be disglossd in report or
otherwise unless 1t has been decided definitely that
he 18 to be a witness in a trial or hearing.

[CIEOSITIVE ASSIGNMENT GIVEN (Ghetto only}

b6
b7C

Has informant shown any indication of emotional instability, unreliabilily or

furnishing fulse information?

! - . . . Coverage
N h}formant certified that he has furnished all information obtained by him &
since last contect, including information concerning norcotics.

PERSONAL DATA

1 - ‘ attachment 1)
2 - - attaghment 2)
1| - 139-830 (attachment 1) (Info)

WOH/pla
14N
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ik FEDERAL BUREAU OF INVESTIGATION

Dote of transcription 1/20/76

([t

voluntarily appeared at the b6

vestigation (FBI) Office b7C
- bD

Los Angeles Federal Bureau or 1 L
and furnished the following information:

47’1/

-~
Interviewead on __lLl.ﬁ_Llﬁ___ urLQﬁAIlgﬁle_s_;_C_alifm.i—_L._ File #Los Angeles 132'439"-%
b | b6
by ——S-A—l .PDEK Date dictated 1/20176 - b7C

This document conta_ins neither recommendatioqs nor conclusions of the FBI. It is the property of the FBI and is loaned to
your egency; it and its contents are not to be disiributed outside your agency.

GPQ : I876 O - Sbd-118
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FEDERAL BUREAU OF INVESTIGATION

/s
_,l_ Dote of transeription January 28, 1376
| telephonically contacted ‘
sal [Furnishing the following information: iG
7C
I |stat that he received a teﬂenhﬂﬂ&;ﬂﬂl;] b7D
on January 22, 1976. ]
1 [In written form furnished LO tHE

FBI on January 6, 1976,

o

's
LA 139-430-- =
1/23/76 ., Los Angeles, California File # LA 139-414
. v b6
by _SA imt 1/27/76 bic

Interviewed on

Date dietoted

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and 3
your agency; it and ita contents are not to be disiributed outside your agency. property ° i loaned to

GPO : 1975 O - 566-118




| 2/3/76
 PLAINTEXT

TEEETYPE Uﬁﬁiﬁi L

TO SAN FRANCISCO. _(139-188)‘

FROM ' 1LOS ANGELES (139-414) . L - | b
) l—'. . . 6

\NCTHC bic

ET AL T0R-00 SAN PRANCIECO s

R

THE FOLLOWING ‘TS A DESCRIPYFON oF[ |
_ el — -

b7C .

bTD

SAN rmm::;sm BEING Fumi‘rsnnn PHOTO BY rmsm:m |
LOS ANGELES wzz; AEVISE SAN annc:snb er NESULTS WHEN

/3 ? - %«J’d)- 3%

AVAILABLE.

BN 139'430’ i SEN Y SEARCHED

. e INDGEED |
/lﬂ/v/ SERIALIZED. ! “

s e




UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

In Reply, Ploase Refer to : Los Angeles, California
File No. February 10, 1976

b6
b7C
On January 6, 1976, William F, Bowren,
Securlity Director, Pacific Telephone and Telegraph
Company, 1010 Wilshire Boulevard, Los Angeles,
California, provid formation concerning the
actlvities of The information was obtained
by telephone company securlity department personnel b6
through personal interviews, telephone jnterviews b7C
and independent investigation | | from mid

October 1975 to mid December 1975. A summary of
the information provided by Mr. Bowren follows:

b6
b7C

%\- Bureau - é;

"_ Los Angeles (139-430) / | q-

n (I — /3"?—.5"@.9) s /5

RFJAnjs/meh /

(7)'\1:; ™ o

[
This document contsins neither recommendations nor
.conclusions of the FBI. It is the property of the
FBI and is loaned to your agency; 1t and its contents

are not to be distributed - atside your agencys

VAN
f/‘.‘g
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OPTIBNAL FORM NO. 10
JULY 1973 EDITION

+ GSA FFMR (41 GFR) 101-11.8

UNITED STATES GOVERNMENT

Memorandum

To DIRECTOR, FBI DATE: 2/10/76
FROM ADIC, LOS ANGELES (139-430)
b6
SUBJEQT: b7C
1UG
00: Los Angeles

Re Los Angeles teletype to the Bureau dﬂted
12/22/75 captioned, "UNSUB, I0G."

Enclosed herewith are five copies of a letterhead ?‘;gc
ndum dated 2/10/76 captioned, '
Information contained therein is a summary of telephone

company memos dealing wilth activities.
3, -2
/3 9. %%’é) =3}
‘.‘:_w i T b6
2 = Bureau (Encl. 5) . e e
%2 - Los Angeles (139-430) . e e
| (’ ~73%-5%6) s /4
meh
g e /8
n e /
K, - 1% -
5!!"'-."".1 '

By U.S. Samfwr Bonds T.-

5010-110

wlz';-ly iz the Payroll Savi

dgd Dean




1
LA 139-414
139-430
WHS/rijn
The following investigation was conducted by b6
Special Agent at Los Angeles, California: b7C

On February 9, 1976, Security Agent WAYNE
PERRIN, Pacific Telegraph and Telephone Company {(pTTC) ,
telephone number 213-578-2175, advised that his counterpart

PTTC, Sacramento, California, telephone unber

| has a pending investigation on

and | PERRIN advised that had bﬁen told

to lay off of | by PTIC: however,| stated b6
that he had begW 1In to i during December of b7C
1975. PERRIN advised that j d

name to WAYNE PERRIN urinngEfiffiinvestlgation.

On February 12, 1976, Security Agent WAYNE PERRIN,
PTTC, advised telephone numberl |was established
in 1955 by| ,
[ [ The telephone is located at b6
andl I bhicC

/39-#3¢-37

T




OPTIONAL FORM NO. 0
JULY 1873 EDITION

G&A FPMR (41 CFR) 101-14H.6 l

UNITED STATES GOVERNMENT

Memorandum

TO SAC, SAN FRANCISCO

!\i

(139-188)

b
crom ‘il ADIC, LOS ANGELES (139-414) (P)

SUBJECT:
: ET AL
I0C

00: San Francisco

2/10/76.

dated 1/28/76,

investigative insert ref
Angeles.

2 .- San Francigsco (Enc.
2 - Los Angeles '
A1 - 139-430)
,',1\ N
%;Tis/rjn
ot PR
i NS
I:" II} e b e

™

enclosed for San Francisco are

10)

Enclosed for San Francisco are
of four FD-302s reflecting interviews of
1/29/76, 1/30/76, and 2/9/76.
two copies of an
lecting investigation at Los

DATE:

2/12/76

Re Los Angeles telephone calls dated 2/9/76 and

rzmg_sgnigsfffch

Also

SEARSHID  —
NS

ST

P T

Pl D i

be
b7C

bé
biC
b7D

/ﬁj?j?" f;/ifﬂﬂ - 58




FROM

SUBJECT:

OpTIONAL, FORM NO. 10
SULY 1873 EDITION
GSA FPMA (41 CFR) 101-11.8 N i

UNITED STATES GOVERNMENT

Memorandum

The zbove wag brought to the attention of
’ Supervisorl

SAC, LOS ANGELES (139-414) (P) : pate: 3/12/76
' | - - b6
SA _ b7C
AL
10

00: -San- Francisco

On 3/9/76, Security Agent WAYNE PERRIN,
Pacific Telephone and Telegraph Company (p1T&TC),
telephone number 578-2175, advised that PT&TC has

information furnished to them by b6
and[ “Jindicating that | Imay _ p7C
be in violation of 1 iminal ordinances. -
Accordi PERRIN, and alleged

that] has keys Go the upper housing of pay

telephones and a master key and core to General

Teleﬁffffzgfﬁpany locks. 1In addition, it was alleged
that is involved in wiretapping activity.
PERRIN did not furnish any specific information con-
cerning any wiretap.

“PERRIN stated that WILLIAM BOWREN, Security

'Director, PT&TC, instructed PERRIN to call writer to

advise that PT&TC was going to pursue this by presenting
to a District Attorney. BOWREN wanted PERRIN to advise

- the FBI that if this would foul up a pending FBI invest-

jgation, he, BOWREN, would hold off if requested to do

so by a supervisor or other official of the FBI. .
. : bo
b7C

As & result of the conversation with
a return call was placed to WAYNE PERRIN on 3/9/76 at b6

which time PERRIN was advised that the FBI interposes b7C

no objection whatsoever to whatever course PT&TC intends
to follow with regard ¥ i jmipal a%}ggations
concexrning | | ! —

Al FILED Nt

139420 MAR'1 5 1976
FBY = LOS ANGELES b2
I w .b'-."D
\ .

10 P KDy - O
2.7

Buy U.S. Savings Bonds R. :lavly on the Payroll Savings Plan




LA 139-414

PERRIN was also told that if PT&TC is in
possession of information indicating a Federal
violation which is under FBI jurisdiction, the FBI
would vigorously investigate the matter. Further,
PERRIN was told that should BOWREN wish to discuss
t%§§ matter further, he should feel free to call this
office. .

PERRIN advised thet and
had admitted to PT&TC they were involved in criminal
activity. ¥ wa if the information fur-
nished by andl:;ffff:ijconcerning their own .
criminal activity had been presented to the appropriate
prosecuting attorneys. FPERRIN said that it had not

been presented and that PT&TC attorneys advised that
presentation was not necessary.

Writer advised FPERRIN that it is writer's
understanding that anyone lmowledgeable of a criminal
violation is obligated by law to report the violation
to the proper jurisdiction and that there is a Federal
statute, Tatle 18, USC, Section 4, which directly applies.

FERRIN was advised that PT&TC should present
any criminal activity of any kind to the appropriate
authority and that it was not necessary to obtain permission
of the FBI prior to presentation.

- 2% o

b6
L7C




OPTIGNAL FORM NO. 10
~wiULY 1973 EDITION ‘

GESA FPMR (41 CFR) 101-11.8

UNITED STATES GOVERNMENT

- Memorandum

To : SAC, LOS ANGELES (139-430) DATE: 3/15/76
. : _ b6
FROM ; SUPV, B
SUBJECT:
I0C
7
Following a receipt of a telephone call from
- WILLIAM F. BOWREN, Chief Special Agent, Pacific Telephone
Company, SA by tRG, Criminal Division, and b6
Supervisor met with BOWREN at BOWREN's b7c
office on 3/12/76. At the meeting was WAYNE PERRIN,
Security Agent for Pacific Telephone, |
for the telephone company, and one other telephone company
employee, '
WAYNE PERRIN provided SAC LINBERG and the writer
with a copy of five pages of handwritten notes concerning
captioned individuals and then advised that the telephone
company had informatj two of the employees of the b6
telephone company, and were wrongfully b7C

"furnishing confidential information £o various phone freaks,
that the confidential information .onsisted of means by which
the phone freaks could have access to various telephone
computers and long distance tie lines, and that the telephone
company desired to prosecute all parties concerned. for FBW
violations.

PERRIN also related several incidents in which
captioned individuals have been involved in harassing the
police department and the FBI. He outlined the police
department matter as being one where one of the phone freaks-
telephonically contacted the police department, represented
himself to be a Drug Enforcement Agency (DEA) agent, and
in that capacity furnished the telephone company with |
information that subsequently resulted in the police depart- ,,q

ment breaking into a citizem's residence andﬁ resting the P yﬁ’
citizen. - AP LT T -
) e
> : L e bE
G TES/dls . : R e,
A ) M
,ﬁf;bxpﬂ%ffji Buy U.S. Savings Bonds Regularly on the Payroll Savings P, S




LA 135-430

__]stated that he felt the activities
of the above individuals were a violation of the FBW
Statute since the confidential information furnished by
the telephone company employees could result in the phone
freaks making long distance telephone calls without payving
for toll charges. BOWREN went on to add that while the
telephone company strongly suspected the above individuals
of these activities, the telephone company to date has been
unable to secure any proof of this. At this point, the
only information that the telephope company has concerning

these activities ig information #rovided byl

e R——

It was pointed outfto the telephone company
representatives that in ordér to develop a case involving
FBW, it was absolutely necessary that the telephone company
be able to show that long distance telephone calls were in
fact made and be able to document thig. Further, the faet
that these individuals have been provided with the confidential
tie line information and have the ability to make long distance
fraudulent calls did not constitute a violation of the FBW
Statute.

b6
bic

There was then some discussion on the part of
PERRIN and BOWREN of the possibility of utilizing an informant
who could be wired with a tape recorder and who could induce
the subjects to make such calls and then record the information.
It was pointed out by the writer that such activities would

very nearly amount to entra n if n absolute entrapment.
PERRIN indicated that the Mhm& admitted b6
utilizing the information om € telephchie company employees b7cC

to make illegal long distance telephone calls, and PERRIN
raised the question of whether the telephone company employees
could be charged with Conspiracy. It was pointed out that in
order to successfully prosecute the telephone comp employees
for Conspiracy, it would be necesTaxx Lo prosecyte

on the substantive charge. Also, admissions

of making the telephone calls illegally wolld not be sufficient

to prosecute him for FBW unless those admissions could be
corroborated.




LA 139-430

BOWREN, during the conversation, indicated:
[:;::::;]was an FBI informant and that through other informants,
the telephone company had received information that
had all kinds of illegally obtained equipment in his garage,
that he sets up wiretaps, and that he has keys to the upper
sections of coin teleph was pointed out to BOWREN
and all present that ifﬁfff:::fjwas in fact an FBI informant
and if in fact was involved in illegal activities, the fact
of his informant status with the FBI would have absolutely
no bearing on whether or not he should be prosecuted.

PERRIN indicated thatl I

| It was agreed by all present Ethat

would personally visit the Los Angeles FBI Office on Monday
morning at which time he would be extensively interviewed to
determine if he had any additional information which would
support an FBW investigation concerning captioned individuals.

On 3/15/76, WAYNE PERRIN telephonically contacted
writer and advised that

b6
b7C

b6
biC

I;Land that he, PERRIN, folt that] Would

no ave been able to furnish any additional information

anyway. PERRIN indicated that while no Federal violations
involving captioned subjects had been determined, the activities
of the subjects did constitute violations of certain local

and State statutes and that the matter was going to be referred
to local authorities for prosecutive consideration.

b7C
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UNITED STATES GOVERNMENT

Memorandum

) { " FD-209 (Rev. 4-1.74)
OFTIONAL FOLm WD, 19 010108 k

TO : sac LOS ANGELES DATE: 4/9/76
' - b2
b6
FROM . bic
5A : o »7D
SUBJECT |
Dates of Contect
3/24/76; 3/29/76
File #WWMWMMMMMH“ information)
— bo
b7C

MULTI-FREQUENCY DEVICES, LA 87-36272

Purpese and results of Contact

[[JMEGATIVE

BEXPOSITIVE

[JSTATISTIC

‘Information herein oktained confidentially.
Informant®s rame is not to be disclosed in report or other-
wise unless it has been decided definitely that he is to ke
a witness in a trial or hearing.

I POSITIVE ASSIGNMENT GIVEN

Has informant shown any mdication of emotional instability, unreiiability or
furnishing false information? NO /(3 ?.— 3&__. / 2

3 Informant certified that he has furnished all informatien obtained by him Coverage v
since last contact, inciuding information sencerning narcotics. CRINIL'JAL

PERSONAL DATA | TSEARCHED.... _pe SBFXED o ‘E
SEMIALIZS -n(]ﬂ_ ,, .

ATEINT T | AP T 4157 b2

1 - PRt w il 1 = §7<A1500 EBI — LOS ANGELES | be
1 = 139~414 (a¢ens sa - 139430 | b7C
l -~ 87=36173 - 1 = 139440 v b7D

1 = 8736272 {Info) (Indexing)

u.tk/ WOH/xd
e (7) v
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UNITED STATES GOVEQMENT . .
a ~
Memorandum
70 DIRECTOR, FBI | | DATE:  4,129/76

FROK [ ADIC, LOS ANGELES (139-430)(C) :
4 | 07
b7C

sun et

| I0C. -
/ 00: Los Angeles

: . On 3/12/76, Security Agent WAYNE PERRIN. Pacific
" Telephone and Telegraph Compan advised tha

- PERRIN advise
- that] fhad signed a contract wit ic Telephone
and Telegraph Company indicating that Iwas responsible
for certain fraud activities against the Pacific Telephone

and Telegraph Company, A monetary amount was affixed and a
payment schedule had been assigned,

i be
PERRIN stated that in addition,l:had furnished  b7c
volumes of irformation with resard to "phone phreak” activity,
PERRIN stated that without willingness to tell all

that he knew about "phone phreak" activity, the phone company

ve nothing on which to base g int against

[fffif:fj PERRIN stated that he felt 1 iwas an impressionable
youth who was trying to get straightened out and become a
worthwhile citizen. :

On 4/29/76, Prosecution was declined by United
States Attorney, Los Angeles and a separate letter of
confirmation is being sent to United States Attorney, Los
Angeles, ‘

In view of above, Los Angeles is closing this
case.

b6
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2 - Bureau ‘
1) Los Angeles
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UNITED STATES DLPARTMENT OF JUSTICE

FEDEKAL BUKLAU OF INVESTIGATION
11000 Wilshire Boulevard

In Reply, Please Refe- to _ Los Angeles, California 90024
File NVo. - April 30, 1976
' | o b6

Mr. William D. Keller - RE; b7cC

United States Attorney . | | Interception

" U, .8, Department of Justice oL Communication

U. S. Courthouse, Room 1269

Los Angeles, California. 90012

Attention: AUSA James P. Gray

Dear Mr. Kéller:

This is to confirm a conversation between Assistant
United States Attormey (AUSA) James P. Gray and Special b6

Agent on April 29, 1976. AUSA Gray was B
- - apprised of the facts surrounding this case which are
sunmarized as follows:

: On December 5, 1975, Pacific Telephone and Telegraph
Company (PT&T) brought to the attention of the Federal Burear
vestigation (FBI) '
had defrauded PT&T by useage of a "blue box. ™ In
addition, claimed to have the ability to automatically
access certain governmental systems.

. On January 22, 19?6,[::::::]demonstrated numerous
phone freaking techniques.

b6

_ On March 12,.1976, PT&T advised that| ___ |had b7C
signed an agreement with PT&T indicating that he was responsible
for certain fraud activities against PT&T. agreed to
an affixed monetary damages claim and a repayment schedule.
.L_ PT&T also advised that
In _view of the above, AUSA Gray declined pg i b6
in view of , age, agreement to repay PT&T and b7C

: No further investigation ;//
1s being conductgd by Los Angeles. /45?‘f2'4§<??67-’}?/;
' Very truly yours

-

i

. ’ a .
g < // oo f
T T e o /{ _;a,:‘f, _%._j?"c’. ,/é;..g.r:;%i--ﬁ;,{-—;-«é’ :
[ 4

2 - Addressee ™Iy “ —~ - -
ROBERT E. GEBHARDTE . CHi®  ——m
(§>- Los Angeles (139'430)//A%yf” Assistant Director in. Lharge’

|
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(Copies to Offices Checked)

Routing $lip
0-7 (Rev. 7-11-75)
TO: SAC: TO LEGAT
L3 Albany (] Houston 1 Oklahoma City L :
] Albuguerque [~ Indianapolis [J Omaha ] Bem
[ Alexandria [ Jackson [ 3 Philadelphia ] Bonn
[ ! Anchorage [] Jacksonville (] Phoenix I:I Brasilia
[ Atlanta [] Kansaa City ] Pittsburgh [) Buenos Aires
{71 Baltimore ] Knoxville ) Portland ) Caracas
] Bigmingham [ ] Las Vegas ] Richmond [] Hong Kong
[} Boston -Ette R [ Sacramento ] London
[] Buffale [] 8t. Louis 1 Madrid
| Butte o . [] Salt Lake City 3 Manila
] Charlotte F:I Memphls [} San Antonio ] Mexico City
T3 Chicaga Miami ] Sen Diego ] Ottawa
[] Cincinnati [} Milwaukee ] San Frencisco ] Paris
[ Cleveland ] Minneapolis [1 San Juan ] Rome
[ Columbie 1 Mobile [C] Savennah ] Tel Aviv
] Dallas [ Newark ] Seattle ] Tokyo
{1 Denver ] New Haven ] Springfieid
[} Detroit [} New Orleans {1 Tampa R
[ El Paso ] New York City [—) Washington Field
{_] Honolulu [3 Norfolk [C] Quantico
RE: Date 5/17/76
[TUL e
, b7C
00: LA,
Retention For appropriate
[ Forinformation ] optional I action 3 Surep, by —————
[Z1 The enclosed is for your information. If used in a future report, {_] conceal all
sources, [ ] peraphrase contents,
] Erclosed are corrected pages from report of SA
dated
Remark s:
Reurlet, 4/29/786.
Please set forth contents of relet
and USA's opinion on LHM suitable for
disseminatiqn
Enc. @
Bufile 139-5155
Urile  13¢-430 /\
ﬂ@iﬁJ b6
b7cC
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UNITED STATES GOVERNMENT

Memorangum

- DIRECTOR, FBI (139~5155) ' pAaTE: 6/10/76
‘-m/ | e
RO S ANGELES (139-430) (C) b7C
SUBJECT: | I '
I0C

00: Los Angeles

Re Los Angeles letter to the Bureau dated
12/17/7%, enclos:i randum {LHM)
entitled, "UNSUB, Los Angeles letter

to the Bureau dated 2/10/76, enclosing LHEM entitled,

LOS AngelesS letter Lo the Bureau dated 4/29/76: and

Bureau routing slip dated 5/17/76.

b6
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Enclosed are five (5) copies of a self-explanatory

LHM dated 6/10/76, captioned| | w6
b7C

b6
bicC

2 - Enc. ;
B Ll ¥ (35 T T

S 7 - SEARCHED —

{f?‘{ Tt .- INDEXED

Eﬁ} T T . .Jﬁ“HALD :)/
M _ ‘ﬁj

e
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UI"ED STATES DEPARTMENT O iS'TICE

FEDERAL BUREAU OF INVESTIGATION

Los Angeles, California

In Reply, Please Refer to .
File Ivor June 10, 1976

k6
b7C

'On April 29, 1976, Assistant United States
Attorney (AUSA) James P. Gray, United States Attorney's
(USA) Office, Los Angeles, California, was apprised of
the facts surrounding this case which are summarized
as follows:

On December 5, 1975, Pacific Telephone and
Telegraph Company (PT&T) brought to .the attention of

the FBI, had
defrauded PTET by useage of a "blue Dox". 1o addition,

[:::;::]claimed to have the ability to automatically access
certain Governmental systems.

On January 22, 1976,| !demonstrated numerous
"phone phreaking” techriques tG e I.

On March i nt WAYNE PERRIN
PT&T, advised that

| Perrin advised that
had signed a contract with PT&T indicating that
was responsible for certain fraud activities against
PT&T. A monetary amount was affixed and a payment schedule
had been assigned,

————— - - . e e e—
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This document contains neither recommendations nor conclusions

of the FBI. It is the property of the FBI and is loaned to
oWToyour agency; it and its contents are not to be distributed

ﬁ"q@tside your agency.
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Perrin stated that in addition,l:_lhad furnished

volumes of information wit)
Perrin stated that without

have nothing on which to bs

S a

Perrin stated that he felt

o "phone phreak" activity.
willingness to tell

all that he knew about "phone phreak" activity, P )
mplaint against
was an impressionable

youth who was trving to get stralghtened out and become

a worthwhile citizen.

rinJi_ew of |

Ln_xiammgﬁ the above, AUSA Gray declined prosecution
age, agreement to repay PT&T, and




