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Mr. DESMOND and Mr. MASON both advised that they
have been reviewing this notebook and felt that this should
be called to the attention of the FBI slnee it contains
information concerning tle lines from various defense
establishments in the Boston, Mass. area, iIn addition to
tie lines to defense establishments in other areas of the
country such as Lincoln Laboratory, Raytheon Company, Arthur D,
Little Company, Hanscom Alr Force Base, Millstone Radar Installation,
IBM, Kingston, New York, Mitre Corporation, Bedford, Mass.,, and
General Electrics Company,. Lynn, Mass.

Mr, MASON advised the telephone company 1s presently :
reviewing this material an a discreet baslis to determine the )
type information and how much information is contalned thereln
and specifically what faeilities it affects. b7D

They advised| |learned that the subject has
aceumulated sufficient informalion and has obtalned electronic
equipnent which would enable him or any other indlviduals to
place calls from any telephone to any point in the world without
any record ever being made that these c¢alls had been placed
at no cost,

Mr, MASON briefly described the procedure he belleves
being used is that the subject dials a distant point (information
or a dead station) using automatic td11 dialing which would use
a #4 system, Having galned access to a toll trunk and by
using a 2600 eycle frequency tone, disconnects the terminating
equipment thus leaving him with use of the toll facilities
on an ummonitored basls. He then uses a multi frequency key
tone set to'dial any distant polnt.

\ :

Mr. DESMOND furnished a copy of the subject's notebook
which is being forwarded to the Burean with a request that the
Burean, 1f deemed advisable, make a copy for themselves and a
copy for Boston returning the enclosed copy to Boston so that
it can be returned to the telephone company.

-.2_...




BS 62~NEW

It 18 to be noted that this notebook contains

. Secret and other type classifications which Mr, DESMOND

advised were classificationsgplaced on this by the subject.

They fequested that the information contained in
this notebook not be dissemlnated at this time since 1t waB

~ felt by the telephone company that any dissemlinatlion

outglde the Bureau could lead to wholesale use of telephone
company faci;ities at no cost. ‘

Mr. DESMOND and Mr. MASON were of the opinion
that this knowledge could be utilized in the followlng manner:

1. Tie up circults and/or transmit false
messages

2o Seld at a very high price to gambling
interests for transmisslon of bets and
information with no record belng kept
of calls :

Mr. MASON also advlsed AL 13
following this sltuation through _

in an effort TOo determine whether

any viclations within tThe reau's Jurisdietion exigts, They
advised that should this occur they would make vallable
for interview.

b7D
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“ on 4/25/63, the records of Harvar College,
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born 1/29/44 2
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N father was rmerly Bursar at Harvard University and -
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; It is. b b noted that“the HarVard studenté
res;de at W1gg1esworhh Hall: whidh ig’a dormitory -

b .'It would appear that thls SItuatiQn ev01Ves
arouﬁd fhgplacing “of ‘freé toll- -eally: thrdﬁghouﬁ
- %he’ WOrld by ‘thése Harvard sbudénts _wh S
o v franid inst- the - telephone conipan

subjecﬁ'a d. ROSS in defense_.lines .and Jefense - .
: des.. - The Franklin Sctreet Building which.
RBSS de51red the’ master keys 4o and in whigh' hé.:
: ;expres%ed aniinterest in the Floors. under “the suh—
ahasements‘where he ﬁhoughﬁ there were-defense.; . .-
J';fac;lities, is  a Néw. England Pelephone’ Company x
. Bullding-: 1ocated at 185 -Franklin ;Shreet ;- Bostony -

'nreference ‘momber . 3UFLO with. “+he’ -Army havipg Security.:
responsibility._ Timncoln labbratery which has been“'
Qnmntloned in"reiairtel 16" also a-key faglllty wlth
geographlcal reference number U515 with the Air

ﬁ. ,~\._,
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DIRECTOR, FBI -
SAC, HEW YORK -

FROM

SAC, BOSTON (62-4265)

CHARIES FQPYNE VJ
UELEPHONE FACIIITIES \

ISCELIANEOUS - INFORMATION CONCERNING b6
Ty : '

SUBJECT

L L

Rj:@%oston airtels .i/24 and 27/63.

as O £1 wild

- - ~
o 0?155/1/63 Mr. JOHN DESMOND, Security Supervisor,

and=Talephone and Telegraph Company, advised SA|

ha¥® they have received an inquiry from the telephone
company in,West Virginila concerning phone calls which were made
in thd$ st@re by rather peculiar means. He advised that the
teleplne %b'ﬁpany investigation in West Virginia has resulfed
in their idenfifying ROBERT HOLDT, whoicomes from Huntington,
West WdrginiZ; and is a freshman at Harvard Uollege, as being
the person ‘figdSponsible for these calls. Mr. DESMOND advised
that th¥se cddls were made during the Christmas and Spring
vacatior peridds.

o win

-
L]

Mr. DESMOND also _advised
| . has not been contac
_the gubject or EDWARD ROSS.  He advised that concerning

\

\ ,
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B ‘62*{@265_'; ' RN .\
7,-'uhgff“-fr'*-ﬁ The records at Harvard Uniﬁgggl'b“ fﬁ?iished by g
RS e;"f | _Registrar’ts .Office, Harvard College,
A 7.9 on 1/30/63; . reflect that “EDWARD. sr?mm
- ROSS was. bo. %ng York ' City, the son of GARw, 0S8 vl
-and . LILLIAL HAPIR fethat. his' permanent resid€Ree s .., 7

’ ﬁ‘_ 649'Arnow venuedﬂﬁronx_GI,mNew York, with his’ local’ residence e
T . being Dunster Hbuse, Barvard. Uhiversity. ‘His 'field of- o R
S concentration is Mathematics, and he was- admitted in. M&y, e
R ﬂ-~" 196Q; Trom the Bronx.High School of.Sclence;: New. York -Gity,’ 33?,“ ¥
L7 Cak.ovibhich bime he'was granted: Sophomcre standing (unassigned IR
S ,‘j credit equivalent cf.ﬁ 0 ‘coubses). by the ‘Commitiee. on:- -5J“'gﬂg;
il Kdvariced, Standing 'on. the-basis of -work dotie at the college IR
77 L leyel priori-to’admission:: He-1s. .scheduled. to'.bea, member AT
Jieoa T of the; Class .of *1963. - - This . record also noted tha&'his
5 A;OJ:; panents Were.separated.q.‘.wﬁ S mA,__”w -ﬁ‘ " ;
L . o T s it .."‘) S b - K, - A “. '- -‘. .
i ey T mr. DESMOND also advised that bhey have received ;
oo ‘H: - request fér the copy of; subject's .notebogk- fromgthe American ;-;; :
e Telephone_and Telegraph CGmpany in: New York: - This noﬁebedk, -;~(:;$l
j;f?‘?' was farnisbed to the.Bureau as-an jenclosure %o Boston airtel B
: .'of. 4/24/63, and 1t iw. requested that the return of this note-','gﬁu;Jt
-, book be’ expedited...T RS LLER S el ek _ -v”,y‘i‘ s

- . . 3 ,-"n-
,_r r.“v 1- ‘-f >

Boston Airtel of 4/27/63 noted that there were Ewo
o phases to this"® -eomplaint,: one. involving £ree toll. calls . - -
g.*sqﬂu thrbughout thefwonld, whi.¢h wad 'a’ fraud*against the! telephone
a‘”:‘ g ccmpany, and. the other concerning ‘the “ifitérest of ‘these . - ...~ 71,
students in.defense telephoneslines and defense facilities._f‘;6;:““:
'- L On 4/29/63 the. facts concerning the placing of . bii:'”‘
free phcne calls throughout the' world e presented. Lo Mr. e
THDMAS P, O01CON ..S.-Attorney, Boston;. Mass., G
;'1m who adviséd B4 that £he facts: did not. L
1";;'. . constitute any: violation: of Section, 1343, Title 18, USC;, the

v Fraud by Wire section, whlch wonld appear-to. be the; only- IR A
B applicable statute. - . Theé facts concerning ‘the, interest in" S S
. defense lines end facilities were not presented ;;;l }’iw1g,vf'f"’l

' In view of subject's and ROSS' 1nterest in’ ﬁefense
lines and facilities, “Buaréau: auﬁhority is- requested-to J'ﬂf-
Anterview, these individuals S0, that a’ determination ‘gan; bs

* . “made,as’ to.their interest, in.these:iines. an& ahy possible R
. ;;Q violation,of the‘Espionage Statuﬁe.\t@_f_ Foo e T h~%f“u S
N \- i l ;: r/:“ - ‘5 J-:\':‘: IF h .
. N * . ‘: K L \ N :,::: - .
‘ v P 1 o e wnt - i
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new Ybfk is~requested 16 search

KSR be pertinent To this matter, LY v T

: |their indices
. concerning ROSS’ and suairtel: any*information Whichmwould
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TO DIRECTOR b1c

FROM SAC BOSTON 022030

CHARLES F, PYNE, TELEPHONE FACILITIES, MISCELLANEOUS -

INFORMAT ION CONCERNING,
: RE BOSTON AIRTEL MAY 1 LAST.
’ JGHN DESMOND, SECURITY SUPERVISOR, NEW ENGLAND TEL ﬂND
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TO : Mr. Belmon?& DATE: May 3, 1963 __ﬁ‘ﬁ)égﬁn
. . N 5 an
4/&::
L, Trotter
FROM ¢ A . Ros ey .Tele. Roem

-y Hoimes
Gandy

OPTIOHAL fORM NO. 10

!

SUBJECT:  CHARLES F, PYNE;
_. EDWARD ROSS
2  TELEPHONE FACILITIES

. M;SCELLANEOUS.INFORMATIGN CONCERN ING
[ B

N

Lo ﬁ; ‘fﬁis is to advise that Charles F. Pyne, a Harvard
studentsp Hﬁéﬁpccerdiug to the telephone company, accumulated
syfficient idformation and obtained electronic equipment to

* place t&lephone calls to any point in the world without any
régord Eyer ﬁging made and at no cost. Another Harvard student,
Edward Ross, appears to have similar information.and has attempted
to get photographs of a telephone employee identification card and
keys to a telephone exchange. Ross and Pyne have also shown :
extreme interest in telephone lines of defense establishments,

-4 This memorandum is being prepared so that the various
divisions can make appropriate recommendations as to action
desired,- The Domestic Intelligence Division would be interested
since the subject has information concerning telephone lines
: fron defense establishments and could possibly jam communicztion;

- the Special Investigative Division would be concerned with the
availability of this information to gambling interests; the-
Laboratory Division would be interested in the technical information
the subjgct has assembled; the General Invesgtigative Division would
be interested in possible criminal violatien; and the Administrative
Division would be interested in the possible threat to themsecurity
of Bureau telephone facilities, ' o

The Bogton Office has been instructed to maintain (_}Clﬁz

extremely close contact with the telephone company for further

information and to advise the Bureau immediately of any violations

and any contemplated investigation. -

. . The information concerning the subjects was furnished by
Peter Mason, General Security Superyisor. New England Telephone and
Telegraph Company, and John - Desmond| | who is

Security Supervisor for the New Enkland Tel¥phone Conpany.

o

1 ~ Mr. Evans
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Memerandun té Mr., Belmont
RE: CHARLES F. PYNE

o
Desmond and Mason advised that a review of subject
Pyne's notebook shows that it contains information concerning
tie lines from various defense establishments in the Boston, ¢
Massachusetts, area and to defense establishments in other B7C
areas of the country, The telephone company is presenftly b7D
veviewing the notebook to determine the type of information

and how nuch information is contained therein concerning these
facilities,

_ The notebook contains secret and other type classifica-~
tions at the top of each page. Mr, Desmond advised that these
classifications were placed on the material by the subject.

. - b W

Peter Mason, Telephone Company General Security Supervisor,
advised that the line referred to by Ross had only been installed

on Wednesday, April 24, at the request of a Govermment Services '
Group and he could not understand how Ross could get this information
so quickly., He also advised that he was unable to understand the
interest of the subject and Ross in these lines,

Mason advised that they will follow this information
| in an effort to determine whether any violations within

the Buregu's i iction exist, They have requested that the
identit concealed, but.that he would be made available if
a Bureau violation is determined to exist. b6

L7Cc -
b7D
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Memorandum to Mr. Belmont
RE: CHARLES F. PYNE

ACTION

Boston has been instructed to mailntain close
contact with the telephone company and advise the Bureau
immediately of any informationm of Bureau interest, as well
as of any contemplated investigation by the Boston Office.
It is noted that the development of possible criminal
violations; if they exist, will consist primarily of tracing
the telephone calls which will be done by the telephone
company and we will be advised.

RECOMMENDATYION

In view of the possible interest of the other
divisions, copies of this memorandum have been routed in
order that all interested divisions will be aware of the
situation. It is recommended that this memorandum be
forwarded to the Domestic Intelligence Division, the Special
Investigative Division, the Laboratory Division and the
Aduinistrative Division, It is further recommended that with
regard to instructions to the Boston Office each division
make appropriate recommendations so that the entire investi-~
gation will be coordinated. These recommendations should be
sent to the General Investigative Division so that results
of investigation can be properly channeled.

%/ . /[U
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FROM T A' Rosen ' . Tele. Room
oA A R
SUBJECT: CHARLES F, PYNE; K :
EDWVARD ROSS _ ..
TELEPHONE FACILITIES b
MISCELLANEOUS . INFORMATION CONCERNING '”2*
. . - - » - - w3
. : v

Memorandum Rosen to Belmont dated May 3, 1963, pdinte
out that according to the telephone company the captioned =
students of Harvard University had sufficient information and
electrical equipment to place telephone calls to any point in
the world without any record ever being made and at no cost.
it was also pointed out that Ross and Pyne have shown extreme
interest in telephone lines of defense establishments. -

It has now been determined that subject Pyne discussed

the telephone lines of the Strategic Air Command (SAC) with
(
bé
b7C
b7D

ACTION TAKEN

placing of free telephone calls throughout the world were
presented to Thomas P, O'Connor, Assistant U, S. Attorney,

Boston, Massachusetts, O'Connor stated that the facts did mnot
constitute any violation of the Fraud By Wire Statutes. Boston,

i did not present the matter o "_the subjects' interest in defengé?‘;j‘i;‘\

PRI

Boston has advised that the facts concerning the W _
<&

3

lines and facilities, ;L
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Memorandum to Mr, Belmont
Re: CHAPLES F. PYNE

-

RECOMMENDATION OF SAC, BOSTON

Boston states that in view of the subjects' interest
in defense lines and facilities, Bureau authority is requested
for Boston to interview these individuals to determine any
possible violation of the Espionage Statute,

RECOMMENDATION OF GENERAL INVESTIGATIVE DIVISION

Since there is no prosecutable Federal criminal
violation, the General Investigative Division recommends
that the Domestic Intelligence Division issue the necessary
instructions concerning investigation of the espionage

i 7
- Mg@/
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| Transmit the following in PLATN TEXT

ALL INFCRMATION CONTAINED
FD-36 (Rev, 12-13-56) HEREIN I3 TNCLASSIFIED

ETE 01-15-2009 BY 603zz2 UE,-’LP,-‘PJ,!KI!‘
FBI

Date:  5/7/63

. {Type in plain text or code}

Via AIRTEL REGISTERED MAIL
(Priority or Method of Mailing)

TO : DIRECTOR, FBI

FROM: SA%jBOSTON (62-14265)

CHARLES F. PYNE

TELEPHONE FACILITIES - b6

MISCELLANEOUS INFO CONCERNING b7C
J . bL7D

j“” ' Rebuairtel 5/2/63, Bostel 5/2/63 and Bosairtel 5/1/63.
Oon 5/6/63, Mr. JO eW_England Tel. & Tal. Co..
s s dviged SA that on 5/2/63

' Mr. DESMOND also advised that another individual that
they felt was involved was a PAUL HICKEL at MIT.

o

Upon receipt of Bureau authority to interview subject,
UACB Boston will also interview EDWARD ROSS and such other
individuals loglcally determined to be interested in defense
telephone lines to determine whether thére are any violations
coming within the Bureau!s jurisdiction.

| P
@- Bureau (RM) QS&‘
a - Boston ]
WJIMsma j : -
L6 | L

Sent
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UNITER STATES GOVE

Sullivan

' ' !%} | Tavel
* Tratter
FROM W. B, Wannall \)) ) Tele. Room

Holmes
o Gandy

f aa ) -+
SUBJECT: CHARLES F, PYNE sy
EDWARD SHERMANSROSS © UJAM“MJ
MISCELLANEOUS - INFORMATION CONCERNING  * ~(pJoyly
. (NATIONALITIES INTELLIGENCE) . Co S
ks . - ) 5~

Sﬁg"" L o
oy Suli’:jects should be interviewed in order 153 resolve why thesf -

are engaged ;in project of attempting to ascertain t‘elephone code
numbersﬁg.ndwtelephone coded routes, particularly in defense establish-

LY

nents, T Sh

}nn

i

Theﬁgubaects are students at Harvard University, Cambridge,
Massachusetts, who have accumulated sufficient mathematical informa-
tion and have obtained enough electronic equipment to enable them

or anyone else so knowledgeable to place telephone calls from any
telephone to any poi;
at no cost to them,

- S
, i calls were made to foréign: PP
countries Pyne placed a call to Lima,

U.S.; and to military installations. The: mtebook also indicdites
efforts to obtain coded telephone numbers and coded telephone route
as well as telephonic c«operational methods for Air Force iné"l?a.lla.t:.ons
and companies holding classified Government contracts in NewJork
State, Massachusetts and Washington, D, C. e Exd
m\

. Onm 5/1/63 Pyne described to Reid how to contact Strategic
Air Command (SAC) operator; stated he knmew the SAC code words hich
were changed daily; and advised he was attempting to ascertdin how

to answer the operator with the code word within the allowed-four
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Memorandum for Mr. Sullivan
Re: CHARLES F. PYNE

EDWARD SHERMAN ROSS s

OBSERVATIONS:

The subjectd why they are conductlng

their telephonic experimentis; however, it 1s possible that this is an
v instance of two brilliant student:mathematicians embarking on an

unusual research problem, finding initial success and now endeavoring
to ascertain just how far they can go with this work, Their interest
1n defense establishments, however, does indicate potential security
~“/problem. They or “others, if full access to defense establishment
lines is obtained, could cause the lines to be jammed or could use
them to transmit false nessages or tie up the circuits. In view of
this possible harm to our national security, it is felt we should
take steps to ascertain definitely why the subjects are engaged
in their telephonic endeavors and, specifically, to determine what is
their interest in the military installations involved., This can be
accomplished through interviews with the subjectsand at the same time
we can ascertain facts which can be presented to the Department for
possible violation of a Federal statute. In this regard, the
available information does not constitute any violation within our
jurisdiction, it being noted that on 4/29/63 the Assistant United
States Attorney, Boston, advised that the facts did not constitute
a violation of the Fraud by Wire section of Title 18,

Bufiles contain no identifiable data on subjects

RECOMMENDATIONS:

1. If approved, Boston will be instructed to interview
the subjects. An airtel to. Boston is enclosed,

2, Upon receipt of the results of the interviews of the
subjects, appropriate agencies, including Air Force, will be furnished
details of this case.

W/ m/wel
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' ALL INFORMATION CONTAINED { \l
; FDg36 (Rev. 12-13-56) HEREIN IS5 UNCLASSIFIED | |} Mr. Tolson..
[ "ATE 01-15-2009 BY 60322 UC;’LP;’PMKH. . Y 1,3Mr Belmont .
4 Al A Mr, Mohr_,.....___,
‘ |- § Mr. Cagper
. 1 § Mx. Callahan._._.
FBI | § M», Conrad.
: Mr. Deloach ...
Date: 5/ 11/ 63 : ﬁ: g:le /
Mr. Ros
Transmit the following in PLAIN TEXT A S vg
{Type in plain text or code) \ 1
1 Mr, Thotter
Via AIRTEL AMSD (REGISTERED) 4 ¥ pate. Room
, {Priority or Method of Mailing) | § Miss Holmes. ..
2 _ ____________________________________________ 1 § Miss Gandy. _
TOs g . T aut
Wf{ FROM: ?‘.‘
SUBJECT: _,4 -:
& g.biz ANTHONY GTZLAUCK
MISCELLANEOUS INFORMATION CONCERNING be
(NATTONALITIES INTELLIGENCE) e
¥, ReBuairtel, 5/7/63.
oy The title ls bel changed to include names of additional
. subjects | |and ANTHONY G, LAUCK,
_ ? Enclosed herewith are five copies of a letterhead memorandum
LRy dated md captioned as above,
For the Bureau's information, 302's are being separately
prepared in connectlon with the interviews of subjects and
they will be forwarded promptly in report form,
In the absence of the development of 1ni'ormation indieating
a violation falling within e Bureau!s jurisdictlon, no
further action is contempl n this matter at thc present
O JMC: le/eth ‘\‘,} MCT 12
% 4) & P ¥
. AP B MAY 1% 1963
OS.
N § AOERHY o
% L e el
R O g e el
¥y wowekt XS
b & LW\ S
e W
R Approved: - Sent
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.éﬂf to"Bifirealt instructions to interview Pyne and Ross). The subjects
5 *%
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ALL INFORMATTON CONTAIMED
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Pt o HORM NO, 10 -
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UNITED STATES GOVE T | . Belmont *

Mohr

Memorandum S

d

1 c ch
To w. C. Sulllvan\)) cafb pate: 5/14/63 G«le%

Rosen

W@_/ 1 - Belmont abran
X 1 - conrad ’ Trotter
mow W R. Wamnally) 1D Deloach  bs L
1 ~ Mohx b7C Gandy
i 1 - Sullivan
SUBJECT: 1 - Wannall
1-C 1]

Since 1nterviews of subjects concerning their telephone
project falled to indicate violatiorn within our jurisdiction, we
are taking no further action with respect to this matter.

‘ I ss My memorandum 5/7/63 pointed out that subjects Pyne and

. 1 Ross atd stiidents at Harvard University, Cambridge, Massachusetts,
who havg acg%mulated sufficient mathematicallinformation and enough
electrodiic equipment to enable them to place telephone calls to
any plage inathe world without any record being made ahd at no cost
o] them.,aThe notebook they prepared which contained results of their
research*indicated they had been in telephonic contact with Air Force
1nsta11ations}3 On 5/1/63 Pyne alleégedly indicated an interest in
Strategi qﬁﬂir»Command circuits.

Jt was felt that Pyne and Ross and any others associated
with them if they gained full access to defense lines could cause the
'lines to Become jammed or could transmit false messages oricould

tie up the.circuits with possible harm to our national defénse.
Accordingfy, Boston on 5/7/63 was instructed to interview the subjects
and - ethers_connected with them in this endeavor to ascertain why they

were’ engaged in their telephone project and what interestwthey had
in defense establishments.

-~

25 - 7c
Boston has advised that the four subjects, 41l Harvard

hﬁmudents, were intervie arately and simultaneously on 5/10/63
B gf%hg etermined tha and Lauck were involved subsequent

advised that they became interested as a groupsin.telephone

G qunicatlons and the operation}of |telephone ;automatic dial systems
lbut theg? X manﬁ'i terest in all their experiments was purely

academicd “Th@yxndiﬁi out that when using the-telephone tie-lines

out of Harvard and: f assachusetts Institute of Technology whenever
‘they secﬁﬁeg aﬁiogprator on what fhey considered a defense line they
stopped such’ ac ivfﬁ;é% since they realized that this could get, them

 65-68169 / : X@‘ REC15 e Gol6l— /p '

JF 'vms 5 Mﬁ) 17 196 %‘?ﬁh .
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Memorandum for Mr, Sullivan
Re: CHARLES F, PYNE

ANTHONY G, LAUCK o7C
65-68169

into difficulty and since they had no interest in defense matters.
They stated that theydid not make known to any individuals outside
of their group:- the various codes involved in their calls utiligzing -
defense lines., They emphasized they had no interest in any defense
facilities or any classified telephone codes or information,

ACTION:

For information. Since there appears to be no violation
within our jurisdiction (U.S. Attorneys Office, Boston, has previously
advised facts did not constitute violation of Fraud of Wire Section
of Title 18) we will conduct no further investigation in this case.
The military agencies and the Internal Security Division, however,
are being furnished copies of the letterhead memorandum submitted by
Boston detailing the interviews with the subjects,

b
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J}/ REFERENCE: . tad- 7"//
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Synopsis:

Mr. PETER MASON, General Securifles Supervisor, and Mr., JOHN
DESMOND, Security Supervisor, New England Telephone and Telegraph
Co., Boston, Mass., furnighed information alleging that SubjJects
were misusing Telephone Co. facilities including the making of

improper toll terested in certain
defense lines _ ‘
that Subjects made long distance tollivcalls Dy u %G

as Telephone Co. employees and also by use of dialing codes
and multi frequency tone equipment; that they made inquirles
concerning defense lines and attempted to obtain photo of
Telephone Co. identification card, keys to Telephone Co. bullding,
and plans of physical setup of Telephone Co. property. Subjects
interviewed on 5/10/63 and advised had some interest in Lelephone
communications and dial switehing faeilities. Experimented wlth
tle lines at Harvard to various locations at MIiT; Linco%n Lab,
Lincoln, Mass.; Hanscom AFB, Bedford, Mass.; and IBM, Kingston,
New York. Also by use of various dialing sequences and pretext
calls to Telephone Co. were able to determine codes in order to
make long distance calls o points such as any place in the
United States and Canada. Experimented with various tone signals
and developed milti-frequency tone equipment with 2,600 cycle .
. tone which they used in making %toll calls. Advised pgimary pur-—
pose academic and although experimented in locating dial tones
at distant places, stated it was not their intentlon to circumvent
payment to Telephone Co. for toll calls. Stated they had no
interest in classified information, defense lines or activities,
and when they realized that they had reached what they conaldered
a defense facility, discontinued experiments on such lines, On
4/29/63, facts presented to AUSA, Boston, who advised that facts
d1d not constitute a violation of Section 1343, T. 18, U.S.C.,
the Fraud by Wire Seectlon. - - ‘

This document contains neithar recommendctions nor conclusions of the FBI. It is the property of the FBI and is loaned to
your agency; M and {{s contents are not to be distributed outside your agency.
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BS 62-4265
DETAILS:

This investigation is predicated on information furnished

by Mr. PETER MASON and Mr. JOHN DESMOND, New England Telephone
and Telegraph Co., Boston, Massachusetts, alleging that the
Subjects were misusing telephone Escilitlies by making improper
toll calls and were unduly interested in certain defense llnes.

On April 24, 1963, Mr. PETER MASON, General Securities Supervisor,

and Mr. JOHEN D%5MQM24_§§ggxlﬁx_ﬂggggz;sor, advised that on
Appril 21, 1963

b6
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Mr. DESMOND and Mr. MASON advised that after reviewing PYNE's
notebook, they noted that the notebook contained information
concerning tie-lines from various defense locations in Boston,
Massachusetts as well as other areas in the country such as
Linecoln Iaboratory, Raytheon Company, Arthur D. Little Co.,
Hanscom Air Force Base, Millstone Radar Installation, Mitre

Corp., all within the Massachusetts area, and IBM, Kingston,
New York.

DESMOND and MASON learned that PYNE had
obtained electronic equipment which would enable him to place
calls from any telephone to any point in the world at no cost
and without any record being made of the call.

. b7D

Mr. MASON believed that the procedure used by PYNE was to

dial a distant point which used an automatic toll dialing

system, thereby gaining sccess to a toll trunk line, and then

by using a 2,600 eyele frequency tone, he would be able to
disconnect the termination equipment, thus leaving him with
unmonitored $0ll facilitiles. Then by the use of a multi-frequency
unig, they could dial any distant point.
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Mr. DESMOND and Mr. MASON were of the opinion that knowledge

galned by PYNE could be utilized to: .
be

1) Tie up circuits and/br transmit false messages. ﬁ;g

2) Sell information to gammiing interests,

On April 26, 1963, Mr. JOHN DESMOND advisedl
cantaabed on Anril 24. 1963 by EDWARD ROSSI

!ROSS had heard that there were defense

Vitlie ub~basement of the Franklin Street Exchange
and he wanted to know what these were.
that a new line had been installed from Mitre Corp., Building ¥,

to Bangor, Maine and ROSS wanted to lkmow what this line was ,;p
being used for.

Mr. MASON advised that the line referred to by ROSS had only
been installed on April 24, 1963 at the request of a government
service group and he could not understand how ROSS could get
the information so quilckly.

On May 2, 1963, Mr, DESMOND advised that on May 1, 1963,
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of Technololy, ‘assisted this group with Yegard €0 buiiding

multl-frequency equipment.

L



. ‘ ‘ .
RD-302 (Rrev. 1-25-60) . FEDERAL BUREAU OF INVESTIGJ‘\I . 7

1.. Date 5/8/63 :

ERNEST CAMPBELL REID advised that he has been employed by

the New England Telephone and Telegraph Co. from May 16, 1962
to the present time and is a central office repairman, unrated,
assigned to 185 Franklin Street, Boston, Massachusetts.

He advised that he had had no military service due to a history
of mental illness, but that he has had no problem in this
regard for approximately five years. He became acquainted with
CHARLIES PYNE and EDWARD ROSS through a bdlind student at Harvard
College, Cambridge, Massachusetts. His name 1s ROBERT HOLDT
who is a freshman at Harvard College and whose home addiess 1s
Puntington, West Virginia.

REID is a "ham" radilo operator and through this activity became
acquainted with HOLDT while HOLDT was at the Perkins Institute
for the Blind, Watertown, Magsachusetts in September, 1961.
HOLDT had talked to REID about meebing PYNE and ROSS for
approximately two months and on April 21, 1963, he was intro-
duced to them as an employee of the Telephone Co.

HOIDT introduced REID to PYNE and ROSS because of thelr

mutual interest in telephone communications. They Inquired

of REID if he were happy with his job and whether he liked his
work and se3® they could undoubtedly help him since they

desired to obtain information concerning Telephone Co. technlques.

PYNE and ROSS showed REID how to make a long distance telephone
. eall at no charge and placed a call for REID to Lima, Peru,

utilizing a multl frequency tone instrument. In additlon,

PYNE showed REID a notebook concerning information on telephone

lines and permitted REID to borrow this book.

REID said that in addition, one of them called London, England
via Montreal, Canada, telling the operator that he was the
testman in White Plains, New York. The operator put him .through
to London to the Weather Bureau.

Later, on the same evening, PYNE and some of his college friends
went out to REID’s home and while there, observed Telephone Co.
boogs which they requested to borrow. These books were"#5 Cross-
bar’ end "#5 Crossbar AMA"and a training text on N1 Carriler. -

4/26/63 = Boston, Massachusetts BS 62-4265
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On April 24, 1963, EDWARD ROSS contacted REID and asked him if
he could take a picture of his Telephone Co. identification

card and could have duplicatss made of keys which would give him
access to the Franklin Street Exchange of the Telephone Co.
where REID worked. REID said that these items were not
available and did not comply.

ROSS also informed REID that a new line had been installed

from Mitre Corp., Building F, to Bangor, Malne and ROSS

asked REID to find out the purpose of the line. ROSS also
Inquired of REID if he could arrange a tour of the Franklin
Street Exchange. ROSS also questioned REID about the sub-basement
at the Franklin Street Exchange and #8i4 he understood that

there were certvalin defense facilities located in that area.

The following description was obtained through observation and
Interview:

Name: ERNEST CAMPBELL REID
Address: 58 Palfrey Road
' Belmont, Massachusetts

Sex: Male
Race: White
Date of Birth: January 13, 1943
Place of Birth: Boston, Massachusgetts
Height: 5% 7"
Weight: 147 pounds

v Eyes: Blue
Hair: _ Brown
Telephone Co. ID Card: No. 54295
Soclal Security No: 022-32-3233
Occupation: Repairman,

New England Telephone & Telegraph
Company, Boston, Massachusetts.
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Date

CHARLES P. PYNE was interviewed at the office
of the Dean of Freshmen, Harvard College., He was ad-
vised of the identities of the interviewlng agents and
told that he did not have to furnish any information;
that any information he did furnish could be used
against him in a court of law; and that he had the
right to congult an attorney. .

He was told that information had been
developed that certaln individuals, including himself,
were involved in the misuse of Telephone Company
communlecabion facilities.

1913
He furnished the following information: b7C

He and thre i ssociates at Harvard,
EDWARD SHERMAN ROSS, and ANTHOWY
G. LAUCK, became interested as & group in telephone

communications and the operation of telephone auto-
matic dial systems,

In commecstion with this, they were interested
in trying to discover the different operations of
telephone equipment and any codes that would be of
interest in thsir experiment which would permitc them
to dial disvant points and locate dial tones in these -
distant areas,

They determined through various belephone
tle lines from Harvard Unilversity to Massachusetts
Institute of Technology (MIT), Cambridge, Massachu-
setts, that, by the use of two-digit numbers, they
were able to connect with various points, such as
Linecoln Imboratory, Lincoln, Massachusetts; Hanscem
Alr Force Base, Bedford, Massachusetts; and IBM,
Kingston, New York,
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Tn eonnection with these tie-line experiments,
their interest was to locate dial tones in those areas
from which they could make loeal calls and specifieally
in the New York City area. He advised that their primary
interest in these tile lines was purely academic and 1t
was nobt their intention to circumvent Telephone Company
toll charges., They had no interest in the fact that
these tie lines terminated at defense facllities and,
when their experiments indicated they could not locate
dial tone in the New York City area, they lost interest
in the project.

In connection with their experiments in the
operation of dialing networks and how dial tones
operate, they obbtailned a book on #5 crossbar dialing
systems through a friend, PAUL HECKEL, at MIT,

He also obtained a 1956 direct distance
dialing system book from a former roommate at the
Governor Dummer Academy.

Based on his experiments and the liferature
that he had previously read, he became interested in
the felephone system as a hobbye.

He recently cobbained gpme Telephone Company
literature from an ERNEST REID, a Telephone Company _
employee, who is assigned to the Franklin Street, Boston,
office., REID made available to the group books concern-
ing general information on telephone switching and dialing
equipment. .He_mej_BEID_’through a blind student at
Harvard named| REID and had previously

acquainted because of their "ham” radio activity.
recently brought REID to his, PYNE's, room at
rvard and introduced them because of their common
interest in telephone communicatlons,

The group saw REID a few times, but they did
not request from him any Telephone Company dlaling code
information, a photograph of a Telephone Company
identification ecard, copies of keys to Telephone Company
facilities, or any physical plans with regard to Tele~
phone Company facilities,
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Subsequently, the group conducted experiments
on private-line phones. ‘They discovered some old codes
by dialing varlous sequences of numbers and, in one
instance, were able to dlal British Columbia and through
the British Columbia operator, using the pretext of a
Telephone Company test man, they were able $o have the
operator place calls to anywhere in the Unibed States
without charges or any record being made of the call,
For some unknown reason, he got bllls econcerning some
of these calls and, for that reason, immedlately dls-
conbinuved use of this technlque,

He recalled that this could be done in the
following manner: dial 604, which he belleves to be
the area code to British Columbia, Tfollowed by a serles
of 7 more digits, which would selmws the wliy emd
an "inward" operator, 4ke last ¥ Siglts being 1211,

He identified the "inward" operator as one
who would not question their identity, believing them
to be a Telephone Company test man because of the code
used, They would announce themselves as test men and
ask the operabor for a line to anyplace within the
United States,

They continued their experiments wlth regard
to varlous codes that they had determined through numerous
dilaling sequences or by discussions with various Tele-
phone Company test men and operators, using the pretext
of being a Telephone Company employee, By use of
these codes, they dialed an "inward" operator and
would determine toll ecall roubings and make varlous
toll calls throughout the United States.

They determined, by the use of certain T-digit
codes, that they could make ecalls to various places;
for example, the first 3 diglts would select a long-
distance tandem line (671) or a Boston Metropolitan
tandem line {331) or a tandem line %o areas adjacent
to Massachusetfts, which included New Hampshire and
Rhode Island {88l). The last 4 digits of this 7-digit
sequence would seleet an "“inward" operator, such as
121 plus any digi%; a Boston "Information' operator,
131, plus a digit or a toll routing operator, 1i4l,
plus a digit,. The operabor would assume that the
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request was being made by a. Telephone Company test man
since they used the btest dlal codes.

In furthering their experiments with regard to
$01l facllitles, they noted that, by making certain
audio Zones on toll lines, they were able Lo operate
various relays, which woulid cause ecalls to go to any
area, They noted that, by whistling tones on “oll
lines and by the recording of aundio tones on hi f£1
tape equipment and playing them back on the toll line,
they could activaie certain relays that would place the
call to various areas,

Their experiments indicated to them that the
Telephone Compary made use of sudio tones to replace
the dialing of digits, which was a Telephone Company
time-saving device, They also learned that the Tele~
ggone ggmpany used multi-frequency keying to achleve

is effest,

In addition, they determined that a 2600-cycle
tone would disconnect the terminating equipment on
certain long-~distance calls,

In connection wilith this, with the assistance
of PAUL HECKEL, the MIT student previously mentioned,
they bullt a multi-frequency oscillator incorporating a
2600-pyclie tone, They built this equipment from
parts obtained through surplus radio stores.

He saild they would use this equipment in the
following manner: They would dial a distant point,
using an automatic toll dlaling system, gaining access
to a toil trunk line. They would then discommect the
terminating equipment by use of the 260C-cyele frequency
tone, which would give them an unmonitored toll line.
They would then pulse various tones on the trumk line,
which would connect them to different locations throughout
thedﬁhited States, depending upon the sequence of bones
used., - :

o |
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The primary purpose of all their experiments
wag purely academic. Their purpose was to see where
these lines terminated, On occasions, they would get
operators at Lincoln Lab and Hanscom Air Force Base and,
upon asking her about further tie lines, the operator
on occasions volunteered information concerning tie
lines to Westover Alr Force Base and New York.

When using the tie lines at Harvard and MIT,
whenever they discovered that they had alerted an
operator on what they thought was a defense line, they
realized that this might get them into difficulty and
they desisted in such actlvity, since they had no
interest whatsoever in defense matters.

On some occasions when some of the group were
conductking experiments on the tie lines, they secured
a BOAD (phonetic) switchboard, which they consldered
might be an Air Force line, VWhen a male operator on
the BOAD line requested thelr priorily, they realized
that this was a Government line and discontinued such be
activity. b7cC

In connection with their tie line experiments,
they located oubside dial tone through the Millstone
Radar Installation in the Lowell, Massachusetfts area.

In connection wilth
at Hanscom Ajir Force Base, he said that such an
Individual is unknown to him, However, it is possible
that this relates to the use of the tie lines at Hanscom,
since they had determined from the operator there that
there were tie lines from that point to Stewart Alr
Force Base in New York and the Rome Alr Force Base, New York

They did not make known to any individuals
outside of their own group the varlous codes with regard
to their experiments, except ERNEST REID. They had
hoped through him to obtain additional information
concerning Telephone Company apparatus and faecillties
to assist them in their experiments.

11



oy -

BS 62-4265

PYNE stated that he has in his possesslion the
multi-frequeney tone oscillator made from standard
electronic components mentioned previously and that PAUL
HECKEL also made a trausistorized mulpi-frequency unit.

In addition, he maintained notes on all his

various telephone experiments,which he has assembled in
a looge-~leaf folder,

They had no inbterest whatsocever in the
Strategle Air Command and had made no experiments
concerning them. They had no interest in any defense
faeilibies or any classified codes or information.

The following is a desceription of PYNE:

Name CHARLES FRANCIS PYNZ

Address Wigglesworth G 12,
Harvard College

Home Address L Mansion Road
Marblehead, Mass.

Date of Birth

Place of Birth Boston, Mass,

Height 51 gt

Weight 150 1bs.

Hair Brown

Eyes Brown

Occupation Student, Division of

Engineering and Applied
Physles, Harvard College.

12
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Date _ MBY 14, 1963

l. »

¢ _ EDWARD SHERMAN ROSS was interviewed at the Dunster
House, Harvird University, Cambridge, Massachusetts. He
was advised of the identities of the intenviewing agents
and iriformed that he did not have to furnish any information;
that any informsiion he did furnish could be used against
him in court and that he had the right to consult with an
attorney before furnishing any information. He advilsed
as follows:

He was born February 5, 1944 at New York, New York
and his permanent home address is 649 Arnow.Avenue,.
New_York 67\ New.York... His guardian is his mother,
Mrs. LILLIANAROSS who resides at the above address.

He entered Harvard University as a member of the
sophomore class, as an advanced student. He is now 3 member.
of the senior class and albhough eligible for graduation,
he feels that in view of his youth, he will wait until
1964 to graduate, He has previously majored in the
study of mathematics and is currently majoring in -
biochemical sclences. His Harvard address is Room E-52,
Dunster House. ,

b6

' Late in 1962, he and three other Harvard brC
students, namely CHARLES PYNE and
ANTHONY LAUCK, became interested in the numerical

dialing system of the telephone company, from the gtandpolint
of what they could develop through random dialing of

vapious combinations of numbers. Through a "freak"

dialing by CHARLES PYNE of a group of random numbers, they
were connected with a speclal operator of the New England
Telephone and Telegraph Company in Boston, Massachusettis
whose duty i1t was to handle only long distance calls )
from other telephone operators, test men, maintenance
men or officials of the telephone company. In other
words, she took only calls emanating from within the
telephone company itself.

bo
b7C
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After this discovery, they made several calls to
this Boston operator and through conversations with her in
which they represented themselves as test men for the
telephone company or 1¢é ., her to believe they were
some type of telephone company representatilves, they learned
that telephcne company employees had a certaln way of"
contacting her so she would know she was handling a call
from within the telephone company. One of these methods
was to dial a certain three digit number.

Based upon what they learned from this operator
in Boston, they were able to dial other similar operators
at various locations throughout the United States. The other
operators called at this stage of thelr experiments were
located mostly in New York or California. When they contacted
these other operators, they generally engaged in innocuous
conversations as to their identities and then made inquiries
as to what other possible destinations the particular -
operator could connect them with. He explained that the
mechanics of %this phase of thelr experimentation happened
in this fashlong ,

They would dial the area code first; next eilther .
a Zero or 2 one; then two random digits; then the numbers
121 and finally any other random digiltis. He sald that
numerous possibillities would be dialed before a call would
be actually completed.

Early in January, 1963, there was a perilod of
‘approximately three nights when they dlaled several hundred
numbers. Ninety-five percent of these numbers did not
make any connectlion. The remainder connected them with

long distance operators in various points throughout the
country.

Shortly after this three day period in which they
made a large volume of calls, they noted that they no
longer were able to complete the calls with this dialing
system and it is his opinlon that the telephone company
%orgecggg some mistake in wiring which had permltted them

o do S. '

14
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They also learned in thelr experimentatlon with
the dialing system that there were certain tie lines from
Harvard University to the Massachusetis Institute of
Technology (MIT), Cambridge, Massachusetts which, in turn,
would permit direct connection with places such as
the Mibre Corporatlion, Bedford, Massachusetts; . +The Hanscom
Air Force Base, Bedford, Massachusetts; the MIT Lincoln
Laboratory, Bedford, Massachusetts and varlous other
private companies throughout the Northeast area of the
United States. By dialing the number 83 on any Harvard
telephone, they were connected with MIT, as Hapvard
has a direct tie line with MIT., Therefore, after dlaling
83, they could then dial any MIT extension and be
connected directly. Through experiments and through
utilization of the MIT Telephone Directory, bthey dis-
covered that by dlaling MIT exbtension 81, they got the tie
line to the MIT Lincoln Laboratory. They also discovered
that by dialing other sets of two numbers, .they were able
to reach directly to Hanscom Air Force Base and the
Mitre Corporavion.

By means of dlaling direct to MIT Lincoln .
Laboratory, Hanscom Air Force Base and the Mitre Corporation,
they learned that they could be connected with tie lines from
those places to various other places. Thls was accomplished
by asking the operator with whom they were connected at any
of these three places what other tle lines they could be
connected with from that point. This, on occaslon, led
them to being directed to the Millstone Radar Base in the
vieinity of Lowell, Massachusetts, a radar base in

California called Camp Parks and the IBM Company in Kingston,
New York. : '

ROSS pointed out that they always got telephone
operators at the destinatlons and after brief, casual
conversations with the operators, they would inqulre 1if
they could connect them with a line at a further distant
point, In some instances, such connections would be made
- and in other instances, they were returned to the point

where they had started. :

15
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He stated that at no time did they attempt
to obtain any coded or classified informatlon when they
were connected with various national defense installations
nor did they attempt to talk with anyone at these points
other than the operator with whom they were connected.

He said that as a result of these experiments,
they became interested in further information about long
distance telephone calls as a hobby. In pursult of this
hobby, they visited various telephone company cffices;
had discussions with telephone company employees such as
operators and test men and read several telephone company
publications. Through this research, they learned tThat
the telephone company used certaln signals er sounds
in thelr switching equipment to expedite long distance
calls, They recreated, after experiments, many of
these signals or sounds and btape recorded them, They
then would czall various long distant¢e operators; play
the tape recordsy and simulate the sounds which 1in many
instances, allowed a long dlstance call to be executed
free of charge. :

In conjunction with this phase of their experimentation,
they bullt an audio-oscilllator which could produce appropriate
gounds to enable them to get control of the telephone
switching equipment. The oscillator mimicked the eqguipment
and by using it, they were able to give the- switching '
equipment thelr own instructions. The auvdio-osclllator
was made from parts purchased in electronic stores and
it was consbtructed by CHARLES PYNE and PAUIL HECKEL, the
latter being a student at MIT. ROSS sald that HECKEL
did not participate, to his knowledge, in making ahy
long distance btelephone calls. In this phase of their
experiments, they reached London, England; Anchorage, Alaska;
the President's Palace in Mexico and several other long
distance destinations. Several long distance callsg were
made and completed to the "lLost Dog", San Francisco.
California, where they received reports on the number of
lost and stray dogs which had been plecked up and they also
reached the "Weather" in London, England. S

16
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ROSS stated that it was not thelr intention
to circumvent telephone company toll charges to make
personal calis. The whole thlng was an experimental
hobby wherein they attempted to find out how many
long distance destinations they could reach, He sald
the calls and experiments were voluminous and they kept
records of some of the successfully completed calls which
accounts for some repeat calls.

He said the only other individuals known to him
who were aware of their hobby were PAUL HECKEL of MIT
and ERNEST REID, an employee of The New England Telephone
and Telegraph Company in Boston, Massachusetts. He
said that they met REID through a mutual friend at
Harvard in the latter part of April, 1963. At that time,
they had already perfected thelr technlgque. However, they
discussed thelr project with REID and borrowed some
telephone company publications from him to expand thelr
knowledge of the telephone company opeiatlons. He sald
at no time did they solicit from REID the use of any :
telephone company egqulpmenty, 1dentification card or officlal
keys issued to him. ROSS said, in fact, there was no
need for such a request lnasmuch as they had been able
to visit the telephone facilities on Franklin Street,
Boston, Massachusetts in thelr capaclity as students at
Harvard College.

ROSS advised that their experiments in telephone
calls were made from one or two locations at Harvard for
the most part and an occasional call was made from their
respective rooms. The Harvard locations are 1) Harvard
Computation Center on campus where there 1s a booth with
a Haprvard extension in it and 2) the Harvard Department
of Social Relations, 5 Divinity Avenue, Cambridge.
He said he and _ worked at the Harvard Computation
Center and he, ROSS, also worked at the Harvard Department
of Soclal Relations,

b6
LiC
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The following descriptlion of EDWARD SHERMAN ROSS

Name ¢

Sexs

Races

Date of Birth:
Place of Birfth:
Helghts

Weight:

Eyes:

Halrs
Complexzions

Marital Status:

18

was obtained through observation and interview:

EDWARD SHERMAN ROSS

Uy f
2L

&

'

Male
White

)

New York, New York
5[11"
155 pounds

Brown, wears glasses

Black

Medium

Single
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was Interviewed at the Office
of the Dean of Freshman, Harvard University, Cambridge,

Massachusetts., He was advised of the ildentlty of the

interviewing Agents, that he did not have to furnish any
information, that any information he did furnish ceuld be
used agaeinst him in a court of law and that he had the
right to consult with an attorney is a member of
the sophomore class at Harvard University.

On May 9, 1963|;I:|explained that he is majoring
in mathematics at Harvard Onilversity and 1s doing conslderable

work in compubor processing. He sald that during the course
of thls work he became interested in telephone communications
snd particularly the sysbems Lo be used in distance dialing.

. He stabted that approximately in January, 1963, he made the

acquaintance of GHARLES PYNE, ANTHONY G. LAUCK and EDWARD

ROSS, fellow students at Harvard Unlversity, who had similar
interests in this telephone distance dialing system., He b6
sald that CHARLES PYNE had been exploring the posgibilities b7C
of long distance dialing for a longer perlod the

He said that PYNE had a notebook In which he compiled hls
findings and that about the time he made the acqualntance

of PYNE he also started compiling a similar notebook.

|exp1a1ned that he found that he could go
through the vard switechboard by direct tie-line to the
Massachusetts Institute of Technology (MIT) by simply
dialing 81. This would connect him with the MIT switchboard
and when he heard a different tone, would dlal a second

pair of diglits which would comnect him with Lincoln
Laboratory. He said that the numbers that he dialed were
all available through telephone directories. On reaching
Lincoln Laboratory he would dial another palr of dlglts
which would connect him with the IBM Corporation at
Kingston, New York. When connected with that switchboard,
he would dlal for that particular operator by dialing

"0" and when the operator came on the-line, wonld ask for

IBM, Poughkeepsis. On being connected with Poughkeepsle,

he would ask the operator for the "New York 1line". He

would thus be comnescted with the Metropolitan area and would
be free to dial any number ln that area.

On

by
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aaid thal thls was but one of the systems
that they had hlt upon and he sald that he and his associates
experimented by dlaling different numbers sélected at

random which wonld, through the use of tle-lines, bring them
to various concerns throughoult the country. _

He said that the entire purpose of this was to
learn how to make long distance telephone calls without paying
for them. He insisted, however, that he had made but one
long distance telephone c¢sll to Poughkeepsie, New York b6
uging any of these systems, b7C

He gald that he regarded this as a hobby.and did
not feel that he was defrauding the telephone company in
any way. He saild that he did not have the abllity to cut
into any line and overhear a conversabtion and sald that
thls eould only happen by error due %o a malfunction of
telephone company switchboards.

On Mey 11, 1963 |exp1ained various further
procedures that he and his fellow clasgmates followed.
He sald that one of the more technical types of opsration
involved the use of a muiti-frequency osciliator., He -
explalned that the distance dlaling systems of the telephone
company are automatic in many localities and calls are
handled by multi-cycls tone aystems. He sald these tone
systems when pro jected over the wire In pairs are plcked
vp by individual recelvers and thus arve automatically
routed to various cities. He sald that they had a telephone
directory of aboubt seven years of age that listed the varlous
MF glgnals utilized in distance dialing. Accordingly, by
reference to this they were able to call distant cltles.
He saild the procedure was simple in that they would dial the
aree code of a distant point and befors the manmal operator
came on the line, would send through a series of MF slignals
which would have the effect of extending the call to an area
that in mny caseswas not known to them. He explained that
as in most of their casesg, this was a hit.or miss system
and they would direct these calls using signals at random
until they hit a distant operator. They then would pretend
that they were test men and asked thls operator in which
clty she was located, following which they would disconnect,
and after regording the results of thelr experiment,

E:::::]said that he d41d not have any knowledge
as to defense lines as guch nor did he have any of the
rumbers for various military installations throughout the
country. He said that should they find themselves connected

20
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with an Installastion that was obviously military, they would
disconnact. He said that he recalled that on one occagion
when he wag diallng a rendom number on the tie-line systen,
he found himself conmected with the Boston Alr Defense (BOAD)
and sald that he asked BCAD if they had a line to Berkeley,
Californie. BOAD saild that they did not but suggested NORAD
(North American Radar Defense). He was then connected with
NORAD and again asked for the Berkeley 1ine, When ‘they
asked for hls priorlity, he sald that he had none and they
refused to put the call through. He said that he never
called BOAD again and that this was the only time that he
had ever reached a naitlonal defense agency to his lmowledge.

With respect to the multi-frequency oscillator
raferred to above, he sald that these are built by parts
purchased from the surplus depariments of electronic firms
in the Boston area and he lmows of two i snce in the
tmmediate circle of his acqualnbtences. ald that
there ars other pieces of technicel apparabtus at can be
purchased and modified through the surplus sbored. He
veferred to cne known as bthe “telephons patsh'. This
technique is used on incoming long distance telephone b6
calis. He sald thabt when the call comes in, the flrst step b7C
1s to stop the telephone ringing and this 1s acomplished
by 1ifting the receiver off the hook for one second. [e
explained that the automatlc billing gystem of the company
requires that the belephone be off the hook a minimum of
three seconds before the biliing starts. When the receiver
15 1ifted off the hook ané then returned in one second,
this merely indicates a busy gignal to the billing system
and no charges era recorded. gaid that you then
place the telephone on the telephons patch and then you
are free to begin your conversation with the aid of
amplification equipment that goes with the telephone
patch. He said a substitute system for the patch would be
placing an induction coil inside the telephone itself and
commecting 1t to the second headset or amplifier.

said that he never made this equlpment or
the technigues available to anybody else and said that there
were some of the Harvard students that wanbted ©o make use
of this but he refused to permit them to do so bscause
of the fact that 1t would get around and come %o the attentlon
of college anthoritles, He never attempbed to get the
Stratogic Air Command code words or information that would
enable him to get defense lines and he never gconsidered he
might bs involved in delving into classified mabters since
this wag never his purposs.
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Sometime in February he made the acquaintance of
ERNEST REID, an employee of the New Ergland Telephone Company.
He sald that he met REID through CHARLIE PYNE, was never to
REID's home, and the only place that he ever saw REID was
at PYNE's room at Harverd., He sald that he was Interested
in talking to REID and asked him for details of a new type
of ‘telephone switching system lmown as Number 5 Crossbar.
Ho said this is a completely automatlic btype of swliching
gystem and he was very much iInterested in 1t in order to
find out how it worked. He also asked REID for detalls
of the tolephone system known as automatic message accounting,
and felt that this was curiosity on his part. He explained
his interest in telephone dlaling systems by stating
"Some people collect stamps".[::§::f:]denied that he had
ever attempted to obtain through REID a master sy to any 7
telephone faecllity or to attain a telephone identification ﬁgc
card.

He said that there were many weaknesses in the
telerhone system and this Intrigued him. He sald that he
found out thai the headquarters of the General Electric
Company at Schenectady, New York, had direct tle-lines
to all parts of the United States., He sald that by the
simple expedient of btelephoning the Lynn, Massachusetis
General Electric O0ffice after hours (when inexperienced
operators are on duty), he would ask to be connected with
Schenectady. When he would reach Schenectady, he could
ask that opsrator to connect him with a given point in the
United States and this would be done prompily on the assumptlon
Eﬁat£hg was calling from Lymn, Massachusetts General

etirlc.,

. He sald that he had no knowledge of any ability
on the part of his assoclates to cut in or listen in on
lines and kmew of no such activity on their part.

atatied that he mew of no oy
at Hanscom Air Base and these names meant nothing to him,

The following description was secured through
observation and interrogation:

Namos

Date of Birth:

Place of Birth: New York Cilty, New York
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Racae: White
Sex: Male
Helights 5ig"
Welghts 130 pounda
Eyegs Brown , wears glaases
Hairs Daxkx black
Complexions Sallow b6
b7C
Bulld: Slight
Marltal Stetus: Single
Residences -
Father:s Nyﬁqqiﬁlioj _ |
Mothers '
i A -
Selective Service: Reglstered with Local
Board 13,

321 Weagt- 4ith Straet
New York 36, New York.
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ANTHONY G, LAUCK was contacted at the Qulincy House,
Harvard University, Cambridge, Massachusetts, and initially
advised that an investigation was beling conducted concerning
certain allegations involving the alleged misuse of telephone
commmications, Exhibited to him were the credentlals
ldentifying the interviewlng Agents as Special. Agents of
the Federal Buresu of Investigation, which fact was also nade
Imown to him orally. He was $old that he did not have to
provide any Information, that any information he did provide
could be used against him in a courd of law and that he
could conault with a lawyer prilor to furnishing any informa-
tion., He thereafter provided the following informatlon:

He is a junior in the Class of 1964 at Harvard
University, Cambridge, Massachusetts. He resides on
campus in Roem Dit3 at the Quincy Housme, Cambridge, and
makes his permanent home with his parents on the Lawrenceville

"Road, Princeton, New Jersey.

_ His field of concentration at Harvard is In
mathematics, He is also Interested in electrenlecs and 1s
a ham radio operator. In the fall of 1962 he learned that
timee other Harvard students, namely CHARLES PYNE, EDWARD
ROSS and][ _ | were experimenting with
telephone communications and he thereupon joined the group
because of hia interest in similar fields.

b6
b7cC

He was mobivated by curiocsity and certainly'not
by any Intention to defraud the telephons company or because
of any other ulterior motlive. .

. The i1dea behind thls activity originated wlth
membera of this group. of Harvard students only and no one
outaide the group specifically knew what they wore doing
or what they had accomplished with the exception of a
telephone company employee named ERNEST REID.

He understood that this experlmenting with the
telephone ‘commmnications was started by other members of
the group approxim tely two or three years ago but thelr
interest, as his, was purely academlc and was conducted
with no Intent of avolding the payment of toll charges.

On

by
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In the course of thelr experlments and by the use
of various combinations of digits on the tle-lines connectlng
Harvard snd the Massachugsetts Insitute of Technology {(MIT),
they telephonicslly reached a number of defense establlshments
such as the Mitre Corporation, Lincoln Laboratory, the Millstone
Radar Instaliation and the Hanscom Air Force Base, all located
in Magsachuaetts, He sald for example they reached the
Millstone Radar Installation, which is located somewhere near
Towell, Masaachusetbs, by using a Harvard University extension
telephone. They found that by dialing 83 on thls telephone
they would be connected with MIT, Thersafter, by dialing
81 and by subsequently dlaling either 56 or 59 they would
be connected with the above mentioned radar establishment
near Lowell, Massachusetts. He pointed out that actually
anyone whe dialed these same numbers and used the Harvard
University extension telephone would eventually be comnected
with the Millstone Radar Installation., He stated thet no
Strateglec Alr Command bases were ever reached as a result
of thelir experimentation. ' :

They had no partiecular intention or reason %o
call defense establishments and did not do so by design.
After a connectlon was made with a defense establishment,
the{ engaged no one in conversation and terminabted the
call.,

They also conducted  experiments on private
teiephone lines., Thoy determined by disling &srtaln code
numbers that they had obtained by calls to varicus telephone
exchanges and by experlmentation, they could reaech telephone
company:leng-dilstance lines, By use of these codes they
could dial an "inward" operator who wonld not question their
identity, presuming them to be in some way connected wlth
the telephone company. Throughthis operator they could
thersafter determine toll call routlings and make various
long dlstance callas., Tu the course of their experimenting
in order to debermine a certain code they would dial as
many as ten thousand different telephone diglt combinations
before arriving at the proper digitbs.

During their experiments they also learned that
the telephone company used multi-frequency tohes In place
of dial digits. Accordingly, in order to duplicate these
tones they would play a musical instrument known as a
soprano recorder to create the proper tones.  They then
made & tape recording of these tones and subsequently would
rlay the tape on the telephone line which enabled them to
reach various dlstant areas.
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In connection with the reproduction of these toned,
a multl-frequency oscillator, which he sald they continued
o posgsess, was utilized. He sald the oscillator was made
from surplus high fidelity parts purchased locally. In
addition, PAUTL, HZCKEL, a student at MIT who assisbted in
building this multl-frequency unit, also constructed a
transistorised multi-frequency unit for the same purposs.

He asserted that he and members of his group had
no intention of obtaining any classified codes or securlty .,
date or even realized thet these codes might be classlfled.

In an effort to onlarge on his knowledge of the
telephone system, he visited telephone company bulldings
located in Cambridge, White Plains, New York, and one
located on the wast side of Manhattsn, New York. He went
to these bulldings just az any outside visitor might and
never trled %o obtain any Information $6 ~ which he might
not be entitled, ' ' .

He and mewmbers of his group talked with ERNEST
RETD, an employee of the telephone company, merely to obtain
additional information regarding telephene company
apparatus and facilities. Neither he nor any of the group
to his Unowledge ever athbompted to get a telephone company
identificatlon card or duplicate keys which might give
them illegal access to telephone company bulldings.
Purthermors, to hils knowledge they have never sold any of
thelr equipment utilized in the various experiments to
anyone and he would be in shrong opposition to any such
transaction or to furnishing to any unauthorized iIndividual
the Imowledge gained In thelr experiments.

The following descriptlon was obtalned through
observation and interview:

Names : ANTHONY G. LAUCK
Race:® White
Sex: Male

Date of Birth:

Place of Birth ¢ Philadelphia, Pemnsylvania

26
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Heights:
Weilghts
Bullds:

Eyess

Complexion:

27

518"

160 pounds
Medium
Blond
Blue

Fair.
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MISCELLANEQUS

On April 29, 1963, the facts concerning placing of free

phone calls throughout the world were presented to Mr. THOMAS
P. O'CONNOR, Assistant United States Attorney, Boston, Massa-
chusetts, who advised that the facts did not constitute a

violation of Section 1343, Tibtle 18, U.S. Code, the Fraud by
Wire Section.

28*
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ALL INFORMATION COMTAINED

-~

i SAC, WFO (65-9009) (RUC)

HARLES F .OPYNE ‘
EDWARD S MAN ROSS. hé
’ pIC

ANTHONY G, LAUCK

MISCELLANEOUS - INFORMATION CONCERNING
(NATIONALITIES INTELLIGENCE)

(00:BS)

ReBulet to WFO 5/21/63, captioned as above which
requested WFO to determine if any information was available
at the U. S. Department of State (USDS) Passport Office for
any of the captioned subjects.

A representative of the USDS, Passport Office,
advised IC on 6/7/63, that no identifiable
record could be located for the following subjects: b
CHARLES F. PYNE; EDWARD SHERMAN ROSS; I |

on 6/18/63, IC| ‘ reviewed the
passport file of [which revealed the
following:

ANTHONY G. LAUCK, bo Philadelphia,
Pa., was_included in_ a W, S._rpassport 3873, issued to his
mother, | on 3/21/49, LAUCK and
his mother Intended To depart the U. S. at New York City
on 3/30/49, for a three months trip to France, Italy, FHILA, A
JEngland and Switzerland, for the purpose of accompanying e
Mrs. TAUCK's father=in-law on a business trip. T,

am———————

The application for passpoit dated 3/16/49, b6
listed the following relatives of Mrs, LAUCK: b7C
(?Bureau :

~Boston (62-4265) (RM) REC- é —

130 B oigrs9-
DH: dfn i '

(5) i C e
S 13 JUN 2% 1963

b7C




WFO 65~9009

FPather

Mother

Nt

ARIAE |, born
S New York City, N. Y.

,|born

Philadelphia, Pa.

Grandfathen;fkd AMS ANTHONY GERO 7 FELIX,

Grandmother -~

ANNA

born 1/25/1885, Pennsylvania
uFELIX,.born 5/29/1885,

ghiladglphia,_PqLﬂ

The residence of the subject and his mother was
furnished as Lawrenceville Road, Princeton, New Jersey.

No additional information was furnished in LAUCK's

passport file.



